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Abstract—Crime and feeling of security are omnipresent and
can be influenced by lighting conditions. However, lighting
improvements are generally concentrated on street lighting.
Meanwhile, a vast variety of new technologies, including
innovative lighting systems and connected mobility, are entering
into the automotive field. Hence, opportunities are not limited
only to provide traffic improvements, entertainment features
or driver assistance functions but also measures to tackle
(vehicle-related) crime and to increase feeling of security. In this
paper, we suggest a security function, namely the cooperative
home light (CHL), which makes use of new technologies and has
the potential to tackle crime as well as to increase drivers’ feeling
of security. We also provide an overview of an implementation.
However, because of the underlying challenges, the main focus
of this paper is to assess the CHL. Therefore, we introduce our
three-steps approach consisting of a transfer of related work,
a customer survey and results from our proprietary simulation
environment in order to assess the CHL.
Keywords—Security functions; Tangibility of security;
Vehicle-to-X communication; Automotive lighting.

I. I NTRODUCTION
Crime and fear of crime are omnipresent in our society,
provoke personal injury, economic losses and reduce quality
of life. Thereby, vehicle-related crime is a worldwide
ongoing problem not respecting national borders and affecting
everyone. Criminals usually adjust their skills to stay ahead
of countermeasures. Therefore, continuous elaboration on
security measures is a priority to challenge criminals.
Considering security within the automotive field, a lot of
resources and effort are invested in two fields. The first
field can be summarized to in-vehicle security, i.e., making
electronic control units secure. The second field focuses
on securing Vehicle-to-X (V2X) communication. Security,
not only in the automotive field, is essential and forms
the basis for reliable use cases. But the main drawback
of security is that it is not tangible, especially not for
customers. Therefore, the importance of security is mostly
not appreciated, and sometimes even neglected until security
measures get compromised.
Our daily life is increasingly dominated by new
technologies. The vision of accident-free driving and the
guarantee of our mobility leads to an increasing number
of advanced driver assistance systems. Meanwhile, these
systems have also penetrated to mid and even low class
vehicles. Consequently, a multitude of sophisticated sensors

and actuators are available in a wide range of vehicles.
New technologies do not enter only into the automotive
field but also into the consumer market at an even faster
pace. Especially, smartphones play a growing role in our
daily life and have become a constant companion. Thanks to
V2X communication, our society, including mobility, becomes
increasingly connected.
The aforementioned technologies are mainly used in
academia and industry to elaborate on use cases in three
categories considering the automotive field. The first category
of use cases aims at improving traffic efficiency (e.g.,
reduce traffic jams), and thus, enhancing customers travelling
experience and ecological friendliness. The second set of
use cases aims at providing the driver and passengers with
infotainment features. Reliable internet connection opens the
door for social networks or even movies in the vehicle.
Assistance functions form the last category, and are nowadays
the main reason for the increasing penetration of technologies
in the automotive field. Besides assisting the driver while
driving, assistance functions mainly aim at reducing the
number of accidents as well as their impact. The elaboration
moves towards fully automated driving with zero accidents,
and consequently no fatality.
Until now, existing countermeasures dealing with
vehicle-related crime are mostly concentrated on the vehicle
itself, and focus on physical target hardening. Therefore, they
neither involve other vehicles, occupants and infrastructure
nor do they make use of other sophisticated technologies.
To close the aforementioned gaps, we elaborate on a forth
category of use cases, namely automotive security functions,
which must not to be mixed up with safety functions. In our
opinion, new technologies also provide the potential to develop
use cases which fight vehicle-related crime, increase drivers’
feeling of security as well as make security tangible, and thus,
visible to customers.
The cooperative home light (CHL) is one possible
security function. The CHL combines the opportunities of
vehicles’ advanced lighting systems, V2X communication and
positioning technologies so that several vehicles cooperatively
light the surrounding. This way, the CHL aims at extending the
existing basic home light (BHL), which makes only use of the
own vehicle to light the surrounding. In [1], we have outlined
the idea for the CHL including a suggestion for effectiveness
evaluation based on a proprietary simulation environment.
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II. D ESIGN OF THE COOPERATIVE HOME LIGHT
Most vehicle manufacturer provide a so called coming /
leaving home function, which is referred to in the remainder
of this paper as basic home light (BHL). Of course, the
functionality differs from manufacturer specific adjustments,
but the basic idea is similar. When leaving the car, e.g., coming
home, low beams, taillights and other available light sources
keep on lighting (during darkness) for a specified period of
time in order to light the driver the way “home”. The duration
can generally be adjusted by the vehicle owner. Referring to
the leaving home light, the aforementioned light sources start
lighting as soon as the driver remotely unlocks the vehicle.
The BHL has the drawback to be static. The lighting
duration can only be adjusted in the vehicle and is independent
of driver’s position. Hence, if the duration is to short, the
illumination turns off before the driver even reaches the
vehicle. Furthermore, the vehicle turns on all light sources
although some light sources are probably unnecessary since
the driver approaches the vehicle from one direction.
Our idea is to extend the existing BHL by the opportunities
of advanced sensors, sophisticated light systems and V2X
communication. We suggest to use the opportunity that low
beams can be moved vertically and horizontally to light
driver’s path to the vehicle, of course within the mechanical
constraints of the beams. Additionally, only light sources
directly influencing the illumination of the path are turned on
so that energy consumption is reduced.
To realize the CHL, a bidirectional communication between
the vehicle and a sophisticated key fob is assumed. The key
fob is a smart device, such as a smartkey or smartphone, and
must be in possession of the driver.
Furthermore, position estimation of the key relatively to
the vehicle is necessary. Thereby, it is irrelevant whether
the position is calculated by the key or by the vehicle

ITS-applications

Networking & transport

Security

Facilities
Management

In this paper, we propose a possible realization of the
CHL considering the underlying technologies. However, the
main focus of this paper is not on the development of the
CHL itself since, as we will see in the following sections,
the underlying technologies are being widely elaborated in
academia and industry. Instead, the main focus of this paper is
on the assessment of the BHL and CHL as security functions.
Therefore, we implemented a simulation environment, which
was presented in [1], as well as conducted a customer study
and made use of the opportunity to transfer related work. We
further assessed whether the CHL provides an improvement
of fighting crime and increasing persons’ feeling of security
compared to the BHL. Additionally, customers’ satisfaction,
and thus, the tangibility of security was investigated.
The remainder of the paper is structured as follows: Section
II outlines the CHL including related work on the underlying
technologies. Section III shows the implementation of our
three-steps approach to assess the BHL and CHL. Section
IV presents results of the assessment. Finally, the paper is
concluded in Section V with open challenges for the CHL
function.

Access

Fig. 1.
Simplified communication architecture according to ETSI
standardization [3]

since position data is continuously synchronized between
both participating partners via bidirectional communication.
The CHL is (de)activated similarly to the BHL, in case of
“leaving home” as soon as the doors are remotely unlocked.
Additionally, the two-way communication between the key
and the vehicle as well as the position estimation of the key
are triggered. The position of the key is updated at regular
intervals.
Due to physical and mechanical constraints, the own vehicle
is not always in a position to illuminate the path of the
driver. Therefore, Vehicle-to-Vehicle (V2V) communication
is used to include vehicles in the surrounding in order to
enhance the illumination of driver’s path. Since our vehicle
is continuously aware of driver’s position, it continuously
requests participating vehicles to help lighting.
In the following, we suggest the underlying technologies
and approaches needed for the realization of the CHL function.
A. Communication
To enable intelligent transport system (ITS) communication,
efforts have been undertaken in the United States, Europe
and Japan to establish a set of communication standards.
However, these standards are not fully harmonized yet.
Hence, we refer in the further course of this paper to the
standardization of the European Telecommunications Standard
Institute (ETSI) [2]. Figure 1 shows a simplified ETSI ITS
communication architecture [3]. To be able to participate in
ITS communication, ITS sub-systems need to implement an
ITS station which follows the suggested architecture. Thereby,
ITS sub-systems can be for example vehicle sub-systems or
personal sub-systems, such as smartphones.
The three lower middle entities in Figure 1 cover the
communication protocol stack. The security entity provides
security services to the communication stack, the management
entity and ITS-applications. The management entity is
responsible to manage the interaction between entities. Thus,
each ITS-application needs an application ID (AID), which
is used to verify the right to exist. Depending on the AID,
entire processes are accordingly managed by the management
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entity within the stack. A registration authority is aimed to be
established where each ITS-application needs to be registered
and certified in order to receive an AID and to be considered
in the communication [4], [5]. Consequently, the CHL has also
to go through the registration process to become part of the
ITS communication.
The architecture and the standardization process are still
in progress, but the basis for V2V and Vehicle-to-Device
(V2D) communication is defined and security mechanisms are
considered.
1) V2D communication: We suggest the use of a
smartphone or a smart key as mobile device. The essential
requirement is to support an ITS station. Since the key
only communicates with the own vehicle, the common
IEEE 802.11a/b/g [6] standard is mostly suitable. The
majority of smartphones is equipped with the necessary
hardware. Also today’s vehicles are equipped at times with
hardware to support WiFi hotspots. Further, the access
layer in the communication architecture [3] considers WiFi
communication so that the basis for V2D communication is
given.
2) V2V communication: In the course of the introduction
of V2V communication into the market, vehicles will be
equipped with onboard communication units (OCUs) to
support V2V communication. Thereby, V2V communication
is based on IEEE 802.11p according to [3]. To tackle the
challenge of communication with other vehicles in order to
support the cooperative lighting, we suggest two approaches.
• Basic approach: The host vehicle, which asks for
lighting support, continuously broadcasts a message with
the driver position, while other vehicles do not reply.
This way the communication load is reduced and other
vehicles do not reveal any information, such as position
or lighting capabilities. However, the host vehicle is not
able to control the scenario so that redundant lighting
may occur and the host vehicle is uncertain whether the
way is sufficiently lighted.
• Sophisticated approach: The host vehicle requests
lighting support and willing vehicles reply by providing
the host vehicle with their position information and
lighting capabilities. This way, the host vehicle is
able to create a map including the surrounding
vehicles and to coordinate the lighting process by
asking only relevant vehicles considering their lighting
capabilities. Of course, this approach comes along with
additional communication load and other vehicles need
to reveal information, such as their position and lighting
capabilities. However, the benefit is a more efficient and
managed lighting process.
Independent of the cooperative lighting approach, the
standardization process is mainly driven by the goal
of introducing assistance applications as day one use
cases. Therefore, ETSI defined two message types, the
decentralized environmental notification message (DENM)
[7] and cooperative awareness message (CAM) [8]. DENMs
are event-triggered and transmitted to alert other users from

specific traffic events. In contrast, the CAM is continuously
broadcasted with a maximum time interval of 1 sec and
minimum time interval of 100 ms to ITS stations located
within a single hop distance to provide information of
presence, position and other ITS station specific data.
This way, ITS stations are aware of other stations in the
neighborhood. Considering the sophisticated approach, CAM
and DENM are not suitable to realize the CHL because not
intended for bidirectional communication. So, implementing
a tailored message type which supports the CHL is the most
reasonable solution. However, considering the basic approach,
the use of the CAM is suitable. The CAM is continuously
broadcasted, contains necessary information, such as vehicle
position, and provides the opportunity to be extended by
optional containers including further data, such as driver
position.
B. Positioning
First of all, the driver position, i.e., driver’s position
relative to the own vehicle, forms a fundamental part
of the CHL. Additionally, each vehicle participating in
cooperative lighting needs to be aware of its position. Thereby,
a distinction between indoor and outdoor positioning is
reasonable. Outdoors, a fallback to the Global Positioning
System (GPS), where the precision varies depending on the
surrounding conditions, is the first approach. Most vehicles
and smartphones are equipped with appropriate GPS receivers.
However, indoors (e.g., in parking facilities), GPS is not
suitable because requires a clear line-of-sight to orbital
satellites. Hence, additional solutions, which come along with
the integration of an additional infrastructure, are needed.
1) Driver positioning: To overcome the lack of GPS
indoors, ultra-wideband (UWB) and wireless LAN (WLAN)
technologies are possible candidates. In the UWB approach,
the token, which is in our case the smartphone, estimates
the position based on the time difference of arrival (TDOA).
Hence, ideally the own vehicle is equipped with several
transceivers to estimate the position of the smartphone relative
to the vehicle. But, transceivers can also be mounted within
the facility. With the help of Vehicle-to-Infrastructure (V2I)
communication, the facility could provide the position to the
vehicle, which is able to recalculate driver’s position. Several
commercial solutions, such as Zebra’s Dart [9] or Ubisense
[10] exist and show the feasibility of this technology where
precisions below 1m are achievable.
In the WLAN approach, the position is estimated with the
help of the received signal strength. The feasibility has been
shown in research systems, such as Microsoft RADAR [11],
[12] and Horus [13], [14]. Ekahau [15] provides a commercial
solution based on a tracking-assistant positioning system
provided by Kontkanen et al. [16]. The WLAN technology
makes position precisions possible within the lower one-digit
meter range.
On the one hand, the UWB approach provides better
position precision and is preferably used for customer
products. On the other hand, this solution requires the
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smartphone to be equipped with appropriate receiver hardware,
while all smartphones support WLAN technology.
We also found attempts to use smartphones with its
integrated sensors to estimate relative movements [17]–[19].
Hence, data fusion of relative and absolute position
information has the potential to improve the overall position
estimation significantly, independent on the technology for
absolute positioning.
2) Vehicle positioning: Considering the CHL, vehicles do
not move so that the position is stationary. Therefore, vehicles
need to be aware of their last estimated parking position.
Position estimation within facilities can be tackled similar to
the estimation of driver position, described above. We also
found other approaches in literature. Especially considering
autonomous parking, research projects such as AIM [20],
V-Charge [21] and Audi’s automated parking pilot [22] (partly)
address positioning challenges. In these projects, a similar
approach is used, where the parking facility is equipped with
sensors, such as LIDAR or cameras, in order to estimate
free parking spots. Further, entering vehicles are provided
with a digital map of the parking facility. Making use
of this information, vehicles autonomously drive to a free
parking spot, supported by on-board sensors, such as cameras,
ultra-sonic and radar sensors. Thus, a parked vehicle is aware
of its parking position within the facility.
C. Smart grids
A further challenge on the way towards the CHL is the
power supply of involved vehicles. Today’s common vehicles
possess a battery with limited lifetime posing a hurdle for the
CHL. However, electric mobility is attracting a lot of attention
and is pushed by academia, industry and governments. Hence,
smart grids, where electric vehicles (EVs) are connected
to, gain continuously in importance. In case of an excess
production of energy, especially due to renewable sources,
vehicles are intended to be used as temporary energy storage.
So, considering the introduction of EVs into the mass market,
the involvement of EVs into the power grid seems to become
indispensable.
The project E-Energy [23] showed the potential and future
challenges of smart grids. Additionally, the solution will tend
toward small and especially local smart grids fulfilling and
fitting to local requirements. The follow-up research project,
INEES [24], [25] has recently started to continue the research
work on smart grids involving EVs.
D. Lighting
Depending on the equipment level, vehicles usually
possess at least the mandatory lighting systems for outside
illumination, which are mandatory by according laws and
inter alia regulated by the UNECE regulations [26]. They
form a framework for technological requirements of vehicles,
including lighting, and are accepted in the European Union
and further countries.
Advanced driver assistance systems, such as dynamic
cornering lights, which light into corners, or adaptive high

left tail light (LTL)

left cornering light (LCL)

left mirror light (LML)
left low beam (LLB)

VII
VI
license
plate
light
(LPL)

VIII

V

IV

I

III

II

right low beam (RLB)

right mirror light (RML)
right tail light (RTL)

right cornering light (RCL)

Fig. 2. Light sources and areas of CHL

TABLE I
D EPENDENCY OF LIGHTING ON DRIVER POSITION WITHIN AREA
Light
source
LLB
LCL
LML
LTL
LPL
RTL
RML
RCL
RLB

I

II

III

IV

Area
V
VI

x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x
x: light source turned on
-: light source turned off
For abbreviations of light sources

VII

VIII

x
x
x
-

x
x
x
x

see Figure 2

beam assistants, which detect incoming traffic and adjust
beams accordingly, actively intervene with the vehicle’s
lighting system. Additionally, lighting systems underlie
a steady development so that incandescent systems are
continuously replaced by LED systems, partly in combination
with xenon lights [27]. Researchers, such as Hörter et al. [28],
even work on assistance systems for rural roads which make
use of the opportunity of moveable lights to precisely position
a light spot on persons and animals on the road(side), and thus
make them earlier visible to the driver. Hence, vehicles are
and will be increasingly equipped with sophisticated lighting
systems.
We suggest to use the light sources depicted in Figure 2 to
realize the CHL. The vehicle surrounding is divided into eight
areas, numbered with I to V III. Depending on the driver
position in the area, specified light sources are turned on. Table
I summarizes the dependency of light sources and area.
Additionally to simply turn lights on or off, the capability
to move low beams in the vertical as well as horizontal pane
improves the CHL. Since the driver is moving, low beams are
permanently aligned in the direction of the driver within the
mechanical constraints.
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1) Horizontal beam movement: Horizontal beam movement
is mainly driven by the dynamic cornering light which is
intended to be used in rural areas or on highways while driving
through corners at higher speed. Low beams are actively
moved horizontally into the corner with a maximum angle
of commonly 15 degrees [29]. Beams are usually controlled
via electromotive actuators so that the mechanism to move
low beams is integrated in vehicles with the aforementioned
assistance system.
2) Vertical beam movement: To avoid dazzling incoming
traffic, manual level adjustment exists besides the more
sophisticated static and even dynamic automatic leveling. The
static leveling system automatically adjusts the level dependent
on vehicle loading. Dynamic systems additionally take into
account vehicle’s acceleration and deceleration to adjust the
tilt angle dynamically. Hence, actuators to adjust vertical beam
movement are widely spread in vehicles as well.
III. A SSESSMENT I MPLEMENTATION
To assess the potential of the CHL, we propose a three-steps
assessment. In the first step, research work is necessary to
identify comparable functions or countermeasures, which were
already evaluated and consequently provide evaluation results.
These results are transferred under our evaluation conditions
and provide a first direction of possible behavior of our
security function. In the second step, a survey is conducted in
order to find out test persons’ valuation whether the function is
effective to combat the intended crime as well as reasonable to
increase feeling of security. Thereby, test persons experience
the function but there are no violent or threatening attacks. The
survey further covers acceptance and usability issues related
to the potential security function. Knowledge about users’
attitude towards a security function is a factor of success.
No matter how effective a security function might be, a
security function with user handicaps will deter users from
making use of it and make the function useless, and thus
ineffective. The third step arises from engineering demands
being able to measure effectiveness, for example by making
use of simulations. Consequently, we simulate our security
function and propose metrics to evaluate the effectiveness.
A. Transfer of research work
Surveying the literature, we have not found any approaches
realizing a similar function as the CHL, and thus, no
immediate evaluation results exist. But, there has been a lot of
research on the influence of lighting, especially street lighting,
on crime and the fear of crime in the last decades. We
think that transferring these results, which are presented in
Section IV-A, provides a first glance on the effectiveness and
success of making use of vehicles to cooperatively light the
surrounding.
B. Customer survey
We designed our own supervised one-to-one interview. We
pursue three goals with our survey:

TABLE II
E XAMPLE OF A 5 X 3 L IKERT SCALE TO RATE IMPORTANCE
Not
important
at all
1

2

3

Not
important
4

5

6

7

8

Very
important

Important

Neutral
9

10

11

12

13

14

15

1) Estimate whether the CHL is seen as effective to combat
robberies and assaults while going to or from the vehicle.
2) Gather subjects valuation about the effectiveness of the
CHL to reduce the fear of falling victim to a robbery or
an assault.
3) Estimate the user acceptance of the CHL from
consumer’s point of view.
In the following, we introduce the survey design and concept,
explain our choice of subjects, show the survey procedure as
well as provide an overview of our analysis approach.
1) Survey design and concept: The experiment is structured
in three parts. The first part contains sociodemographic
questions to gain deeper information about the subject.
Additionally, we use this part to ask questions about the
technical affinity of subjects. We assume that gender, age and
subjects who rate themselves to have a high technical affinity
influence the evaluation. Furthermore, we introduce assistance
systems and technologies which provide the basis for the CHL.
This is important for the further understanding and evaluation
of the CHL as well as to get all subjects on a similar level of
knowledge.
The second part finally tackles the assessment of the CHL.
Thereby, the questionnaire contains questions to cover the
following three constructs:
• Effectiveness of fighting crime
• Effectiveness of increasing feeling of security
• User acceptance
Questions are answered on a five-point Likert scale with
according labeling. To get more granularity, we further
subdivide each category of the five-point Likert scale into
three parts. Consequently, we have an overall answer depth
of 15 possible answers. Table II shows an example of a 5x3
Likert scale in order to rate the importance. Using predefined
questions with a judgement scale (Likert scale) facilitates the
evaluation of a questionnaire but the subject is eventually
pushed into a specific pattern.
Therefore, the third part provides comment fields in order
to provide the opportunity to freely comment on the benefits,
drawbacks and also general feedback coming along with the
CHL. Additionally, the examiner documents questions and
remarks arising during the survey.
In order that the subject experiences the CHL, we decided to
implement in cooperation with the Volkswagen AG department
for visual communication a real world animation of one
specific scenario making the CHL tangible for subjects.
Thereby, we chose to model a parking garage with several
parking cars. The animation is made from the first person view
where the car owner uses a smartphone to unlock the car, and

2014, © Copyright by authors, Published under agreement with IARIA - www.iaria.org

International Journal on Advances in Security, vol 7 no 1 & 2, year 2014, http://www.iariajournals.org/security/

6
TABLE IV
S UBJECTS ’ DISTRIBUTION OF GENDER AND AGE

Fig. 3. Screenshots from the CHL animation

thus, starts the CHL. Figure 3 illustrates some pictures of the
animation. We further implemented two additional animations
in the identical surrounding and identical car owners path to
the car. One animation includes no function and the other
the BHL. The animation without any function is used to get
subjects familiar with the surrounding and the walking path in
the animation. The animation of the BHL is necessary since we
aim at comparing the constructs crime fighting and increasing
feeling of security between the BHL and CHL, i.e., we want to
estimate whether the CHL provides an improvement compared
to the BHL. Therefore, our questionnaire contains similar
questions evaluating the effectiveness of fighting crime and
increasing feeling of security for the CHL as well as the BHL.
2) Subjects: To recruit subjects, we made use of an internal
test person database from Volkswagen, which contains test
persons in a lower four-digit range. These test persons are
Volkswagen employees covering most areas of operations.
With the help of them, surveys or studies are conducted to
rate ideas and gain first trends. All test persons are voluntarily
registered in the database. Furthermore, all data is treated
confidential so that a conclusion on the identity of a certain
person is impossible. This anonymity and a detailed instruction
of test persons support an independent survey.
To estimate an appropriate sample size, which satisfies on

Male

Female

Young (< 36)

14

14

Old (> 44)

14

14

the one hand our resources, such as time and money, and on
the other hand is large enough to provide reasonable results,
we conducted an a priori power analysis. Thereby, we made
use of a power analysis program for statistical tests, G-Power
[30]. According to Cohen [31], the sample size N is calculated
dependent on the required power level (1 − β), a previously
specified significance level (α) as well as the population effect
size (d).
The main purpose of the survey is to estimate whether
the CHL provides an improvement compared to the BHL.
Consequently, each subject has to rate both functions and we
have matched pairs, i.e., dependent groups. Since we test for
improvement, an one-sided tail is chosen. Further, we decided
to chose a significance level of α = 0.05 and power of
1 − β = 0.95 , which are common levels in social sciences.
With these settings, we compute a required sample size of 47
participants, which satisfies our resources and detects effects
of medium size (d = 0.5).
Furthermore, we aim at testing for differences considering
gender and age. We have the opportunity to control these
attributes while inviting subjects. Therefore, we want to
have equal groups considering both, gender and age. Testing
for differences between males and females as well as
between young and old participants implies two independent
groups. Further, we focus on one-sided testing and taking a
significance level of α = 0.05, as well. Taking a power of
1 − β = 0.95 and a medium effect size (d = 0.5) would
require a total sample size of 184 subjects, i.e., 92 participants
per group. This is beyond our resources so that we decided
for a power of 1 − β = 0.8 and a smaller effect size, d = 0.8.
According to [31], a type 2 error being four times α, i.e.,
β = 0.2, is still reasonable and we detect at least small effects.
Taking these values for calculation, we need a total sample size
of at least 42 participants (21 per group).
Table III summarizes our beforehand described settings for
G-Power to calculate an appropriate sample size. In a nutshell,
to be on the safe side but satisfy our resources, we decided to
invite 56 subjects for the survey. Thereby, these subjects were
equally divided considering gender and age, as can be seen
from Table IV.
3) Procedure: We decided to take an experienced examiner
who conducts the survey. First of all, an experienced examiner
is trained to conduct surveys. Second, the examiner has an
open mind, that means, he is not involved in the topic
of security functions. Consequently, (indirect) influence on
subjects during the survey is minimized.
We deeply introduced the examiner into the survey and
conducted several test runs. Although, we do not participate
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TABLE III
G-P OWER SETTINGS TO ESTIMATE SAMPLE SIZE
Objective

Statistical test

Tail

Effect
size (d)

Significance
level (α)

Power
(1−β)

Min total sample
size

Effectiveness estimation
of security fucntions

U-Test (Wilcoxon):
two dependent groups
(matched pairs),
non-parametric

one-sided

0.5
(medium)

0.05

0.95

47

Estimation of
demographic differences

U-Test (Wilcoxon):
two independent groups,
same size,
non-parametric

one-sided

0.8
(small)

0.05

0.8

42
(21 per group)

during the survey, the examiner and subjects had always the
opportunity to contact us in person to solve arising questions.
A further benefit of conducting an interviewed survey is
that subjects have always the opportunity to ask questions.
Furthermore, the examiner has the opportunity to take care
of a completely filled questionnaire, respectively. This is very
important to achieve our predefined number of subjects to be
able to conduct our statistical tests. The survey is conducted in
a separate room to avoid distraction. Thereby, each experiment
is conducted successively with one subject. So, the entire
survey took about two weeks. The room could be darkened
and was equipped with an 42 inch LCD-TV.
Each experiment started with editing the sociodemographic
questions by the subject and showing the animation without
function to the subject. To show subjects the animation,
our first approach was to use an off-the-shelf head-mounted
display or video glasses to create a feeling of virtual reality.
But, after having discussed with experts within our company
and surveyed technical magazines [32]–[34], which tested
head-mounted displays and video glasses, we decided against
the use of such a device. In our animation, the car owner
walks on a static path to the car and we do not consider any
interaction, such as head movement. Hence the immersion into
virtual reality is limited to the visual experience. Especially
off-the-shelf head-mounted displays do not really convey the
feeling of being within the scene due to limited display
properties. Small resolutions as well as small angles of view
even partly convey the impression to stay close in front of
a flat screen. An additional drawback is cybersickness [35].
Eyes observe movement although the subject stands still. This
contradictory information to sensory organs often leads to
sickness. Consequently, we decided to show the animation in
our darkened room on the 42 inch LCD-TV.
Next, subjects evaluated the BHL and CHL. Since, the CHL
is the more sophisticated function, evaluating the CHL after
the BHL may lead to biased results. Therefore, we divided our
subjects equally in two groups, A and B. Group A evaluated
the BHL first followed by the CHL. In contrast, group B
evaluated the CHL first. The procedure to evaluate a function
consists of three steps. First, the examiner briefly introduces
the function. Second, the according animation is shown to the
subject. Third, the subject edits the according questions in the
questionnaire. Figure 4 shows the detailed procedure for both

Group A

Group B

Sociodemographic questions
Animation without any function
BHL

CHL

Introduction

Introduction

Animation

Animation

Questions

Questions

CHL

BHL

Introduction

Introduction

Animation

Animation

Questions

Questions

Fig. 4. Procedure of the experiment to valuate the CHL

groups.
4) Analysis: We have several items (i.e., questions) to
measure the same construct, for example fear of crime.
Hence, we have to combine data from related items. To test
whether several items propose to measure the same construct,
we calculate Cronbach’s alpha, the coefficient of internal
consistency. The value varies from zero to 1 where a value
of 1 shows total reliability between the according items.
However, very high reliabilities, such as 0.95 and higher,
indicate that items are eventually redundant [36]. To estimate
whether related items are reliable, Nunnally and Bernstein [37]
recommend a value between 0.7 to 0.8 for basic research.
According to [38], a well-accepted value for Cronbach’s alpha
is between 0.70 and 0.90. Also Ferreira and Palhares [39]
suggest a value higher than 0.7 although references exist
accepting values lower than 0.7. So, in our opinion an alpha
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Fig. 5. Simulation environment to simulate the CHL

value between 0.7 and 0.95 is a suitable choice to estimate
reliability as well as eventual redundancy between items.

can be seen, the simulation environment is implemented in
two dimensions, that means from bird’s eye view.

C. Simulation environment

1) Parking Constellations: The number of possible parking
constellations is infinite since the driver’s path can be
manifoldly modeled and vehicles can be positioned in different
ways. Therefore, we provide in our simulation environment the
opportunity to load a background image from Google maps
[41] or Bing maps [42], for example. Thereby, the background
image is scaled to fit into our simulation environment. Hence,
we have the opportunity to add, i.e., overlay, and freely
position vehicles at positions where vehicles are parked when
the picture was taken. Furthermore, we can insert rectangle
obstacles, such as walls, and circular obstacles, such as trees.
Regarding parking constellations up to areas of 100m x 100m
is in our opinion a reasonable approach since typical remote
keys and low beams work nearly up to this distance.

We define the duration of the driver in a lighted surrounding
as a measurable criterion. The CHL is classified as effective,
in terms of reducing crime as well as increasing feeling
of security, when the driver is in a lighted surrounding.
Thereby, the improvement compared the the BHL considering
the number of participating vehicles is of interest. In other
words, driver’s duration in a lighted surrounding dependent
on the penetration rate of vehicles participating in V2V
communication is our measurement criterion. Thus, we need
a simulation environment which enables us to model freely
different parking constellations with an adjustable number
of vehicles participating in communication. Additionally, we
need to be able to model drivers path to or from the vehicle
and to configure the lighting capabilities of vehicles. To the
best of our knowledge, there is no simulation environment
supporting a simulation of our security function. Consequently,
we decided to implement a proprietary simulation environment
[1], [40], which is illustrated in Figure 5, to be able to model
diverse parking constellations, and thus, evaluate the CHL. As

2) Vehicles: Each vehicle has a set of light sources which
can be used to light the environment. Light sources are limited
to the light sources shown in Figure 2. Each vehicle can be
configured separately so that vehicles with different equipment
levels can be simulated. However, for reasons of simplification,
all vehicles are equally equipped. Furthermore, we provide
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four types of vehicles in order to fit the vehicle class from the
real parking constellation. We consider only passenger cars,
namely low, mid and high class cars as well as sport utility
vehicles (SUVs).
3) Lighting and shadowing: Lighting is approximated by a
surface created with the help of a polygon. Thereby, the lighted
area can be adjusted for each vehicle separately. However,
we equip each vehicle with equal lighted areas according to
Figure 2 in order to limit the frame of influencing simulation
factors. This implies that all vehicles are equipped with the
same lighting technologies. Furthermore, we implemented in
our simulation a ray tracing approach to consider shadowing
effects.
4) Driver’s Path: Driver’s path is modeled via waypoints,
which are freely inserted in the simulation environment and
serve as anchors. The path is linearly interpolated between
these waypoints. A polynomial interpolation was discarded
due the tendency for oscillation [43]. The driver does not move
from one waypoint to the next. Instead, the driver moves along
the trajectories between waypoints by covering a distance
calculated from the adjustable walking speed as well as the
adjustable simulation resolution. Thereby, we use a walking
speed of 1m/s and a simulation resolution of 10ms.
5) Communication: The propagation of electromagnetic
waves highly varies affected by many influencing factors. For
example, Kwoczek et al. [44] investigated the influence of
roof curvature, roof racks and panorama glass roofs on the
antenna gain in the reserved V2V communication frequency
band and found inter alia a high loss of gain caused by glass
roof. Additionally, packet collision and channel congestion
influence communication. Hence, it is highly challenging to
consider and simulate all influencing factors. We implemented
a communication manager within our simulation environment,
which can be extended by communication models, when
necessary. However, we assume no message collision, all
vehicles being within communication range, and all messages
being correctly received. We consider the basic approach of
the CHL where only the host vehicle broadcasts messages
to reduce communication load. According to [45], the defined
transmission power enables a theoretical communication range
up to 1000m, and we target to regard simulation areas with
a maximum size of 100m x 100m. Further, we consider only
parked vehicles so that effects due to moving objects can be
neglected as well.
IV. R ESULTS
A. Transfer results
The influence of lighting, especially street lighting, on crime
and the fear of crime has been researched widely in literature.
On behalf of the US Department of Justice, Tien et al. [46]
analyzed over 100 projects and deeply evaluated the results of
15 projects. In 1979, they concluded that improved lighting
neither changes the occurrence of crime nor leads to an
increase of crime, concerning offenses such as robbery, assault,
burglary, car theft and larceny.

Ramsay and Newton [47] suggested on the basis of research
made in the years before 1991 that light improvements indeed
tend to have a positive influence on the feeling of security but
not crime itself.
According to [48], where street lighting evaluations were
reviewed having been conducted mainly in the 1990s,
increased street lighting leads to crime reduction when
measures are precisely targeted. Moreover, referring to newer
U.K. research results, more general measures seem to have a
crime prevention effect whereas the effect is strongly limited
referring to older and U.S. research.
In 2002, Farrington and Welsh [49] evaluated the results
of U.S. and British studies for the British Home Office
[50] from former decades to estimate the effectiveness of
street lighting on crime. They prepared an update [51] for
the Swedish National Council for Crime Prevention [52] in
2007 and concluded that the improvement of street lighting
reduces crime significantly and seems to have no negative
effect providing benefits for law-abiding citizens.
In a nutshell, the research on the effect of lighting on crime
has provided equivocal results. However, a positive influence
on the feeling of security is generally assumed. The interested
reader can find further information and results on the effect of
lighting on crime and on the feeling of security in [53], [54].
B. Survey results
1) Effectiveness of fighting crime: To estimate the
effectiveness of fighting crime, subjects answered two equal
items referring to the BHL and CHL on the 5x3 Likert scale
ranging from not suitable at all to very suitable. The first item
asked subjects to rate the suitability of the BHL / CHL to deter
a potential attacker from attacking the driver during the way
to the car. Second, the suitability of the BHL / CHL to reduce
robberies and attacks against the driver during the way to the
car was rated. Since Cronbach’s alpha is for the BHL 0.85
and the CHL 0.95, the items can be combined accordingly to
represent the construct effectiveness of crime fighting.
Regarding the statistical test results, the CHL is rated
to be significantly more effective to fight crime than the
BHL (p-value: 3.70e-10). Thereby, there is also no difference
between group A and B, i.e., both groups show a significant
result as well. Figure 6 shows the distribution of the suitability
to fight crime. The mean of the BHL 8.0 (sd: 2.7) is
significantly smaller than the mean of the CHL 10.9 (sd: 2.4).
Furthermore, we also tested for influence of gender, age and
technical affinity. All p-values are above a significance level
of 0.05. Thus, there is no evidence that females think that the
BHL as well as the CHL is more effective than males. Our
older subjects rate none of the function to be more effective
either. Lastly, subjects being more technically affine follow
the aforementioned trend, i.e., there is no difference between
technically affine and not technically affine subjects.
2) Effectiveness of increasing feeling of security: Subjects
rated the suitability of the BHL and CHL by editing two items
on our 5x3 Likert scale ranging from not suitable at all to very
suitable. On the one hand, items asked to rate the suitability
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Fig. 7. Suitability to increase feeling
of security
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to reduce the fear of crime from assaults and robberies during
the way to the car, and, on the other hand, the suitability
to increase the feeling of security during the way to the car.
10
11
12
13
14
15
Cronbach’s alpha between both items is for the BHL 0.90
VeryThus,
suitable
and Suitable
for the CHL 0.92.
we can combine both items to
represent the construct effectiveness of increasing feeling of
security for the BHL as well as CHL.
The hypotheses test, which intends to research whether the
CHL is more effective than the BHL in increasing the feeling
of security, shows a p-value (1.09e-08) smaller than 0.05 so
that we accept the alternative hypotheses.
Consequently, the
BHL-I1
CHL is significantly seen by our subjects to be more effective
BHL-I2
than the BHL. The distribution of the suitability is depicted in
Figure 7 where the mean for the BHL is 8.9 (sd: 2.9) and for
the CHL 11.6 (sd: 2.4). Considering group A and B separately,
the
be more
10 CHL
11 is also
12 rated
13 to 14
15 effective than the BHL in
bothSuitable
groups. So, no matter
if
the
BHL or the CHL was rated
Very suitable
first, the CHL is significantly seen to be more effective.
Furthermore, neither the gender and age nor the technical
affinity influence the effect of the BHL and CHL on feeling
of security.
Considering the overall results, the CHL in generally
evaluated more effective to increase feeling of security.
However, we did not identify any stereotypes considering
gender, age and technical affinity.
3) User acceptance: To find out more about the user
acceptance, we focus on two categories. The first category
covers subjects’ willingness to provide their own car to light
the way to someone else. We use three questions each with a
5x3 Likert scale going from not willing at all to very willing.

5%
0% we asked subjects to simply rate their willingness to
First,
1
2
3
provide their car to others for cooperative lighting. As can be
Not suitable
at all
seen in Figure
8(a), the
willingness is indeed widely spread.
However, there is more or less a tendency to be willing to
support cooperative lighting. A few questions later, we asked
our subjects again to rate their willingness. But, this time we
arranged
20% an explanation in front of the question explaining
that20%
there is an energy management avoiding a complete
15% of the battery so that the car can still be started.
discharge
15%
We additionally point out that battery life time is reduced due
to 10%
more load cycles, and thus, leading to an earlier battery
exchange.
According to the results shown in Figure 8(b),
5%
the 0%
willingness decreased. Conducting a statistical test, the
decrease is significant
The third question is
1
2 (p-value=0.00345).
3
asked subsequently.
This
time,
we
point
out
that light sources
Not suitable at all
are increasingly switched on and off. This leads to a decreasing
life time, and thus, to an earlier exchange of light sources.
Figure 8(c) shows the according results, which decreased again
compared to the second question (p-value=0.00536).
20%
Summing up, it seems that subjects generally slightly tend
to provide
their car for cooperative lighting since they see a
15%
benefit. But, the enthusiasm in the beginning decreased with
the clarification of possible (economical) drawbacks.
The second category covers the maximal surcharge subjects
are willing to pay for the CHL. Therefore, we asked our
subjects to mark the maximal surcharge on a number line
ranging from 0e to 1000e they were willing to pay for the
CHL. Figure 9 shows the result where the surcharge is shown
related to the according subject ID.
We have few subjects that of course are not willing to pay
anything and vice versa a few subjects who are willing to pay
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far above the average amount of 244e. However, the majority
ranges between 100e and 300e. Hence, since subjects marked
the maximal amount, a customer price of around 200e seems
to be acceptable for the majority. However, a car manufacturer
and supplier need to manage a realization far below the
estimated customer price. So, a realization based on existing
hardware components seems to be unavoidable to keep the
surcharge low.
4) Subjects feedback: Several subjects state that they like
to make use of the BHL, especially in order to find their car.
One subject added that after having finished work and going
to his car, which is parked at the parking area in front of the
company with thousands of further cars from the same make
and even model, the BHL is ideal to identify his car in the
mass. So, subjects mainly think of the BHL at the first glance
as a car finder. Nevertheless, some subjects admitted to feel
more comfortable due to the lighted surrounding by the BHL.
But, they did not think about it immediately since this has
become kind of natural.
Furthermore, some subjects unlock the car first when the
car is in their range of sight. They are afraid of pointing
by the light the unlocked car to a potential attacker. Further,
since the doors are immediately unlocked the attacker can
enter the car before the subject arrives. Hence, an additional
button on the remote control or additionally pressing the same
button is suggested to unlock the doors. The lighted car shows
a potential attacker that the car owner is approaching and
consequently hands the victim to the attacker on a silver
platter. This way the attacker knows where to wait.
Some subjects criticized the CHL complicating to find the
own car due to the fact that several cars are switching on
their lights. Thus, the own car needs a unique lighting, e.g., a
unique interior lighting (color). Additionally, subjects worry
that the CHL leads to confusion, especially when several
persons make use of the CHL. One subject was afraid that
handling the challenge with several users needs additional
exchange of (position) data. The multitude of light sources
creates a lot of shadows which also might be irritating. Hence,
the desired effect gets lost. One subject also mentioned that the
light of other cars irritates since it is unknown whether the car
switched the lights on because of the CHL or someone really
started the car and wants to leave the parking lot.

Fig. 10. Parking constellation with driver’s paths

Considering the CHL, most subjects are also concerned
about additional costs due to shortened lifetime of battery
and light sources. Associated with this, subjects doubt the
willingness of providing the car for cooperative lighting,
especially when there is no benefit. They also mention the
chicken-egg-problem, i.e., the necessity to have an acceptable
amount of cars supporting the CHL but first users will not
really benefit since the penetration rate is too low. However,
two subjects also stated not taking care about the additional
abuse and offering their car for cooperative lighting as long
as they have a leased car which is driven only a short period
of time before being returned.
Further, the parking garage is not considered as the main
place where the CHL unfolds its main potential and benefit
since a parking garage is generally lighted. Even if some light
sources are out of order there is still enough light. The main
use is seen on side roads with insufficient illumination, streets
with lamps hidden by treetops or other dark outdoor places
where no illumination is available or lights are shut down to
save money for example. One subject would like to connect
the CHL with his carport, his house and his wife’s car being
also in the driveway. Another subject thinks that the CHL
would unfold its potential rather in countries such as Mexico
and Brazil than in Germany.
The compatibility with other car and smartphone
manufacturers raises also concerns. A preference is noticeable
to use the key instead of the smartphone, also in order not to
have to many devices. But a smartphone or other device with
an appropriate display opportunity could be used to show
an availability map of participating vehicles within the CHL
network.
Both, the CHL and BHL are mainly seen as additional
comfort to feel more comfortable and to find the own car
easier. The use of lighting to fight crime and increase the
feeling of security seems to play only a secondary role.
C. Simulation results
We decided to take and model the parking constellation
depicted in Figure 10. It refers to a mixed parking constellation
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Fig. 11. Driver’s duration in lighted surrounding dependent on the penetration rate of vehicles participating in communication

from Berlin. Thereby, mixed means that vehicles are parked
side by side, consecutively as well as even skewed. We
simulated three paths, each to a different vehicle as illustrated
in Figure 10. The starting point of the driver was equal for each
of the three simulation settings. The path to driver’s vehicle
was planned based on our personal assumption a driver would
take. However, we avoided equal paths since the lighting
behavior is obviously equal on equal paths.
Each path was simulated for the BHL and the CHL with
penetration rates of participating vehicles from 0% to 100%
in 10% steps. A penetration rate of 0% means that the CHL
behaves similarly to the BHL except making use of the
opportunity to move low beams into drivers direction and
turning on only necessary light sources. A penetration rate
of 100% means that all vehicles in the scenario participate in
lighting the path. The BHL as well as the CHL with 0% and
100% penetration rate are simulated once since they are clearly
deterministic. In contrast, the simulation of the CHL with
penetration rates from 10% to 90% was conducted 10 times
per penetration rate. Thereby, we randomly estimated in each
iteration vehicles which participate in the cooperative lighting
within the scenario. As can be seen in Figure 10, the driver
approaches the own vehicle from the front considering all three
paths. Since low beams and cornering lights are the mostly
meaningful light sources, we conducted the aforementioned
simulations with a driver vehicle being rotated by 180 degrees,

respectively.
Figure 11 summarizes the results where Figure 11a shows
the results for the original parking constellation and Figure
11b shows the results with a driver vehicle rotated by 180
degrees.
First of all, the CHL(0%) provides an improvement in
lighting when the driver approaches from the front. This way,
the CHL releases the potential to move low beams into the
direction of the driver. The influence of the own vehicle is
especially obvious in the lower penetration rates where other
vehicles are not always able to replace the missing lighting of
the low beams when the driver approaches from behind.
Furthermore, up to a penetration rate of 50%, the average
duration constantly increases nearly up to 80%. Hence, on
average an acceptable lighting coverage is achieved with 50%
of vehicles. However, the standard deviation is approximately
20% considering penetration rates smaller than 50%. This
shows that the parking position of participating vehicles highly
influences the duration of the driver in a lighted surrounding.
This is not surprising. In worst case, none of the vehicles
participating in communication are in lighting range, and thus,
have no influence on lighting the surrounding.
From penetration rates of 60%, the average duration
increases only slightly up to a duration of 90% in a lighted
surrounding and the standard deviation decreases. That means,
high penetration rates do not necessarily provide much
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higher lighting durations. But, they provide lower variations.
Moreover, a saturation is achieved by 90% of lighting duration.
Based on our simulation results, a penetration rate of 50%
of participating vehicles is the most reasonable trade off
providing a high duration in a lighted surrounding with low
variations.
V. C ONCLUSION AND FUTURE WORK
In this paper, we proposed a security function, namely the
cooperative home light (CHL), and showed the underlying
technologies for implementation. To assess the CHL, we
proposed a three-steps approach, which consists of analyzing
related work, conducting customer surveys and defining
measurable criteria to conduct simulations. We applied
this three-steps approach to the CHL and presented the
implementation and the results. Thereby, surveying the
literature and analyzing the influence of lighting on crime
and feeling of security, we found equivocal results. A
positive effect on reducing crime was neither confirmed nor
rejected. However, the majority confirmed a positive effect
on the feeling of security. Moreover, our survey showed an
improvement of the CHL compared to the BHL, tackling both,
crime and feeling of security. However, it also became obvious
that the CHL is primarily not seen as a security function.
Instead, the convenience was highlighted by subjects. Hence,
the feasibility of the CHL to make security tangible for the
customer remains questionable. The simulation results showed
that cooperative lighting increases driver’s duration in a lighted
surrounding. A reasonable penetration rate of connected
vehicles participating in lighting the path was estimated to be
50%. Lower penetration rates suffer from variations dependent
on parking positions of connected vehicles. In contrast, higher
penetration rates provide only slight improvements.
In our future work, we will focus on two directions. First,
we will continue our work on evaluating the CHL. We
will simulate further typical parking constellations, such as
consecutively parked vehicles on public streets and side by
side parked vehicles on parking areas. However, our work
made also clear that a real world implementation of the
CHL is unavoidable to gain deeper insights whether the CHL
reduces crime or eventually even leads to abuse, and thus,
encourages crime. Therefore, detailed long-term statistical
data is necessary. While recording robberies and attacks, a
distinction needs to be made whether these crimes were
conducted on the way to/from a vehicle or not. Further,
information about vehicle’s equipment level needs to be known
and whether the driver made use of the BHL or CHL.
However, our vehicle-related crime analysis [55], which is
partly based on statistics, has shown that actual statistical data
do not provide the necessary granularity to assess the CHL.
Second, we will apply our three-steps approach to assess a
further security function, namely the electronic decal [56].
This way, we will be able to compare results with the CHL,
and additionally gain deeper understanding about the potential
of security functions to fight crime, increase feeling of security
and make security tangible for customers.
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Abstract—The automated provisioning and management of composite Cloud applications is a major issue and of vital importance
in Cloud Computing. It is key to enable properties such as
elasticity and pay-per-use. The functional aspects of provisioning
and management such as instantiating virtual machines or updating software components are covered by various technologies on
different technical levels. However, currently available solutions
are tightly coupled to individual technologies without being
able to consider non-functional security requirements in a nonproprietary and interoperable way. In addition, due to their
heterogeneity, the integration of these technologies in order to
benefit from their individual strengths is a major problem—
especially if non-functional aspects have to be considered and
integrated, too. In this article, we present a concept that enables
executing management tasks using different heterogeneous management technologies in compliance with non-functional security
requirements specified by policies. We extend the Management
Planlet Framework by a prototypical implementation of the
concept and evaluate the approach by several case studies.
Keywords–Cloud Computing; Application Management; Provisioning; Security; Policies.

I.

I NTRODUCTION

The steadily increasing use of Information Technology (IT)
in enterprises leads to a higher management effort in terms
of application development, deployment, and operation. IT
management becomes a serious challenge when additional technologies increase the complexity of management—especially
if non-functional security requirements must be considered,
too [1]. Since manual operator errors account for the largest
fraction of failures, automating IT management becomes of vital
importance [2]. These issues have been tackled by outsourcing
IT to external providers and automating the management
of IT, which are both enabled by Cloud Computing [3].
Cloud Computing reuses well-known concepts and makes
them easily accessible. The modular architectures that are
the consequence of using Cloud services enable to benefit
from Cloud properties such as elasticity without the need to
have technical insight [4]. Unfortunately, the necessary balance
between functional possibilities and non-functional security
issues has been often skewed toward the first: Cloud services
are typically easy to use on their own but hard to configure
and extend in terms of non-functional aspects that are not
covered natively by the offering. Creating applications that
integrate different heterogeneous components that are hosted
on or interact with Cloud services while fulfilling non-functional
security requirements can quickly degenerate to a serious
problem, especially if the technical insight is missing. Even the
initial provisioning of applications can be a difficult challenge
if non-functional security requirements of different domains
with focus on heterogeneous technologies have to be fulfilled.
Application management additionally increases the complexity.

At the International Conference on Emerging Security
Information, Systems and Technologies (SECURWARE 2013),
we presented a first step to tackle these issues by introducing a
policy-aware provisioning concept [1] that enables defining
non-functional security requirements on the execution of
provisioning tasks using policies. We realized the concept by
extending the Management Planlet Framework [5][6][7][8]. In
this article, we continue this work and show how the presented
policy-concept can be used to specify non-functional security
requirements also on the management of applications. We, therefore, illustrate how the concept of Policy-Aware Management
Planlets [1] can be used to enforce non-functional requirements
on management tasks in a reusable way independently from
individual applications and how they are enforced during execution. The article shows how policy-aware management tasks
can be specified either (i) manually or (ii) automatically using
the concept of Automated Management Patterns [5][8] and
how the automated application of management patterns deals
with declared policies. We show (i) that attaching Management
Annotation Policies on components and relations of application
topologies provides a fine grained means to specify nonfunctional security requirements to be fulfilled directly by the
affected management tasks and (ii) how policies implemented
in different policy languages can be processed in a uniform
manner. In addition, we show how heterogeneous management
technologies can be integrated using the presented approach
in consideration of security policies. We realize the presented
concepts by a policy-aware Management Planlet Framework
extension that enables application developers, administrators,
and Cloud providers to specify security requirements on the
provisioning and management of applications without the need
to have the deep technical management knowledge required in
other approaches. In addition, the framework enables security
experts of different domains to work together in a collaborative
way. We evaluate the management approach through several
case studies that are conducted throughout the paper and
in terms of performance, complexity, economics, feasibility,
extensibility, and a prototypical implementation. To provide
an overview, we first explain the concepts of policy-aware
provisioning we have presented in Breitenbücher et al. [1] at
the SECURWARE 2013 conference and show in Section VII
how they are used to enable policy-aware management.
In Section II, we explain fundamentals and motivate our
approach in Section III. Section IV describes the framework that
is extended by our approach. In Section V, we present PolicyAware Management Planlets that are used in Section VI for
policy-aware provisioning and in Section VII for policy-ware
management of applications. In Section VIII, we present the
architecture of the extended framework. Section IX evaluates
the approach and Section X reviews related work. We conclude
this paper and give an outlook on future work in Section XI.
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II.

F UNDAMENTALS

In this section, we explain four fundamental concepts
that are required to understand the policy-aware provisioning
and management approach presented in this paper. These are
(i) Application Topologies, (ii) Enterprise Topology Graphs,
(iii) Management Plans, and (iv) Management Policies.
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Provider:
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Account:
Password:

uniteddomains
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gfs3fdda
fds!fhwofdsehoad

(refersTo)
(SQLConnection)

(PHP)

A. Application Topology
An application topology is a directed, possibly cyclic graph
describing the structure of an application. It defines nodes,
which represent the different components of an application
such as Web Servers, virtual machines, or Java applications,
and the relations among them, which are the edges between the
nodes. Nodes and relations of a topology are called topology
elements. Each topology element has a certain type that defines
its semantics and defines a set of static properties that describe
details about the element, e. g., the configuration of a Web
Server. Application topologies can be used to describe the
provisioning of applications declaratively: they define the nodes
and relations to be provisioned including all configuration
properties, but not how to actually execute the provisioning.
Figure 1 shows an example that describes a LAMPbased (Linux, Apache, MySQL, PHP) application topology.
To render application topologies graphically, we use the visual
notation Vino4TOSCA [9] in this paper to depict all kinds of
topology models. Following this notation, nodes are depicted
as rounded rectangles, relations as arrows, and the type of a
topology element is enclosed by parentheses. The application’s
infrastructure is provided by Amazon’s public Cloud [10] in the
form of two virtual machines of type “Ubuntu12.04VM” that
are hosted on nodes of type “AmazonEC2”. Both AmazonEC2
nodes provide login information in the form of properties, both
virtual machines specify the desired configuration in terms of
CPU and RAM. Such information are used to provision the
corresponding elements. On the left virtual machine, a PHP
runtime of type “ApachePHPServer2.2” is installed that hosts
the business logic implemented as “PHP” application. The
Web Server node defines its desired configuration in terms of
login credentials and the HTTP port, under which the PHP
application shall be reachable. The PHP node specifies the
files to be deployed in the form of a referenced ZIP file that
contains the business logic. This application connects to a
database of type “MySQLDB” which is hosted on the MySQL
Database Management System node of type “MySQLDBMS”
that runs on the Ubuntu12.04VM node of the right stack.
Similarly to the Web Server, the MySQLDBMS node defines
the port under which the database shall be accessible. To ease
accessing the application from the outside, an internet domain
points to the application’s PHP frontend. Therefore, a node of
type “Domain” is connected via a “refersTo” relation to the
application’s PHP node. Of course, this topology is simplified:
especially on the middleware layer (i. e., Apache Web Server
and MySQL Database Management System), typically more
properties are used to configure the respective component in
more detail. Also in the following figures, we omitted most of
these properties to simplify the diagrams. Our approach employs
application topologies to describe the structure of applications
to be managed and to attach policies to the affected elements.
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Example of a LAMP-based application topology.

B. Enterprise Topology Graph
Enterprise Topology Graphs (ETG) [11] are a special kind
of application topology. They extend the static properties of
application topologies by dynamic properties that provide
runtime information about application components and relations
such as current CPU load or IP-addresses. Thus, Enterprise
Topology Graphs can be used to capture the current state
of a running application as a fine-grained technical snapshot
that formally describes all components and relations including
their types, configurations, and runtime information. Enterprise
Topology Graphs also capture runtime information in the form
of the lifecycle state of components and relations, e. g., that a
component is currently starting, running, or terminating.
ETGs are used in various domains to adapt [12], analyze [13],
manage [5], and optimize application structures, e. g., to
improve the ecological sustainability of business processes [14]
and to consolidate duplicate components [11]. Enterprise
Topology Graphs of running applications can be discovered
fully automatically using the ETG Discovery Framework [15].
This framework requires only an entry point of the application,
e. g., the URL of the application’s Web frontend, to discover
the whole ETG fully automatically including all software,
middleware, and infrastructure components of the application.
To render ETGs graphically, we also use Vino4TOSCA.
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BPMN Management Plan that provisions the LAMP-based application described in Section II-A.

C. Management Plan
Management Plans are executable workflows [16] used to
automate the management of applications, e. g., application
provisioning, scaling an application, or updating components.
They enable a more robust and reliable way to manage
applications than manual or script-based management [6] due to
features such as recoverability, compensation, and fault handling
mechanisms [16]. Typical workflow languages to implement
plans are the Business Process Execution Language (BPEL) [17]
and the Business Process Model and Notation (BPMN) [18].
For example, BPEL can be used for application provisioning as
presented by Keller et al. [19], BPMN to manage applications
based on the TOSCA [20] standard [21].
Figure 2 shows a BPMN Management Plan that provisions
the LAMP-based application shown in Figure 1. It consists
of service tasks that provision the individual components
and gateways that enable processing tasks in parallel: after
receiving a start message, the shown plan provisions the two
virtual machines on Amazon EC2 in parallel, installs the
middleware components, and deploys the PHP application on
the installed Web Server. After both parallel paths finished, the
PHP application is connected to the MySQL database and the
last activity updates the domain to the application’s URL. This
plan can be executed automatically to provision the application.
Management Plans are often created manually by the
application developers [22]. However, this is a difficult and timeconsuming task and, as plans are typically coupled tightly to
single applications, of limited value: plans are mostly sensitive
to structural differences and, therefore, hardly reusable for
the management of other applications [6]. In addition, if
non-functional security requirements must be considered, the
complexity of creating Management Plans increases additionally
when plans are authored manually. In this paper, we present
an approach to generate Management Plans that consider nonfunctional security requirements expressed by policies.
D. Management Policy
In this section, we introduce Management Policies, which
are used by our approach to express non-functional security
requirements on the provisioning and management of applications. Management Policies are a well-known concept and
common in research as well as in industry [23]. They are derived
from management goals and employed in systems and network
management to influence the management of applications, resources, and IT in general based on non-functional aspects such

as security, performance, or cost requirements. They provide a
(semi-) formal concept used to capture, structure, and enforce
the objectives [24]. A lot of work on policies exists dealing with
classifications, methodologies, and applications. To classify and
identify the policies covered by our approach, we follow the
hierarchy of Wies [24] that classifies policies based on the level
on which they influence the management. The hierarchy was
developed based on criteria such as policy life-time, how they
are triggered and performed, and the type of its targets. Wies
differentiates between four classes: (i) Corporate/High-Level
Policies, (ii) Task Oriented Policies, (iii) Functional Policies,
and (iv) Low-Level Policies. Corporate Policies are directly
derived from corporate goals and embody strategic business
management rather than technical management aspects. The
other three classes embody technology oriented management
in terms of applying management tools, using management
functions, and direct operation on the managed objects. Our
approach focuses on the technology oriented management.
Considering policies that define security requirements, it is
of vital importance to ensure their strict adherence: management
systems must prevent that the security requirements defined by
a policy get violated because many types of security policies
cause actions that cannot be undone if once violated. For
example, if a Data Location Policy defines that the application
data must not leave a certain region due to legal rights, i. e.,
also the physical servers storing the data must be located in
that region, and the data gets distributed over the world through
decentralized Cloud servers located in other regions, the policy
is violated and it is impossible to undo this violation. Depending
on the agreements, such violations often result in high penalties.
In Breitenbücher et al. [1], we employed three kinds of
Provisioning Policies to specify non-functional requirements
on the provisioning of applications: (i) Configuring Policy,
(ii) Guarding Policy, and (iii) Extending Policy. In this paper,
we employ these policy types also for the management of
applications. Therefore, we call these policy types Management
Policies in the following. We explain these three kinds briefly to
provide the basis for the motivating scenario introduced in the
next section. A Configuring Policy configures the management
of components or relations. For example, a Data Location
Policy attached to a virtual machine with “region” value “EU”
configures the deployment in a way that the virtual machine is
hosted on a server located in the European Union. A Guarding
Policy guards the management, i. e., it supervises management
tasks in terms of specified values or thresholds. For example,
a Secure Password Policy ensures that the strength of login
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credentials, i. e., username and password, is strong enough. An
Extending Policy extends the management in terms of structure,
i. e., it may add new components or relations which are not
contained in the original application topology. For example,
defining a Frequent Data Backup Policy for a database may
cause the installation of an additional software component on
the underlying operating system that backups specified database
tables in a certain time interval to a certain location.

(Domain)
(refersTo)
(SQLConnection)

(PHP)
(hostedOn)

III.

M OTIVATING S CENARIO

In this section, we describe a motivating scenario that is
used throughout the paper to explain the presented approach.
The basis for the scenario provides the LAMP-based application
shown in Figure 1, which was explained in Section II-A. In
our scenario, this application is a customer facing Website of
a company for which we consider three different management
tasks: (i) the initial provisioning of the application, (ii) making
a backup of the database, and (iii) updating the employed
Apache Web Server to a new version. All management tasks
shall be executed in compliance with different non-functional
security requirements, which are expressed by Management
Policies that are attached to the affected components.
Depending on the importance of an application for a
company, there are typically different non-functional security
requirements of various types. In our scenario, six Management
Policies are attached to components that define non-functional
security requirements that must be complied with by the
management tasks that are performed on these components
during provisioning and further management of this application.
Figure 3 shows the enriched application topology model: Data
Location Policies are attached to both virtual machines and to
the MySQL database, Secure Password Policies are attached to
the middleware components, i. e., the Apache Web Server and
the MySQL DBMS, as well as to the MySQL database itself.
The two Data Location Policies attached to the virtual machines
restrict the allowed geographic locations of the virtual machines
and define that both must be hosted in the European Union
(EU). Thus, the virtual machines must be hosted on a physical
server located in one of the EU’s states. In contrast to these
policies that define requirements on the physical location of
components, the Data Location Policy attached to the MySQL
database defines that also the data itself must never leave the
EU, e. g., if data is exported for backup, also this data copy must
remain in the EU. The reason for these requirements may be
legal aspects on the location of data that have to be considered
by the company when outsourcing this application to the Cloud,
e. g., if personal data is stored in the database. The second kind
of policies used in this motivating example are the three Secure
Password Policies attached to the middleware components and
the database, which define that the employed passwords must
have a certain strength. This security requirement results from
the fact that there are many cases in which unsafe passwords
are used by administrators or even the default passwords of
middleware components are used. The Secure Password Policy
ensures that the chosen passwords are strong enough to resist
common attacks. Of course, this is not a complete list of security
requirements a company may have on such an application
and the scenario provides only a simplified description. The
intention is to give a general overview on the kind of nonfunctional security issues that are tackled in this article.
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(Ubuntu12.04VM)
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Data Location Policy

(AmazonEC2)

Secure Password Policy

Figure 3. Motivating scenario: LAMP-based application topology with attached
Management Policies.

The three management tasks that have to be performed on
this application are the (i) initial provisioning of this application
in the Amazon Cloud, (ii) making a database backup, and (iii)
updating the Apache Web Server from version 2.2 to version
2.4. We now discuss how the attached policies may influence
these management tasks. First, during provisioning, all policies
attached to middleware components including the MySQL
database must be considered. Only the Data Location Policy
attached to the MySQL database node, which focuses on data
handling, defines a requirement that must be considered only
during management, i. e., after the application is provisioned
and data shall be exported. The second management task of
making a backup of the whole database is such a task that must
consider this policy: the location to which the database backup
is exported must comply with this policy. In this case, the target
location must be a storage located in the European Union. The
third management task to be performed is a typical use case
that considers security problems of middleware components.
In our scenario, the employed Apache Web Server in version
2.2 must be updated to a new version due to critical security
issues found in the old version. In addition, due to the vital
importance of this application for the company, the application’s
availability must be ensured, i. e., the update must be executed
without application downtime. The challenge of executing
this management task is that the Web Server component gets
physically replaced by a new version of this component but
the attached Management Policies must be fulfilled also by
the new installation of the Web Server. Thus, policies that
primarily affect the provisioning of components must be ensured
also during the execution of such management tasks. This
additionally increases the difficulty of complying with security
policies when executing management tasks on the application.
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Figure 4. Architecture and concept of the Management Planlet Framework
used to generate Provisioning and Management Plans (adapted from [5][7][8]).

IV.

M ANAGEMENT P LANLET F RAMEWORK

In this section, we explain the Management Planlet
Framework that gets extended in this article to support the
provisioning and management of applications in compliance
with non-functional security requirements defined by Management Policies. The framework was presented in former
papers [1][5][6][7][8], which describe all conceptual and
technical details about the provided management functionalities.
We describe the framework briefly in this section to provide
all information required to understand the presented approach.
We first give a high-level overview on the general concept and
explain the details in the following subsections.
A. Conceptual Overview
The main functionality of the Management Planlet Framework is managing applications by generating Management
Plans that can be executed fully automatically to perform the
desired management tasks on applications. The general concept
is shown in Figure 4. The framework provides a language to
specify the management tasks to be performed on applications
in an abstract and declarative manner using Desired Application
State Models (DASM). These models can be transformed fully
automatically to executable Management Plans by a Plan
Generator that orchestrates so-called Management Planlets,
which implement management logic as executable workflows.
The Management Planlet Framework supports the initial provisioning of applications as well as application management. We
extended the Management Planlet Framework in Breitenbücher
et al. [1] to support security policies on the provisioning of
applications. In this article, we show how the approach can be
used for policy-aware management of applications, too.
B. Desired Application State Model
A Desired Application State Model (DASM) is a formal
model specifying the desired state in which an application shall
be transferred and all management tasks that have to be executed
to reach this state. It consists of (i) the application’s ETG,
which describes the current structure and runtime information
of the application, and (ii) so-called Management Annotations,
which are attached to nodes and relations of the ETG to
specify the management tasks to be executed on the respective
running node or relation. Management Annotations express
low-level management tasks such as creating components,
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(hostedOn)

(hostedOn)

Direction of Provisioning

(hostedOn)

(MySQLDBMS)
(hostedOn)
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(hostedOn)

(AmazonEC2)

(AmazonEC2)

Figure 5. Desired Application State Model that describes the provisioning of
the LAMP-based application described in the motivating scenario.

establishing relations, updating components, or importing data.
They can be combined to model higher-level management
task such as scaling an application, which typically requires
executing multiple low-level tasks on different components. A
Management Annotation specifies only the abstract semantics
of a certain management task, e. g., that the corresponding node
or relation shall be created, but not the technical realization of
its execution. Therefore, each Management Annotation has a
certain type that defines the represented task’s semantics.
Management Annotations are subdivided into two disjoint
classes: (i) Structural Management Annotations and (ii) DomainSpecific Management Annotations. The first class consists of
two annotations that structurally change the application in
terms of creating or destroying nodes or relations. Thus, there
is a (i.a) Create-Management Annotation and a (i.b) DestroyManagement Annotation. Figure 5 shows a DASM that describes
the provisioning of the motivating scenario. We depict all
Management Annotations in DASMs as coloured circles, e. g.,
the green circle represents the Create-Annotation. Therefore,
the topology elements to be provisioned are annotated with
Create-Annotations. These annotations tell the system that the
corresponding nodes and relations shall be created. The second class contains Domain-Specific Management Annotations,
which express special management tasks for particular elements.
For example, Figure 5 shows an ImportData-Management
Annotation (purple circle with paper inside) attached to the
MySQLDB node that defines that data shall be imported into the
database. Domain-Specific Management Annotations typically
provide additional annotation-specific information. For example,
the ImportData-Annotation also specifies the data to be imported
by a reference to the corresponding SQL dump. Both kinds of
annotations may additionally declare that they must be executed
before, after, or concurrently with another annotation.
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In contrast to Management Plans that define all technical
details required for their automatic execution, a DASM describes
the tasks to be performed only declaratively, i. e., only what
has to be done is described, but not how—all technical details
about the execution of the specified management tasks are
missing. Only the task’s abstract semantics are defined by the
declared Management Annotations. As a result, DASMs are not
executable. Therefore, they are transformed by the framework’s
Plan Generator into executable Management Plans by orchestrating so-called Management Planlets, which implement the
management logic required to execute the abstract management
tasks specified by the Management Annotations in DASMs. In
the next section, we explain Management Planlets in detail.

LinuxVM
Planlet
P Install
CreateMySQL
Ubuntuon
12.04
on Amazon EC2 Planlet

(MySQL)
(Ubuntu12.04VM)
State:
Instantiated
State: Instantiated
IP-Address:
*
RAM:
*
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*

(hostedOn)
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(AmazonEC2)
(UbuntuLinux)
Account:
State:
Password:

C. Management Planlets
Based on non-executable DASMs that declare the management tasks to be executed only declaratively, the framework’s
Plan Generator transforms DASMs automatically into executable
Management Plans. These generated plans execute the Management Annotations declared in the DASM and bring the
application from the current state into the desired state. To
generate Management Plans out of DASMs, the Plan Generator
orchestrates so-called Management Planlets. Planlets are small,
executable workflows that provide the management logic
required to execute particular Management Annotations on
a certain combination of nodes and relations. They are used
as reusable management building blocks implementing lowlevel management tasks such as creating a virtual machine on
Amazon EC2, installing an Apache Web Server on an Ubuntu
operating system, or exporting data from a MySQL database.
Management Planlets are developed by technology experts of
different domains and can be orchestrated to higher-level Management Plans, which implement more complex management
tasks such as the provisioning of a whole application, scaling
an application, or updating application components.
Management Planlets consist of two parts: (i) Annotated
Topology Fragment and (ii) executable workflow. The Annotated
Topology Fragment formally describes the planlet’s functionality
by a small application topology that is annotated with the Management Annotations the planlet executes on the combination of
nodes and relations defined by this topology. It defines (a) the
planlet’s effects in the form of Management Annotations that
are declared on nodes or relations and (b) preconditions in the
form of nodes, relations, and properties that must be fulfilled
to execute the planlet. The workflow implements the execution
of the annotations declared on the respective elements.
Figure 6 shows a planlet that executes a Create-Annotation
on a node of type “Ubuntu12.04VM” and a Create-Annotation
on the associated relation of type “hostedOn”, which connects to an existing node of type “AmazonEC2”. Thus, this
planlet creates a new Ubuntu virtual machine on Amazon’s
public Cloud offering EC2. Planlets often need to express
preconditions that must be fulfilled to execute the planlet.
Preconditions are defined by (i) all elements in a planlet’s
topology fragment and (ii) all properties of these elements that
have no Create-Annotation attached. For example, the shown
planlet requires a node of type “AmazonEC2” that provides
the properties “Account” and “Password”. The property value
“?” denotes wildcard: the corresponding property must be set
to any value. In this case, the planlet reads these properties

*

Instantiated
*

Annotated
Topology Fragment
TopologyFragment

Figure 6.

Workflow

Planlet that creates an Ubuntu virtual machine on Amazon EC2.

to retrieve the information needed to use the corresponding
Amazon account for creating the virtual machine. The planlet’s
effects are expressed by the attached Create-Annotations: the
“Ubuntu12.04VM” node as well as the “hostedOn” relation to
the “AmazonEC2” node will be created. In addition, the CreateAnnotation attached to the Ubuntu12.04VM node’s “State”
and “IP-Address” properties define that the planlet sets these
properties to the specified values: “State” to “Instantiated”,
“IP-Address” to a value that is not known before, which is
expressed by the ?, as the actual IP-address can be determined
not until the real provisioning of the virtual machine.
Figure 7 shows a planlet that imports data into a MySQL
database. This is expressed by the domain-specific ImportDataAnnotation attached to the MySQLDB node (depicted as purple
cycle). This planlet must not be executed before the database
is instantiated because of the state-property precondition. Thus,
another planlet that creates this node, i. e., that creates a new
MySQL database on a MySQL DBMS, sets this property that
is used by the shown planlet as precondition. Based on this
property, the order of the two planlets is determined: the
planlet creating the database must be executed before the
shown planlet that imports data. In addition, the shown planlet
defines preconditions to execute this task by declaring required
properties: endpoint information, i. e., IP-address and port, user,
password, and database name. All these properties must be
provided by the DASM itself or planlets that are executed before.
P Import Data into MySQLDB Planlet

(MySQLDB)
State:
DBName:
User:
Password:
Endpoint:

Instantiated
*
*
*
*

Annotated Topology Fragment

Figure 7.

Workflow

Planlet that executes the ImportData-Annotation on a MySQLDB.
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To execute multiple Management Annotations declared in a
DASM, typically multiple planlets have to be orchestrated into an

overall Management Plan. All available planlets are stored in a
library, which is used by the Plan Generator to find appropriate
planlets for generating the desired Management Plan. The Plan
Generator uses the planlet’s fragment for selecting suitable
planlets to process all Management Annotations in the DASM
and to order planlets based on preconditions and effects. During
the plan generation, a virtual representation of the current state
of the application gets transferred towards the desired goal state
defined by the DASM. In each intermediate state, all planlets
whose preconditions match the current virtual state are called
candidate planlets. These planlets are eligible to be applied. The
Plan Generator decides which planlet transfers the application
into the next state. The order of planlets is determined based
on their preconditions and effects: all preconditions of a planlet
must be fulfilled by the DASM itself or by another planlet that
is executed before. This enables administrators to specify static
information directly in the DASM, e. g., the desired RAM of
the virtual machine created by the planlet shown in Figure 6 or
the database name for the planlet shown in Figure 7. Dynamic
information such as the IP-Address of a VM are directly written
by planlets to the application’s instance model, i. e., to its
ETG. Thus, planlets communicate with each other via element
properties in the application’s ETG.
The framework enables distributing logic across several
planlets that do not need to know each other. Each planlet
implements a small functionality and can be used in combination with other planlets. This enables integrating different
management technologies seamlessly into one holistic and
collaborative management framework: all technology specific
details are implemented by the planlet’s workflow but not
exposed to the Plan Generator. Thus, the framework provides
a uniform manner to integrate heterogeneous technologies.
D. Provisioning of Applications
Besides management, the Management Planlet Framework
supports also the initial provisioning of applications through
generating executable Provisioning Plans, which are a subclass
of Management Plans. The Provisioning Plan generation is
based on the same concept as the Management Plan generation: a DASM that describes the management tasks to be
performed to provision the application is transformed into the
corresponding plan by the Plan Generator. Therefore, the DASM
contains the application’s topology and a Create-Annotation
attached to each topology element in the model that shall
be created. Figure 5 shows the DASM that describes the
provisioning of the LAMP-based motivating scenario: each
topology element that has to be created is annotated with
a Create-Annotation, nodes as well as relations. This DASM
can be used to generate the corresponding Provisioning Plan
fully automatically. How these management tasks are finally
executed depends on the orchestrated planlets that implement
the corresponding Management Annotations. To configure
the provisioning, additional Management Annotations may be
declared on topology elements to define additional management
tasks. For example, in the shown DASM, an ImportDataAnnotation is declared on the MySQL database node to define
that a certain dataset shall be imported after the database is
installed. This Management Annotation can be, for example,
executed by the planlet described in the previous section.

Pattern Library
x
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Applier

Enterprise
Topology Graph
Figure 8.

Desired Application
State Model
Automated Management Pattern approach.

E. Management of Applications
The framework supports the creation of DASMs for management tasks by two different methods: (i) manual creation and
(ii) automated pattern-based creation. To support the manual
DASM creation, the ETG Discovery Framework [15] is used to
automatically discover the current application snapshot in the
form of an XML-based ETG. The discovered ETG provides the
basis for manually creating a DASM afterwards that specifies
the management tasks to be executed by attaching Management Annotations to the corresponding elements. As Desired
Application State Models are described in XML, they can be
created easily by hand using XML tools. The frameworks Plan
Generator is then used to generate an executable Management
Plan, which may be customized by the administrator afterwards.
In the final step, the generated plan is executed. This manual
creation method is suitable when only few management tasks
have to be specified, e. g., to export data from a database.
However, if more complex, high-level tasks have to be
executed, e. g., scaling an application or updating a Web Server,
the manual creation of DASMs quickly degenerates to a serious
challenge: these tasks require an overall understanding about
which low-level Management Annotations have to be declared
to achieve the desired goal. Therefore, the framework employs
Automated Management Patterns (AMPs) to automatically
generate DASMs for this kind of tasks based on discovered
ETG s [5]. In IT, patterns are a well-established means to
document reusable solution expertise for frequently recurring
problems [25]. The automation of this concept eases the creation
of DASMs to specify complex high-level management tasks.
Automated Management Patterns consist of three parts: (i)
Topology Fragment, (ii) a Topology Transformation, and (iii) a
textual description of the pattern. The Topology Fragment is a
small application topology that defines to which combinations
of nodes and relations the pattern is applicable. Thus, it is
used for matchmaking of AMPs and ETGs: if the elements
in the fragment match elements in the ETG, the pattern can
be applied to these matching elements. The second part is a
Topology Transformation that automatically applies the pattern
by transforming an input ETG into a DASM that describes the
tasks to be performed by attaching Management Annotations to
the corresponding ETG elements. AMPs are stored in a Pattern
Library and executed by a Pattern Applier, as shown in Figure 8.
The third part is a textual description of the pattern in natural
language to provide human-readable information about the
pattern, i. e., the solved problem and the corresponding solution.
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Pattern-based Application Management Automation Method (adapted from [8]).

F. Pattern-based Application Management Automation Method
To ease understanding the policy-aware management approach that gets introduced in this article, we explain the
Management Planlet Framework’s pattern-based management
automation concept in more detail to provide a clear overview
on the steps that are performed to apply a management pattern
automatically to individual running applications. Based on
Breitenbücher et al. [8], we describe the concept as method
that automates management based on applying Automated
Management Patterns to discovered ETGs. The method’s overall
process is shown in Figure 9 and consist of seven steps that
are either automated by the framework or executed manually
by an administrator. As explained by the legend on the bottom
left of Figure 9, manual steps are depicted as orange rectangles
having an icon attached that depicts an administrator whereas
automated steps are rendered as blue rectangles having a
“System”-caption attached. Some of the steps are optional,
which is expressed by a dotted line surrounding the shape.
In the method’s first step, a runtime snapshot of the
application to be managed is discovered automatically using
the ETG Discovery Framework [15]. The result is an ETG that
describes (i) the current application structure and (ii) all runtime
information in the form of properties. This step is optional:
if the Management Planlet Framework was used to initially
provision the application, its ETG was already created by the
Management Planlets that executed the provisioning tasks and
can, therefore, be used directly for the next step.
In the second step, the management task to be executed
is specified by manually selecting an Automated Management
Pattern. For example, in Breitenbücher et al. [8], we presented
how the “Stateless Component Swapping Pattern” [26] can be
implemented as Automated Management Pattern. This pattern
captures the required management knowledge to migrate a stateless application component without downtime from a source
environment into a target environment. Thus, sophisticated tasks
can be applied fully automatically by a simple AMP selection.
The third step is automated by the framework: the Topology
Transformation of the selected AMP is executed fully automatically on the ETG of Step 1. The transformation declares the
management tasks to be executed in the form of Management
Annotations and may modify the topology structure to add
new nodes or relations. The result of this step is a DASM that
describes the tasks to be executed for applying the pattern.

In Step 4, the resulting DASM may be refined manually for
customization purposes or to additionally refine the declared
tasks. For example, if an AMP declares how to migrate an
application component to the Cloud, in this step the desired
target Cloud provider may be changed manually by replacing
the corresponding node. As AMPs can implement fully refined
patterns, this step is optional (cf. Breitenbücher et al. [8]).
As DASMs are not executable, they must be transformed into
executable processes. In Step 5, this is done fully automatically
by the framework based on orchestrating Management Planlets
into Management Plans, as explained in Section IV-C.
In Step 6, the generated Management Plan may be refined
manually. For example, additional activities can be inserted for
which there are no Management Annotations. However, since
there are often no refinements needed, this step is optional.
In the last Step 7, the generated Management Plan is
deployed on a workflow engine and executed to apply the
management pattern to the real running application. As Management Planlets update the application’s ETG automatically
to reflect their changes, further AMPs can be applied directly
afterwards. Therefore, the method continues in Step 2.
In Breitenbücher et al. [8], we classified two kinds of AMPs:
(i) Semi-Automated Management Patterns and (ii) Automated
Management Idioms. The semi-automated class represents
AMP s that implement only the abstract solution of a certain
management pattern, i. e., the DASMs resulting from Step 3
typically need to be refined manually in Step 4. For example,
a semi-automated migration AMP copies only the component
node, defines an abstract runtime environment, and attaches the
corresponding Management Annotations. Thus, information that
is required to select appropriate Management Planlets, e. g., a
concrete target environment, need to be refined manually in the
resulting DASM. In contrast, Automated Management Idioms
implement a refined solution of a management pattern for a
certain use case. For example, the aforementioned migration
management pattern can be implemented as idiom refined for
the concrete use case of migrating Java-based Web applications
hosted on a Tomcat Servlet Container to the Amazon Cloud.
Thus, all required refinement information is implemented directly in the idiom’s transformation and a manual refinement is
not required. The policy-aware management approach presented
in this paper is agnostic to this distinction. Therefore, we do
not distinguish in this paper and simply refer to AMPs.
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Figure 10. General concept of the approach: policies attached to a topology element are bound to the Management Annotations that must comply with the policy.

V.

P OLICY- AWARE M ANAGEMENT P LANLETS

In this section, we present the first part of the approach
that enables the policy-aware execution of management tasks
based on the Management Planlet Framework. We introduce
(i) Policy-Aware Management Planlets, which are able to
enforce policies during the execution of management tasks,
(ii) Management Annotation Policies, which provide a format
for defining and processing Management Policies, and (iii)
show how the Management Planlet Framework is extended to
support the policy-aware execution of management tasks.
The general concept is based on attaching Management
Policies to elements in DASMs and elements in Management
Planlet fragments that are bound directly to the management
tasks the policies apply to. These policies are then analyzed
during the plan generation to determine if a candidate planlet
fulfills the non-functional requirements on management tasks
defined by the policies in the DASM. To enable this, we
introduce the concept of Management Annotation Policies,
which provides a formal policy format that enables binding a
policy directly to the Management Annotations it applies to.
As these policies can be attached to elements in DASMs as well
as elements in planlet fragments, we distinguish between two
semantics: (i) a Management Annotation Policy attached to an
element in a DASM defines the Management Annotations that
must comply with the policy (called “topology policy”) whereas
(ii) a policy attached to an element in a planlet fragment defines
the Management Annotations for which the planlet guarantees
fulfilling the policy (called “planlet policy”). Thus, a candidate
planlet that executes a Management Annotation in a DASM must
consider all policies the DASM specifies on this annotation. This
enables creating Policy-Aware Management Planlets, which
specify the non-functional capabilities they ensure for the
Management Annotations they execute on the respective nodes
and relations modelled in their fragments. During the plan
generation, each Management Annotation Policy bound to a
Management Annotation in the DASM must be fulfilled by the
Management Planlet that executes the respective annotation.
This ensures that all policies specified in a DASM are enforced
when the associated annotations they apply to are executed.

Figure 10 explains the presented concept visually: on the
left, it depicts a DASM consisting of three components connected
by hostedOn-relations that have to be provisioned, which is
expressed by the attached Create-Annotations. The nodes of
type X and Z have Management Annotation Policies attached
defining the non-functional security requirements that have
to be fulfilled during the execution of the associated CreateAnnotations they apply to. On the right, there is a Policy-aware
Management Planlet that provisions nodes of type Z and Y
connected by a hostedOn-relation. The policy attached to the
node of type Z expresses the non-functional capabilities that are
provided by the planlet for executing the Create-Annotation.
During the plan generation, the policies are compared and
checked for compatibility. If a candidate Management Planlet
fulfills all Management Annotation Policies attached to elements
in the DASM that are applied to Management Annotations it
executes on these elements, the planlet is applicable.
In contrast to many existing bidirectional policy approaches,
we define a strict one-way requirement-driven perspective:
policies attached to elements in a DASM define requirements
on the tasks whereas policies attached to the fragment of a
planlet define the planlet’s capabilities. Planlets cannot express
non-functional requirements and topologies cannot express
capabilities. Thus, the planlet’s policies are ignored if they are
not required to fulfill the requirements defined by the DASM.
A. Management Annotation Policies
In this section, we introduce the format of Management
Annotation Policies, which enables specifying non-functional
security requirements and capabilities directly on the Management Annotations they apply to. Management Annotation
Policies can be attached to elements, i. e., nodes and relations,
contained in DASMs and to elements in the Annotated Topology
Fragments of planlets. Policies attached to DASM elements
express non-functional requirements whereas policies attached
to fragment elements of planlets express the non-functional
capabilities on tasks represented by annotations. A Management
Annotation Policy consists of eight different parts, which define
its semantics and how the policy must be processed. In the
following subsections, we explain these parts in detail.
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Management Annotation Policies attached to nodes in the DASM that describes the provisioning of the motivating scenario.

1) Identifier and Type: Each Management Annotation Policy
has a unique id within the model it is contained and an optional
type defining the semantics of the policy. For example, a
policy of type “Secure Password Policy” ensures that the login
password of a component is strong enough to resist attacks.
The semantics of a policy type have to be well-defined and
documented, i. e., DASM modellers and planlet developers must
be aware of its meaning and how to use and enforce it.
2) Content Field and Language Attribute: As there are a
lot of existing policy languages, such as WS-Policy, Ponder, or
KAOS [27], our approach supports their integration through an
optional content field and an optional language attribute: the
content field enables to fill in any policy-specific information
whereas the language attribute defines the used policy language.
3) Processing Mode: The processing mode attribute defines
how the policy has to be fulfilled, e. g., whether it is sufficient
to compare only the types of topology and planlet policy or
if the content of the policy needs to be analyzed. That is the
reason why the type and language attributes are optional: if
only the types need to be compared, the language attribute is
unnecessary. This is explained in detail in Section V-C.
4) Optional Attribute: Each Management Annotation Policy
has an attribute optional that defines if the processing of the
policy is mandatory. In DASMs, this attribute can be used
to define optional policies that express security requirements
that are “nice to have” but not necessarily required. Planlets
can declare optional policies to vary their execution: optional
policies are fulfilled only if explicitly required by the DASM.
5) AppliesTo-List: To specify the Management Annotations
that must consider the policy, each Management Annotation
Policy explicitly defines an AppliesTo-list that contains the
affected Management Annotations. We distinguish here between
two sides: (i) a topology policy attached to an element in a

DASM specifies in this list the Management Annotations that
must comply with the policy, i. e., all planlets that execute one
of the annotations in this list must consider the policy. If this
list is empty, all planlets executing annotations on the element
must consider the policy. (ii) A policy attached to a planlet
fragment defines in this list the Management Annotations for
which the planlet ensures the policy. If this list is empty, the
planlet guarantees the policy for all Management Annotations
it executes on the corresponding element. This concept allows
binding Management Policies directly to the affected tasks.

6) Ignore-List: If a policy must be processed by all tasks
except a few exceptions, using the AppliesTo-List would
require to specify all these annotations. Therefore, to add
exceptions easily, a Management Annotation Policy may specify
annotations the policy does not apply to in the so-called
Ignore-list. For policies in DASMs, all Management Annotations
specified in this list do not have to consider the policy. For
policies on elements in Annotated Topology Fragments of
planlets, the list specifies the annotations for which the planlet
does not guarantee enforcing the policy. Thus, if the AppliesToList of a policy is empty, i. e., the policy applies to all
Management Annotations, adding Management Annotations to
the Ignore-List enables defining exceptions on both sides.
Figure 11 shows two Data Location Policies attached to
the virtual machine and database of the motivating scenario
in detail. Both are defined in the same language and must be
processed by a type specific plugin. The difference lies in the
AppliesTo-lists: the Management Annotation Policy attached
to the virtual machine must be considered only for its creation,
which is depicted by the Create-Annotation in the AppliesTolist whereas the Management Annotation Policy attached to
the database must be considered only by planlets that handle
data, e. g., by planlets that execute ImportData- or ExportDataManagement Annotations. This is expressed by the domain-
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Figure 12. Policy-Aware Management Planlet that creates a virtual machine
on Amazon EC2 ensuring a Data Location Policy on the Create-Annotation.

specific DataHandling-Annotation depicted as blue circle. This
differentiation makes sense as the policies express requirements
on different tasks: as the location of the physical servers the
virtual machine is hosted on determines also the geographic
location of the database and, thus, of the data itself, the VM
has to be located in the region the data has to remain. Thus,
the planlet instantiating the VM must enforce this policy, e. g.,
as shown by the planlet depicted in Figure 12. In contrast, the
location of the database needs not to be considered by the
planlet that installs it on the operating system as the physical
location of the underlying virtual machine is essential, not
the installation of the database on this machine. Therefore, a
normal planlet without any policy can be used that does not
define any non-functional location information at all. However,
handling data, e. g., export data, needs special considerations
on the database layer because also the data itself has to remain
in the EU. Thus, this concept allows a fine-grained definition
of requirements on different levels for different kinds of tasks.
On the other side, Management Annotation Policies attached
to elements in planlet fragments define in the AppliesTo-list for
which tasks the planlet ensures the Management Annotation
Policy. For example, the planlet shown in Figure 12 that
instantiates a new Ubuntu virtual machine on Amazon EC2
provides an optional policy that ensures that this task (executing
the Create-Annotation on the VM node) can be executed
in consideration of the attached policy. Thus, the planlet is
able to fulfill this policy for the instantiation of the VM if

Management Annotations are atomic entities that define
either structural or domain-specific management tasks as
explained in Section IV-B. However, this is not sufficient for
working with policies as it allows no abstract classification of
tasks. For example, the Data Location Policy attached to the
MySQL database as shown in Figure 11 needs to be processed
by all planlets having Management Annotations that deal with
data, e. g., planlets exporting data must ensure that they do
not store the backup at locations violating the policy. As the
complete set of annotations may be unknown in advance, we
need a mechanism to classify annotations of certain kinds of
tasks. In particular, there are Management Annotations of type
“ImportData” or “ExportData” as shown in Figure 7 that need
to fulfill the Data Location Policy, e. g., data to be imported or
exported must not be stored on servers outside the European
Union. Listing all these annotations in the AppliesTo-list of
the policy is not efficient. Thus, we extend the concept by
introducing inheritance as depicted in Figure 13: the ImportDataand ExportData-Management Annotations inherit all properties
from the superclass annotation of type “DataHandling”. For
example, the Data Location Policy in Figure 11 specifies
that all Management Annotations having this superclass must
process the policy. This extension allows defining abstract tasks,
which can be bound to policies in a generic way. Thus, if the
framework processes a policy having this annotation, it ensures
that all planlets handling data take this Data Location Policy into
account. To achieve flexibility, we also allow multi-inheritance.
C. Policy Processing Modes and Matchmaking
Management Annotation Policies specify a processing mode
that defines how the topology policy has to be checked
during the matchmaking of DASM and the Annotated Topology
Fragments of candidate planlets. We introduce three processing
modes: (i) Type Equality, (ii) Language Specific, and (iii)
Type Specific. The processing mode defines the minimum
criterion that must be met to fulfill the topology policy. Thus,
the modes are ordered: from weak (Type Equality) to strong
(Type Specific). Every stronger criterion outvotes the weaker
criteria, i. e., if a topology policy defines processing mode Type
Equality, which cannot be fulfilled by any planlet but there is a
planlet fulfilling the policy for the Language Specific processing
mode, the topology policy is fulfilled by this planlet. Thus, if
a criterion of a topology policy cannot be met, the system tries
the next stronger criterion for this policy automatically.
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1) Type Equality: This processing mode defines that only
the types of topology policy and candidate planlet policy must
be equal. Thus, for each policy attached to an element in the
DASM there must be a policy of the same type attached to
the corresponding element in the candidate planlet’s Annotated
Topology Fragment. If the framework finds a planlet providing
a policy with compatible type, AppliesTo-Lists and Ignore-Lists
of both topology and planlet policy must be also compatible,
i. e., each Management Annotation contained in the AppliesToList of the topology policy must be either (i) contained in the
AppliesTo-List of the planlet policy or (ii) the AppliesTo-List of
the planlet policy is empty and its Ignore-List does not contain
the corresponding annotation. This is required to ensure that
the planlet fulfills the policy for the desired tasks. Using this
processing mode is sufficient for policies that can express all
their requirements by a well-defined term that is used as type,
e. g., a No Connection To Internet Policy attached to a virtual
machine node is expressive enough to define the requirement.
2) Language Specific: Language specific processing means
that the topology policy must be processed by a dedicated plugin
that is responsible for the used language. For example, if a
policy is written in WS-Policy, there must be a corresponding
WS-Policy plugin that implements all the language-specific
logic. The language plugin gets a reference to the policy to be
checked, the whole DASM, the candidate planlet, and a mapping
of elements as input. The mapping defines which elements in
the topology correspond to elements in the candidate planlet’s
Annotated Topology Fragment if the policy can be fulfilled
by the planlet. The plugins are free to interpret their policy
language in any way. For example, if a certain language defines
a key-value format for defining policy requirements, the plugin
is allowed to compare these requirements with properties of the
corresponding fragment node. If requirements and properties are
compatible, the policy is fulfilled. Thus, there is no explicit need
that a policy exists in the Annotated Topology Fragment of the
candidate planlet at all. However, plugins must analyze to which
Management Annotations a topology policy is bound and have
to consider this information when they execute their languagespecific matchmaking logic to evaluate candidate planlets.
3) Type Specific: This processing mode is the most specific
one and bound to both policy language and policy type, i. e., if
there is a policy of type “Data Location Policy” written in “WSPolicy” having this mode, there must be a plugin registered
for exactly that combination to process the policy in terms
of evaluating candidate planlets. Otherwise, the policy cannot
be fulfilled. If such a plugin exists, the processing is equal
to language specific: the plugin gets the same information as
input and decides if the candidate planlet fulfills the policy’s
requirements. This processing mode enables a very specific
processing of policies as the mode is bound to the policy type
directly. For example, if a Data Location Policy with region
EU is attached to a MySQLDB node that shall be created,
the policy applies to the Create-Annotation, and there are no
Policy-Aware Management Planlets available in the system that
have a compatible policy attached, the plugin may analyze the
stack the MySQL database shall be hosted on and recognizes
that the virtual machine below runs on Amazon’s EC2 with
region-property set to EU. In this case, the policy would be
fulfilled by a simple MySQLDB-Creation planlet that provides
no policy at all. This kind of processing enables complex logic
that can be only known by a specific type plugin.

VI.

P OLICY-AWARE P ROVISIONING OF A PPLICATIONS

In this section, we describe how the concept of Policy-Aware
Management Planlets is used to automate the provisioning
of applications in compliance with non-functional security
requirements specified on the execution of provisioning tasks.
The developer of the application manually creates an application
topology that models the application to be provisioned and
declares the desired security Management Annotation Policies.
Based on this model, the framework is able to automatically
generate a DASM that describes the application’s provisioning:
it employs a generic Automated Management Pattern that
annotates Create-Management Annotations to all elements in
the application topology that have to be provisioned without
changing the declared policies. Thus, the application topology
becomes a DASM by applying this generic Provisioning AMP
automatically, which can be executed on any application
topology as its Topology Transformation is independent from
individual structures. The resulting DASM is typically adapted
manually to configure the provisioning by adding additional
Management Annotations. For example, additional management
tasks such as importing data into a database are added. The
Provisioning AMP does not change the Management Annotation
Policies that are attached in the application topology. It neither
adds, nor changes, nor removes policies and attaches only
Create-Annotations. Therefore, the non-functional requirements
specified by the attached policies are not changed and originally
contained in the resulting DASM. Thus, the first management
task that considers the initial provisioning of the motivating
scenario is specified by the DASM shown in Figure 11, which
was created automatically by applying the Provisioning AMP.
As the AmazonEC2 nodes represent the lowest layer, these
nodes are not annotated by the AMP as this layer describes
infrastructure or platform services or physical hardware and,
therefore, already exists. The policy-aware provisioning of
this application is ensured by the Management Annotation
Policies attached to the elements in the DASM that must
be considered by the Management Planlets that execute the
Management Annotations they apply to. In addition, the planlets
directly create the corresponding instance model in the form
of the application’s ETG and copy all Management Annotation
Policies to the corresponding elements to ensure that further
management tasks also consider these policies.
VII.

P OLICY-AWARE M ANAGEMENT OF A PPLICATIONS

The Management Planlet Framework supports managing
applications by two different methods: (i) manual creation of
Desired Application State Models and (ii) applying Automated
Management Patterns to create DASMs automatically following
the pattern-based method described in Section IV-F [5]. Each
management task described in the motivating scenario is suited
for one of these approaches. To backup the database, the
DASM can be created manually as only a simple attachment
of an ExportData-Annotation is required to specify the task.
In contrast to this, updating the Apache Web Server is more
complex if downtime must be avoided. Therefore, we employ
the concept of Automated Management Patterns to specify
the annotations to be executed. In this section, we show how
both management tasks can be executed automatically using
the Management Planlet Framework while the non-functional
security requirements specified by the attached Management
Annotation Policies are considered by both approaches.
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Figure 14. DASM that describes the second management task of the motivating
scenario with manually attached ExportData-Management Annotation.

Figure 15. Policy-Aware Management Planlet that exports data from a
MySQLDB node to an Amazon S3 storage located in the European Union.

A. Manual Specification of Policy-Aware Management Tasks

The planlet shown in Figure 15 fulfills all these requirements.
It executes the ExportData-Management Annotation on the
MySQLDB node and ensures by the attached Data Location
Policy that the exported data remains in the European Union.
The shown planlet is able to export data to Amazon S3, which is
declared by the Export-Data Management Annotation. Thus, as
the annotation in the Desired Application State Model defines
the same storage service, the planlet is applicable and selects a
storage on Amazon S3 that is hosted on a physical server located
in the EU, which is defined by the policy. The matchmaking
of the Management Annotation’s specific content, here the S3
description, is based only on the main element’s name (here
“Storage”) and all attributes of this element (here “provider”).
Therefore, the annotation defined by the planlet matches the
annotation declared in the DASM shown in Figure 14.

The Management Planlet Framework supports creating Desired Application State Models manually, i. e., the administrator
attaches the management tasks to be performed in the form
of Management Annotations to the corresponding topology
elements in the DASM by hand (cf. Section IV-E). In the
motivating scenario, a backup of the application’s database
shall be made, which is a typical management task that can
be specified manually: only a simple ExportData-Management
Annotation has to be attached to the MySQLDB node and
configured in terms of the target storage. The resulting DASM
is shown in Figure 14. In our scenario, we specify in the
annotation that the data backup shall be stored in Amazon’s
Simple Storage Service “Amazon S3” [28], which is defined by
the annotation-specific content of the ExportData-Annotation.
Additional information for configuring the export task are also
provided, e. g., the tables that have to be exported and the
Amazon account that shall be used. All these information are
used by the planlet that executes the Management Annotation.
The corresponding Management Planlet must, in addition, fulfill
the Data Location Policy attached to the MySQL database
node that defines that all data handling tasks must consider
this policy (the details of the Data Location Policy were shown
in Figure 11). As the ExportData-Management Annotation
inherits from the DataHandling-Management Annotation, the
Management Planlet exporting the data must comply with this
policy. Therefore, the Management Planlet exporting the data
must also specify a Data Location Policy on the MySQLDB
node ensuring that the planlet is aware of storing the data not
outside the declared region—in this case, the European Union.

Based on the manual creation of DASMs, administrators
are able to define the management tasks to be executed on a
very high level of abstraction. They only have to declare the
abstract Management Annotations on topology elements without
the need for detailed technical expertise of the underlying
management technologies. For example, the presented export
data task requires the administrator only to attach and configure
the annotation by defining the storage information and the tables
to be exported. All technical execution details are inferred
automatically by the framework through invoking the corresponding Management Planlet. In addition, the Management
Planlet Framework automatically ensures that the execution
of Management Annotations complies with the non-functional
requirements. Thus, the administrator only defines Management
Annotations and does not have to care about the defined policies.
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B. Automated Specification of Policy-Aware Management Tasks
The Management Planlet Framework supports the patternbased method described in Section IV-F to automatically create
DASM s through applying Automated Management Patterns to
ETGs. The administrator only selects the pattern to be applied
and the pattern’s Topology Transformation attaches all management tasks that have to be performed automatically in the form
of Management Annotations to the corresponding topology
elements in the DASM. To execute the third management task
of the motivating scenario—updating the Apache Web Server
to a new version without downtime—we employ this concept.
Therefore, we first (i) describe the pattern that is able to do
this update, (ii) show how this pattern can be implemented as
Automated Management Pattern, and (iii) show that all policies
are considered during the Management Plan generation.
Patterns are a well-established concept to document proven
solution expertise for problems that frequently occur in a certain
context in a generic and abstract manner. This enables capturing
the core of problem and solution expertise in an abstract
fashion that can be refined for individual use cases. In the
domain of Cloud Computing, patterns are of vital importance
to build, manage, and optimize IT. In this paper, we focus
on management patterns that describe abstract management
processes for typical problems in Cloud environments [30]. For
example, how to manage resiliency, elasticity, or the migration
of application components [26][29]. According to Christopher

Alexander, a pattern is a three-part rule that captures the
relation between (i) a certain context, (ii) a problem, and (iii)
a solution [31]. Following this definition, patterns provide a
suitable means to describe the execution of management tasks,
such as updating a Web Server without application downtime,
in consideration of a certain context that is constrained by
non-functional security requirements. Therefore, we automate
a management pattern to update the Apache Web Server from
version 2.2 to version 2.4 without downtime and make the
corresponding pattern implementation aware of policies.
The corresponding pattern is called Update Transition
Process Pattern [29] and originates from the Cloud Computing
pattern language developed by Fehling et al. [26][29][30]. The
question answered by this pattern is “How can application components of a distributed application be updated seamlessly?”.
The context observed by the pattern is that during the lifetime
of an application, new versions of used middleware, operating
systems, or application components may become available. If
the application has to ensure high availability, the transition
time of updating a component from an old to a new version
shall be minimized to avoid downtime of individual application
components or the overall application. Thus, its intent is
updating an application component to a new version seamlessly
without downtime, i. e., the overall application’s functionality
is still available during and after the updating process. A
component shall, therefore, be updated transparently to the
overall system. Thus, the pattern fits exactly to our management
task of updating the Web Server while ensuring the application’s
availability. The pattern’s solution is depicted as BPMN [18]
process in Figure 16: an administrator triggers the update
transition process that first provisions a component instance of
the new version. The new component runs simultaneously with
the old application component. Afterwards, the load balancing
is switched to the new component instance of the new version.
This avoids downtime of the updated component. Finally, the
old application component is decommissioned.
To apply this abstract management pattern to our concrete
use case of updating an Apache Web Server, we automate its
abstract process by an Automated Management Pattern. The
corresponding AMP is shown in Figure 17. The pattern defines
by its topology fragment that it is only applicable to elements
of type “ApachePHPServer2.2”. The Topology Transformation
implements the management logic that is refined explicitly for
this individual use case, i. e., for migrating the Web Server from
version 2.2 to version 2.4. Thus, the transformation is capable
of transforming an input ETG that contains a node of type
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Desired Application State Model describing the Management Annotations to be executed for updating the Apache Web Server without downtime.

“ApachePHPServer2.2” to an output DASM that describes all
Management Annotations that have to be executed for replacing
this Web Server by the new version 2.4 without downtime.
The refined process is described in the following. To
update the Web Server without downtime, the old deployment
must remain active until the new deployment is completely
provisioned. Otherwise, during replacing the old installation,
the system would go down. As it is not possible to install two
Apache Web Servers on a single virtual machine that listen both
to the same port—in this case, the HTTP standard port 80—a
new virtual machine has to be created to install the new Web
Server on a different operating system. This is important as the
new installation must have exactly the configuration of the old
server. As the pattern is specialized for exactly that replacement
of Apache Web Servers, it is able to extract the configuration
of the old Web Server and to specify the configuration of the
new Web Server accordingly. Thus, the functional behaviour is
identical. As soon as the new installation is running, updating
the internet domain can be triggered. However, to prevent
downtime reliably in this step, the old installation must not
be decommissioned until the Domain Name System (DNS)
servers were updated with the new URL. Therefore, we employ
a DNS Propagation Checker that checks when all servers are
updated and the old installation can be terminated. All these
considerations are important to ensure correct operation.
The Topology Transformation of the corresponding Automated Management Pattern is implemented as follows. The
resulting DASM after applying the pattern is shown in Figure 18.
The pattern copies the whole stack hosting the Web Server
including all attached policies and replaces the Web Server
node by the new version. The new stack is annotated with
Create-Annotations to specify the nodes and relations that must
be created. All incoming and outgoing relations of the old
stack have to be destroyed and added to the nodes of the new
stack to redirect the relations, i. e., “refersTo” relations of the

domain and “SQLConnection” to the database. The old stack is
partially annotated with Destroy-Annotations: all nodes that are
hosted on the Web Server and the Web Server node itself must
be destroyed. Therefore, the PHP node and the Web Server
node are annotated with Destroy-Annotations. In addition, the
pattern analyzes the underlying stack of the Apache Web Server
to be updated and recognizes that the virtual machine has no
incoming or outgoing relations except its hostedOn relation to
AmazonEC2, i. e., the virtual machine is only used to host the
Web Server. Therefore, the pattern annotates also this node to be
destroyed as it creates a new virtual machine for the new Web
Server. If the node has any incoming relations, e. g., another
component is also hosted on this VM, the pattern would only
create a new virtual machine but not annotating the old VM to
be destroyed. To ensure that downtime is avoided during this
update, both stacks must be active until the domain is switched
completely to the new deployment. To achieve this, the DestroyAnnotation and the Create-Annotation that are attached to the
“refersTo” relations must be processed concurrently. It is not
appropriate to employ one planlet that destroys the old “refersTo”
relation and another to create the new one as between these two
executions, the application would be not available. Therefore,
the transformation declares that these two annotations must be
executed concurrently, which is only possible using a single
planlet that executes both annotations. This planlet finishes
not until all DNS servers are updated with the new URL
and has the precondition that the old target node as well as
the new target node of the domain are running. As only this
planlet can be used for generating a complete plan (due to the
concurrency requirement specified on the two annotations), its
precondition avoids that the old stack is decommissioned before
the new stack is ready. Thus, the domain-switching Management
Planlet is executed before the planlets that decommission the
old stack. Similarly, the transformation declares that the CreateAnnotation on the new SQL connection must be executed before
the Create-Annotation of the new refersTo-relation, the Destroy-
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Annotation on the old SQL connection thereafter. The execution
of this DASM is completely policy-aware as the policies of the
old stack are copied completely to the new stack. Thus, each
provisioning task has to consider the respective policies. This
ensures that the non-functional security requirements are not
violated and that the new stack complies with all policies that
were ensured during the initial provisioning of the application.
By having a fine-grained description of the running application and the management tasks to be performed in one
formal model, complex processing can be implemented using
Automated Management Patterns through traversing the graph.
Thus, every rule that would be considered by a manual execution
can be implemented in such Topology Transformations. We
showed how complex transformations can be implemented to
analyze the context in which the Management Annotations
are executed in Breitenbücher et al. [7]. However, some
management tasks may be too complex to be automatically
specified by an Automated Management Pattern completely.
For example, if the internal state of the application needs
to be considered, too. Therefore, a manual adaptation of the
resulting DASM may be required to ensure a complete and
correct execution of complex tasks. This is possible in Step 4 of
the framework’s pattern-based management method described in
Section IV-F. Following this method, Management Annotation
Policies can be declared at three points in time. Either (i)
the developer of the application defined the policies when
creating the initial application topology that was used by the
Provisioning AMP to provision the application (cf. Section VI),
(ii) policies are added by the AMP in step 3, or (iii) they are
declared manually on the DASM resulting from applying an
AMP in Step 4. The next section discusses this in detail.
C. Policy-Preserving versus Policy-Changing AMPs
In this section, we generally classify two basic kinds
of Automated Management Patterns in terms of handling
declared Management Annotation Policies: (i) Policy-Preserving
Automated Management Patterns and (ii) Policy-Changing
Automated Management Patterns. We explain both classes in
this section and provide examples to illustrate their differences.
The first class of Policy-Preserving Automated Management
Patterns does not change policies attached in the ETG at all
when generating DASMs, i. e., they neither add, nor modify,
nor remove attached policies. They only define tasks to be
executed by attaching Management Annotations and may
add new components or relations. As a result, they are not
aware of any policy at all: as they only add the management
tasks to be executed, all policies are ensured by the PolicyAware Management Planlets that execute the corresponding
Management Annotations to which the policies are applied. For
example, if there is a ”KeepAlive-Policy” attached to a topology
element that defines that the element never must be destroyed,
the policy applies to all Management Annotations that stop the
element in any form, i. e., the Stop-Management Annotation and
the Destroy-Management Annotation. This policy is ensured
automatically by the system through the executing planlets,
independently from the Management Annotations that are
added: even if a Destroy-Annotation is attached to the topology
element, the policy is never violated as there cannot exist a
Management Planlet that fulfills that policy for the DestroyManagement Annotation. The reason lies, obviously, in the se-

mantics of policy and Destroy-Management Annotation, which
are contradicting: the policy forbids stopping or destroying
the element while the Destroy-Management Annotation defines
exactly that task. Thus, the Plan Generator cannot generate
the corresponding Management Plan. This indicates that at
least one policy is violated. As a result, if an AMP does not
change policies at all, it implicitly considers each policy through
the decoupling of specifying management tasks and executing
management tasks. Only the execution must be aware of the
policies, not the patterns that only specify tasks. Thus, as long
as Automated Management Patterns do not change policies,
the sole specification of Management Annotations and their
execution by planlets does not violate policies.
In contrast to this class, Policy-Changing Automated Management Patterns may change Management Annotation Policies
attached in the ETG, i. e., they may add, adapt, or remove
policies. For example, the Update Transition Process AMP
introduced in the previous section changes the policies in the
ETG as it copies the application stack including the attached
Management Annotation Policies. Thus, it adds not only
Management Annotations to be executed and new topology
elements to the DASM but also new policies. As a result,
applying this class of AMPs to an ETG changes the defined nonfunctional requirements in Step 3 of the framework’s patternbased method described in Section IV-F. Therefore, depending
on the use case and the pattern to be applied, a manual check
and adaptation of the resulting DASM may be required in the
method’s following Step 4 to ensure a correct specification
of the management tasks to be executed and the changed
policies before the Management Plan gets generated in Step 5.
In addition, the administrator may even analyze the resulting
generated Management Plan in Step 6 for correcting problems
manually afterwards. However, to detect possible problems,
analyzing the DASM is more appropriate as this model describes
also the context in which the management tasks are executed [7].
In our motivating scenario, there is no problem to apply the
Update Transition Process Pattern as it does not modify the
policies attached to the original model. Thus, the non-functional
requirements defined in the original ETG are not changed as it
only attaches Destroy-Annotations to the original stack. Even
if those annotations violate a policy attached to this stack, e. g.,
a KeepAlive-Policy that is attached to the PHP application, this
policy is ensured as the plan generation will fail (similar as
described for Policy-Preserving AMPs). Attaching new policies
to the newly created stack containing the new Web Server node
does not change the previous non-functional semantics as the
same kind of policies are attached to a semantically equal stack
having the same functionality.
VIII.

P OLICY-AWARE M ANAGEMENT F RAMEWORK

In this section, we describe how the presented approach
is realized in the used Management Planlet Framework [5].
Figure 19 shows the extended architecture of the framework
with the new integrated policy extension (gray background).
A. Architecture
The basic architecture of the Management Planlet Framework consists of a Plan Generator that uses a Planlet Manager
to retrieve the planlets and their descriptions stored in a
Planlet Library. The Plan Generator has a planlet orchestrator
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inside, which is responsible for scheduling planlets in the
right order. We extend this orchestrator by the integration of a
new component called Policy Manager that is responsible for
policy matchmaking and invoking the corresponding Language
Plugins or Type Plugins, respectively. Each planlet that is
analyzed by the orchestrator gets additionally checked if it
fulfills the attached policies by a simple call to this new API.
The integration is straight forward as the basic architecture of
the Management Planlet Framework was built in a modular
way. To execute the generated plans, a workflow engine is
employed. All generated workflows are deployed on this engine
to execute the implemented tasks fully automatically. To create
DASM s automatically for provisioning and management tasks,
the framework provides a pattern layer that consists of a Pattern
Library that is managed by a Pattern Manager component,
which is responsible for retrieving Automated Management
Patterns. Thereon, a component called Pattern Applier is
responsible to find the AMPs that are applicable to a certain
ETG and to invoke the pattern’s Topology Transformation to
generate the corresponding DASM.

is required to analyze if the candidate planlet fulfills all defined
requirements. How to deal with this processing mode attribute
during matchmaking is explained in the next section.
C. Language and Type plugins
The processing mode attribute of a Management Annotation
Policy decides if a language or type specific plugin has to assess
whether the policy can be fulfilled by a candidate planlet or not.
Plugins may need to pass information about the matchmaking
to the candidate planlet if it fulfills the policy’s requirement,
e. g., to configure it. Therefore, each plugin may return an
XML-document and a list containing the policy IDs that have
to be fulfilled. These are passed to the planlet via its input
message from the calling plan. This enables configuration if
optional policies provided by the planlet have to be fulfilled,
for example. This document is also linked with the id of the
fragment’s policy. Thus, the planlet is able to retrieve the policy
language- or type-specific information.
D. Lessons learned

B. Plan Generator Extension
The Plan Generator of the framework tries to find appropriate Management Planlets that can be orchestrated to execute the
Management Annotations defined in the Desired Application
State Model. During this generation, a set of candidate planlets
is calculated for each state and the planner decides which of the
candidate planlets is applied next—as explained in Section IV-C.
This calculation is based on compatibility: a planlet is applicable
if each element in the planlet’s fragment can be mapped to a
compatible element in the Desired Application State Model.
This means, that all preconditions of the planlet are fulfilled and
that the management tasks that are implemented by the planlet
and expressed in the form of Management Annotations are also
specified in the topology. Details about this compatibility check
can be found in [5]. The calculation of potential candidate
planlets is extended by policy processing: if a Management
Planlet executes a Management Annotation in the DASM that
is bound to a Management Annotation Policy, i. e., that is
contained in the policy’s AppliesTo-list, the policy needs to be
processed as defined by the processing mode attribute and the
Management Annotations specified in its AppliesTo-list. This

In this section, we describe our experiences from the
implementation of Policy-Aware Management Planlets and Management Annotation Policies. A planlet providing additional
non-functional capabilities expressed in the form of attached
policies on elements contained in its fragment has to ensure
that the semantics of the policies are only fulfilled if explicitly
needed. This is important as the policy matchmaking is directed:
only policies of the application topology are considered by
the Plan Generator, not the policies of the planlet. Thus, if
a planlet provides an extending policy, e. g., a Frequent Data
Backup Policy, which exports data frequently from a database,
this additional functionality should be installed only if needed.
If the planlet is able to offer both modes, with and without
fulfilling the policy, the planlet should declare this policy as
optional. Therefore, the planlets get the mapping of elements in
the topology to the elements in its fragment as input. Based on
this mapping, the Policy-Aware Management Planlet is capable
of recognizing if a Management Annotation Policy is optional.
In many cases, extending planlets to Policy-Aware Management Planlets is possible by only adding additional activities to
the original planlet workflow—especially for Guarding and
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Extending Policies: the Frequent Data Backup Policy and
the Secure Password Policy can be implemented by adding
activities that install the additional software or check the chosen
credentials. The actual process needs not to be modified. In
contrast to this, Configuring Policies often need to adapt the
original process. For example, the Data Location Policy may
influence the provisioning of a virtual machine. Thus, the
activity that creates this VM must be modified.
IX.

E VALUATION

In this section, we evaluate the presented approach. We
prove the (i) feasibility, (ii) economics, (iii) analyze performance and complexity, (iv) describe our prototypical implementation, and describe (v) how the approach can be extended.
A. Feasibility
To prove the feasibility of the approach, we evaluated the
framework in terms of the three kinds of Management Policies
discussed in Section II-D. We implemented planlets fulfilling
the policy examples that were used throughout the paper. To
prove the feasibility of Configuring Policies, we implemented
the planlet described in Figure 12 that creates a virtual machine
with an Ubuntu Linux operating system on Amazon EC2
complying with a Data Location Policy that defines that all data
must remain in the European Union. The planlet creates the
VM using the Amazon Web Services API and specifies that the
virtual machine shall be provisioned in the EU. This configures
the provisioning in a way that the VM is hosted on physical
servers located in states of the European Union. To prove the
feasibility of Guarding Policies, we defined a Secure Password
Policy attached to an Apache PHP Web Server to ensure that
username and password are strong enough. We implemented a
planlet that provisions this Web Server on Ubuntu complying
with this policy. Such a policy can be implemented by a planlet
in two different ways: (i) either the planlet requires username
and password as input data (which may be taken from properties
in the DASM or exposed to the input message of the generated
plan), then the planlet checks if the strength is strong enough
or (ii) the planlet sets the credentials with a high strength itself.
Both implementations guard the provisioning in a way, that the
password is strong enough. To prove the feasibility of Extending
Policies, we implemented a Frequent Data Backup Policy that
is attached to a MySQLDB node. The corresponding planlet
executes an additional bash script as cron job that frequently
backups the data as MySQL dump to an external storage. This
script execution may be seen as additional node hosted on the
operating system. Thus, it extends the application structurally
in order to fulfill a non-functional requirement. For all policy
definitions, we used the properties-based policy language shown
in the TOSCA specification [20].
The approach also enables defining complex non-functional
security requirements that occur in real enterprise systems.
This is enabled by the individual content field of Management
Policies. The field allows specifying any information about the
policy language- or type, e. g., complex system configuration
options and tuning parameters. As planlets that match such
a policy are built to process exactly the information stored
in the content field, the tight coupling of policies to the
planlets processing them enables the implementation of any
policy language and type. Thus, the corresponding planlets may

deal with any individual policy-specific semantics or syntax.
For example, if a security policy specifies a set of complex
system configuration files that must be taken into account
during the provisioning of a certain component, the planlets
complying with this policy expect these files and know how
to process them. This enables to integrate expert knowledge
about individual domains through defining own policy types
and the corresponding planlets that deal with them.
B. Economics
The economic goal of our approach is to lower operating
cost of provisioning and management. It is obvious that
automating IT operations in order to reduce manual effort
leads to a cost reduction in many cases. However, Brown
and Hellerstein [32] analyzed the automation of operational
processes and how this influences costs. They found that three
issues must be considered that counteract this reduction by
causing additional effort: (i) deploying and maintaining the
automation environment, (ii) structured inputs must be created
to use automation infrastructures, and (iii) potential errors in
automated processes must be detected and recovered, which
is considerably more complicated than for manual processes.
The presented approach tackles these issues. Planlets are
reusable building blocks for the generation of Management
Plans. They are developed by expert users of various domains
and provided to communities. Therefore, free accessible planlet
libraries enable continuous maintenance without the need for
individual effort. Of course, maintaining local management
infrastructure and the development of custom planlets for
special tasks causes additional effort, but this is a general
problem that cannot be solved generically. The second issue
of upfront-costs for creating structured input is reduced to a
minimum as there are tools for the modeling of application
topologies and policies and the discovery of ETGs: the TOSCA
modelling tool Winery [33] supports modelling of TOSCAbased application topologies that can be used as import
format for our framework. Winery also supports modelling
and attaching policies to elements in the topology. As TOSCA
policies provide a content field to fill in any policy-related
information, Management Annotation Policies can be specified
using this field. Thus, to define declarative provisionings in the
form of application topologies, this tool eases the creation of
the corresponding models. To discover ETGs, we presented a
ETG Discovery Framework in Binz et al. [15]. This framework
enables discovering ETGs fully automatically. Therefore, only an
entry point of the application has to be specified, e. g., the URL
of the application. The framework discovers the corresponding
topology including all runtime information fully automatically.
The third issue of occurring errors is tackled implicitly by the
workflow technology: every planlet defines its own error and
compensation handling. Thus, errors are handled either locally
by planlets themselves or by the generated Management Plan,
which triggers the compensation of all executed planlets to
undo all operations for errors that cannot be handled.
C. Performance and Complexity
The performance of the approach is of vital importance as
the generation of Management Plans must be possible within
a few seconds to obtain Cloud properties such as scalability
or on-demand self-service. The employed Management Planlet
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Framework presented in Section IV uses a partial order planning
algorithm [34] for the generation of Management Plans [5].
As described by Bylander [35], the complexity of planning
varies from polynomial to PSPACE-complete, depending on the
preconditions, effects, and goals. The Management Framework
tackles this issue by introducing restrictions on the design of
planlets: it is forbidden to have multiple planlets providing the
same or overlapping functionality in the planlet library. For
example, it is forbidden to have two planlets installing a MySQL
database on an Ubuntu operating system that differ only in
the properties they set. This eliminates the non-deterministic
choices that have to be made during the plan generation in
terms of selecting planlets: each Management Annotation can be
processed by exactly one planlet. This decreases the complexity
to polynomial time [34]. Extending the framework by policies
must follow this restriction: if a Policy-Aware Management
Planlet implements a functionality that is provided already by an
existing planlet, the existing planlet has to be merged with the
new Policy-Aware Management Planlet. The new planlet must
also support the original functionality, which is trivial in most
cases as policies only deal with non-functional requirements but
do not change the original functionality (cf. Section VIII-D).
The added policies should be implemented and declared as
optional. The only difference is additional effort as calling
plugins might be necessary. In worst case, each Management
Annotation Policy in a DASM must be processed by one plugin.
As the number n of policies attached to elements in a DASM
is constant, the extension has no influence on the complexity.
D. Prototype
To validate the concept technically, we implemented the
approach on the basis of the Policy-Aware Management Framework architecture presented in Section VIII. The prototype is
based on former implementations of the Management Planlet
Framework and, therefore, implemented in Java and uses OSGi
in order to provide a flexible and dynamic plugin system.
Management Planlets are implemented in the Business Process
Execution Language (BPEL) [17] whereas DASMs and Annotated Topology Fragments of planlets are implemented using
an internal data model similar to the structure of TOSCA [20].
In our prototype extension, we extended this meta-model with
the possibility to attach Management Annotation Policies to
nodes and relations of topologies. The policies are provided
as XML files following the simple properties-based policy
language used in this paper. We use declarative OSGi services
to build the plugin system for language- and type-plugins, as
described in Section VIII-C. To prove the technical feasibility
of the conceptually evaluated policies described in Section V,
we implemented several policies by extending already existing
planlets to Policy-Aware Management Planlets. In addition,
we modified existing Automated Management Patterns to
consider attached policies. The successful implementation of
this prototype proves the technical feasibility.
E. Extensibility
As there are many different existing policy types and
languages, the presented approach must support extensibility.
The Management Planlet Framework (cf. Section IV) supports
creating own custom planlets that implement Management
Annotations for any conceivable management task. As the

approach presented in this paper relies on this concept, it
is possible to implement new policy types the same way.
The plugin-based architecture for language and type plugins
complements the planlet-based policy extension: if a new policy
type needs a dedicated type plugin for advanced processing,
the architecture allows installing new plugins that handle these
types. In addition, the architecture enables the integration of
any existing policy language as well as the development of
own languages. We successfully validated this criterion based
on the integration of WS-Policy. As WS-Policy has its own
type system in the form of assertions, the type attribute of the
Management Annotation Policy is not needed. In addition, the
created plugin retrieves the information about domain-specific
processing of assertions by extracting the policy-specific content
field, which defines this kind of information.
F. Limitations
The presented approach has some limitations that are
discussed in this section. First, the kinds of Management
Policies that are currently supported by the presented approach are limited to policies that can be considered by a
single Policy-Aware Management Planlet. For example, a
“MustExistOnlyOnce-Policy” is not possible using the presented
approach as this policy currently cannot be enforced by one
Management Planlet: planlets are only able to consider the
policies, elements, and properties in the DASM that directly
match their Annotated Topology Fragments. Thus, if there are
two MustExistOnlyOnce-Policies attached to elements in the
DASM , a Policy-Aware Management Planlet that creates one
element cannot be aware of these kinds of conflicting policies.
We plan to solve that issue be extending the matchmaking rules
of Policy-Aware Management Planlets that can be currently
defined only by the Annotated Topology Fragment, which is
sufficient for most policy types but not for all.
Second, the approach currently allows modelling conflicting
policies in DASMs: administrators as well as Automated Management Patterns may specify policies that are in conflict with
each other, i. e., they apply to the same Management Annotation
but specify conflicting requirements on the execution of this
annotation. Because the framework is of generic nature, it is
not able to detect these conflicts in DASMs at design time
as it is not aware of the semantics of the policies. If the
conflicting policies specify the processing mode Type Equality,
this is only a modelling issue and does not lead to policy
violations as a Policy-aware Management Planlet would need
to be found that executes this Management Annotation while
complying with both policies. However, as the policies are
in conflict, such a planlet cannot exist if it is implemented
correctly. Thus, the plan generation fails as no Policy-aware
Management Planlet can be found to execute the Management
Annotation while enforcing both conflicting policies. As a
result, the application’s policies are not violated as nothing
will be executed on the real running application. To ensure
this, a Policy-aware Management Planlet is not allowed to
specify conflicting policies on the Management Annotations
it executes—even not if they are declared as optional. If a
Management Annotation Policy is checked by a language or
type plugin, i. e., possibly a normal planlet that does not specify
policies at all is evaluated if it fulfills the topology policies for
a certain Management Annotation, the plugin is responsible
for analyzing also the other policies that are bound to the
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corresponding Management Annotation. If the plugin cannot
guarantee that the policy it is responsible for is not in conflict
with the other declared policies for a certain candidate planlet,
it has to reject the planlet. Thus, plugins must be implemented
carefully. Especially the implementation of language plugins,
which typically do not understand the defined requirements and
only execute generic matchmaking operations on the languagespecific content of policies, must be very defensive: if there are
other policies associated with the same Management Annotation
that are not implemented in the same policy language, they
have to reject each candidate planlet as they cannot ensure
that the other policies are not in conflict with the policy it is
responsible for. Only if other policies are specified in the same
language, language plugins may be able to analyze them. But
this mainly depends on the policy language and its semantics.
Third, the presented approach currently provides a basic
framework that supports defining security policies on the
execution of provisioning as well as management tasks. This
requires an explicit specification of the (i) tasks to be performed and the (ii) Management Annotation Policies that
must be considered by the corresponding tasks. Although
the Management Planlet Framework, in particular the concept
of Automated Management Patterns, enables specifying lowlevel management tasks automatically, security issues must
be specified manually by developers and administrators by
declaring appropriate Management Annotation Policies on the
affected components, relations, and Management Annotations.
This requires security expertise and causes effort to apply wellknown security concepts and methodologies, e. g., for applying
security patterns [36], to individual applications using our
framework. In addition, Management Annotation Policies may
be specified that cannot be processed by the framework, i. e., no
capable planlet is available in the library. This leads to DASMs
that cannot be transformed into the corresponding, executable
Management Plan. We plan to tackle these issues in the future
by (i) supporting developers and administrators in expressing
security requirements as Management Annotation Policies
and (ii) employing the concept of Automated Management
Patterns to automatically attach policies and management tasks
to individual applications. Especially the latter one may be
a powerful way to enable secure management automation.
For example, automated migration patterns could directly
attach additional security policies to the components to be
migrated that specify possible geographic regions. This enables
capturing and automating (i) management expertise as well
as (ii) security expertise, e. g., by implementing Automated
Management Patterns that execute a sophisticated management
functionality while complying with certain laws.
X.

R ELATED W ORK

There are several works focusing on the automated provisioning and management of Cloud applications. In this section,
we describe the most related ones and compare them to our approach. The work of Eilam et al. [37] focuses on deployment of
applications by orchestrating low-level operation logic similarly
to planlets by so-called automation signatures. El Maghraoui et
al. [38] present a similar approach that orchestrates provisioning
operations provided by existing provisioning platforms and is,
thus, much more restricted than using planlets, which are able
to integrate any technology and system. Both works do not
consider non-functional requirements—especially not in the

form of explicitly attached policies, which are able to define
the tasks that must consider the policy. In contrast to both
works, Management Annotation Policies enable application
developers to bind policies directly to the abstract tasks that
must comply with the policy. Thus, Policy-aware Management
Planlets introduce an additional layer of abstraction in terms of
defining and processing non-functional security requirements.
Mietzner and Leymann [39] present an architecture for
a generic provisioning infrastructure based on Web Services
and workflow technology that can be used by application
providers to define provisioning flows for applications. These
flows invoke so-called Provisioning Services that provision
a certain component or resource. Policies can be used by
the provisioning flow to select the specified provisioning
services based on non-functional properties of the resource
to be provisioned, e. g., availability of the provisioned resource.
The general idea of implementing Provisioning Services is
similar to planlets. However, planlets allow a much more fine
grained differentiation between provisioning tasks, e. g., the
provisioning of a database and the following initial data import
are done by different planlets. Thus, policies can be bound
more specifically to tasks and allow, therefore, a more precise
definition of non-functional security requirements. In addition,
our approach supports also management of applications.
The Composite Application Framework (Cafe) [40] is an
approach to describe configurable composite service-oriented
Cloud applications that can be automatically provisioned
across different providers. It allows expressing non-functional
requirements in WS-Policy that can be matched to properties
of resources in an environment. However, these policies are
restricted to the selection of services and lack mechanisms
to configure, guard, or extend application provisioning and
management as enabled by our approach.
Mietzner et al. [41] present ProBus, a standards-based
extended enterprise service bus that is capable of policy-based
service and resource selection to optimize service selection
in dynamic environments. ProBus enables clients to submit
service invocation requests that include policies, to which
service providers need to comply with, in one message. They
show how these policies can be evaluated by ProBus and, in
addition, how policies can be used to define non-functional
requirements on stateful resources.
The CHAMPS System [42] focuses on Change Management
to modify IT systems and resources by processing so-called
Requests For Change (RFC) such as installation, upgrade, or
configuration requests. After receiving an RFC, the system
assesses the impact of the RFC on components and generates
a so-called Task Graph that is afterwards used to generate an
executable plan. The system can be used for initial provisioning
of composite applications, too. Although the system’s Plan
Generator considers policies and SLAs, the work does not
describe how the executed tasks have to process these artifacts.
Kirschnick et al. [43] present a system architecture and
framework that enables the provisioning of Cloud applications based on virtual infrastructure whereon the application
components get deployed. However, the framework does not
support non-functional requirements, is tightly coupled to
virtual machines, and lacks integrating various kinds of different
XaaS offerings. Thus, the system is not able to provision Cloud
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applications that consist of several XaaS offerings in compliance
with non-functional security requirements defined as policies.
In addition, the framework currently supports no management.
The DevOps community provides tooling to automate
configuration management of Cloud applications. To mention
the most important, Chef [44] and Puppet [45] are scriptbased frameworks used to automate the installation and
configuration of software artifacts in distributed systems. The
DevOps community also provides additional tooling such as
Marionette Collective, ControlTier, and Capistrano used to
improve the orchestration capabilities on a higher level. The
frameworks are extensible in terms of adding new installation,
configuration, and—in general—management functionalities.
This enables to integrate management logic that considers
non-functional requirements. However, all these frameworks
focus on a deep technical level of management and do not
provide a means to express and integrate non-functional security
requirements on such a high level as enabled by Management
Annotation Policies and Policy-Aware Management Planlets.
The reusability in terms of managing different applications,
the interoperability between script-based and non-script-based
technologies as needed to provision and manage complex
composite Cloud applications, and the holistic integration of
different policy languages is not supported yet. Of course,
script-based frameworks can support the policies presented in
this paper directly implemented in the affected scripts.
The Topology and Orchestration Specification for Cloud
Applications (TOSCA) is a standard to describe composite
Cloud applications and their management [20]. It tackles
current challenges in Cloud Computing such as portability and
interoperability of Cloud applications, prevention of vendor
lock-in, and the automated provisioning and management of
applications [46][47]. TOSCA specifies an XML-based format
for describing Cloud applications as application topologies and
enables the management of applications through Management
Plans, which capture management knowledge in an executable
way. TOSCA provides a similar mechanism to attach policies
to nodes and relations in topologies but, however, only provides
a means to attach policies to the topology but lacks a detailed
description of their processing. To tackle this issue, we demonstrate how non-functional requirements on the provisioning and
management of applications can be defined in TOSCA using
policies and propose a mechanism for automatic processing of
formal policy definitions in Waizenegger et al. [48]. However,
this approach is based on manually authoring Management
Plans which is time-consuming, complex, and error prone [7].
In Waizenegger et al. [49], we presented a framework
architecture for the provisioning and management of Cloud
services and applications based on Management Plans that
support processing non-functional security requirements in
the form of policies. However, the framework employs only
the concept of plans without stating how these plans have
to be created. This issue is tackled by the presented PolicyAware Management Planlets approach presented in this article
that enables a fully automated generation of policy-aware
Provisioning as well as Management Plans. We additionally
defined in Waizenegger et al. [49] different stages in the
lifecycle of applications where policies may be defined, the
layer of the topology to which the policy applies, and classified
fundamental effects of policies. Similarly to this article, policies

are attached to elements in topology models if they are targeted
to the corresponding element directly. In Waizenegger et al. [49],
we showed also how policies may be attached to the topology
itself to specify non-functional requirements that do not affect
only one single element. We plan to extend the Management
Planlet Framework to support these global policies, too.
In Breitenbücher et al. [22], we present an approach to
combine declarative and imperative provisioning of Cloud
applications based on a plan generator for Provisioning Plans,
which is based on a similar concept as planlets. The plan
generator is implemented in the open source TOSCA runtime
environment OpenTOSCA [50]. However, the plan generator currently supports only provisioning of TOSCA-based applications,
neither the management of applications nor non-functional
requirements in the form of Management Policies.
XI.

C ONCLUSION AND F UTURE W ORK

In this paper, we presented an approach that enables to
automate the provisioning and management of composite
Cloud applications in compliance with non-functional security
requirements defined by policies. We extended the Management
Planlet Framework to support policy-aware provisioning and
management based on a certain kind of Management Policies
that enables binding non-functional security requirements
directly to the management tasks that must enforce them.
We introduced a new format for Management Policies that
are considered by Policy-aware Management Planlets during
the execution of management tasks. In addition, the extended
framework allows Cloud providers as well as application
developers to implement their own policy-aware management
logic in a flexible and reusable manner independently from
individual applications. The paper evaluates the presented
approach in terms of performance, feasibility, economics,
limitations, and extensibility. In addition, we implemented a
prototype that serves as a proof of concept of the presented
conceptual work. In future work, we will extend this concept by
a policy-aware preprocessing of topologies in order to increase
the reusability of planlets. This extension shall enable to define
global policies that are attached to the topology itself.
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