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Abstract—The manual effort required by social engineers to
obtain information about people and organizations that are in
their focus can be extremely high in case of targeted attacks.
Attackers, therefore, strive to automate processes as much as
possible. With a few menu entries and selections, it is already
possible to export email addresses from social media profiles,
as well as to send friend requests and phishing messages to
a large number of people. In this paper, we analyze the most
popular frameworks for modeling Social Engineering attacks
and generate a simplified and generalized meta-model. Based on
this model, it was analyzed which parts of Social Engineering
attacks can be automated using state-of-the-art tools that are
readily available. The capabilities of these tools were thoroughly
evaluated, including ready-to-use system environments. This work
is an extended version of our work conducted presented at ICCGI
2024.

Keywords-Automated Social Engineering; Social Engineering
Frameworks; Social Engineering Models; Technical Social Engi-
neering.

I. INTRODUCTION

This paper is an extension of our work [1] published in the
Nineteenth International Multi-Conference on Computing in
the Global Information Technology ICCGI 2024 and expands
the original text. Major new parts, aside modernization and
changes throughout the text, include a more conclusive
and comprehensive analysis of related attacker models, the
inclusion of OSINT (Open Source INTelligence) Link Lists
for searching for user data, as well as the discussion of
ready-to-use system environments in the reconnaissance phase.
Furthermore, key aspects were updated to the current state of
the art and the tool selection was expanded.

Social Engineering (SE) is an emerging threat that has
evolved along with networking and social media and has
attracted increasing attention in recent years. While fraud
existed long before, the widespread use of social media
and cyberspace provides fertile ground for traditional fraud,
as more and more personal information is shared but little
awareness and measures are in place to protect it [2].
Especially the widespread and constantly available Social
Networking Sites (SNS), are a playground to carry out

various forms of phishing attacks [3]. There are advanced
phishing attacks that spread through sharing SNS posts
that can lead to information leakage [3], but also targeted
attacks, where users working for a specific company are
identified and contacted through SNSs and their confidential
information is stolen, e.g., via direct messages [4]. Last but
not least, habituation effects also lead to various links being
clicked, posts being copied, liked, shared and pasted, which
ultimately promotes Social Engineering [3]. However, Social
Engineering requires a great deal of time spent cultivating
relationships, building trust, and then exploiting users to
obtain classified information [5]. The tools used for this
purpose are, in terms of basic information retrieval, mostly
located in the Open Source Intelligence (OSINT) area and
rely on a large collection of publicly available information on
the Internet about people and organizations. From the social
engineers’ point of view, the attacks need to be automated,
in order to reach many victims and they should behave
human-like, so that more victims fall for them [6]. Automation
is especially interesting in the reconnaissance phase, as e.g., in
the context of an initial information gathering phase, known
users would have to be searched for manually for hours on
various platforms and social media channels. this task can
already be performed by proprietary search engines, across
hundreds of platforms, with just a few mouse clicks. It is a
similar story with creating phishing messages, or phishing
sites. Instead of designing websites yourself that are used for
water-holing or phishing attacks, or instead of sending out
a high number of phishing messages via email yourself, a
few menu selections or clicks in the respective tools are enough.

This paper describes current automation possibilities which
can be used for Social Engineering. The structure of this
paper, after a brief introduction and analysis of related work
in Section II, it is divided into three main sections, where
relevant legal and ethical aspects for the work are considered
(Section III), a comparative analysis of Social Engineering
phase models and frameworks (Section IV), and the application
of the Social Engineering tools themselves (Section V) is
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conducted. Section VI provides a conclusion and suggestions
for future work, including answers to these research questions:
• RQ1: To what extent are freely available Social Engineering

supporting tools already automated and what does this mean
in terms of Social Engineering?

• RQ2: Which phases of Social Engineering can be handled
with the tools?

• RQ3: How do the different tools interact with each other,
are there tool suites that start and accompany a complete
Social Engineering process?

• RQ4: How reliable are the results of the tools?

II. RELATED WORK

In this section, we provide an overview on the most important
techniques, tools, advanced attacks, as well as trust factors and
alternative frameworks.

A. Techniques and tools

In addition to the literature by Mitnick [2] and Hadnagy [3],
publications by Talamantes [6] and Kim [7] were analyzed,
in which the first tools from the OSINT domain and the first
automated tools, including the Social Engineering Toolkit (SET)
and Maltego, were already mentioned. Handnagy additionally
describes in [8] the Social Engineering pyramid as another
Social Engineering phase model. An important distinction into
the attack categories ”Computer Based” and ”Human Based”
within Social Engineering, is made by Wang et al. in [9],
similarly in Aldawood and Skinner’s work [10]. In their paper,
Wang et al. also state that technical attacks are becoming
increasingly difficult and therefore Social Engineering attacks
are on the rise. Furthermore, they assumed the most important
attack media to be e-mail, websites and the telephone. Banire
et al. also describe in [11] that these also represent the most
common attack methods from which phishing, vishing and
smishing attacks result. In [10], it is also concluded that
virtual communities, after personal data is often stored in
these platforms, are the largest source of Social Engineering
attacks, as little technological know-how is needed once trust
has been established with the victims (see also the study
from Kenya [12]). Other techniques and tools, especially from
the OSINT domain and people-search engines, are described
in [13]. However, their main area of application extends to
the USA, as application within the EU, due to the General
Data Protection Regulation (GDPR), is not allowed as the
GDPR requires operators of the tools to ask for consent when
collecting personal data.

B. Advanced attacks and automation

A definition of automation is simplistically and naively made
in [14] as systems that take over the execution of tasks from
humans and thereby simply reduce the amount of work, or
attention, that humans need to devote to these tasks. Wang et al.
state in [15] that the wide adoption and availability of SNSs, the
Internet of Things (IoT), industrial Internet, and mobile devices,
have created greater attack surfaces for Social Engineering.
The reason behind this is that due to huge amounts of data

generated by their use and that people in today’s world share
more information about their own personal identities, activities,
relationships, locations, and personal interests, as well as their
work and work environments on social media combined with
the availability of Social Engineering tools, facilitates large-
scale Social Engineering attacks. Automated tools, mentioned
by Wang et al. in [15], in addition to ways to bypass phishing
and deep learning detection, include the automated chat bots
of Huber (ASE bot) [16], Lauinger et al. (Honeybot) [17],
amongst others. According to their own statements, compared
to the ASE bot, Honeybot moves one step further, by not having
humans communicate directly with a bot, but instead initiating a
conversation between two real people, with Honeybot acting as
a ”Bot in the Middle”, interposed in between. The behavior of
Honeybot by changing, replacing, or deleting parts of messages,
is individually controllable and the chance, for example, to
click on links, which are inserted, or changed by Honeybot,
is greatly increased, compared to other chat bots. The project
”Social Network Automated Phishing with Reconnaissance”
(SNAP_R) [18] on the other hand, interacts with users on the
Twitter platform and sends a machine-generated tweet to its
targets, which mostly contains a shortlink. Broken English and
shortlinks are accepted on Twitter due to the character limit,
which is why the authors see SNAP_R as an extension to SET
to automatically distribute phishing messages to a larger target
group. The ASE bot, Honeybot and additionally the Koobface
bot, spreading as malware through the Facebook social media
platform, are also cited as automated Social Engineering tools
in a study by Kaul and Sharma [19].

C. Trust factors as the basis for automation functionality

The trust factors that enable Social Engineering to be
successful, are described by Kano and Nakajima after an
experiment [20]. The fact that people are more likely to open
suspicious links in messages from Facebook friends than from,
e.g., their bank is also addressed by Stern at Kaspersky [21].
The latter go on to state that it is also widespread to clone
unrestricted Facebook profiles and send friend requests to
friends of this original profile. The goal is to use the cloned
profile to send convincing phishing messages or to get the
Facebook friends to click on phishing links.

D. Alternative Frameworks

In addition to the classical frameworks and Social Engineer-
ing models, presented in a subsequent section, models such as
the one described by Tong Wu et al. in [4], consisting of Social
Engineering Sessions (SES) and Social Engineering Dialogues
(SED) and the models in [22], which are still in early stages of
development represent alternative approaches for new Social
Engineering models.

III. LEGAL AND ETHICAL ASPECTS

When compiling and searching for information in the
context of Social Engineering, data and information from and
about specific individuals are used. This also holds true for the
experiments conducted in this study. While malicious attackers
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will not care about legal or ethical issues regarding private data
retrieval, this had, of course, been an issue during our research.
Data and information that can be traced back to individuals
is considered as personal data in the current version of the
General Data Protection Regulation (GDPR), under Article
4 [23], the processing of which is considered to be lawful
if there is consent for processing for one or more specific
purposes and these are processed appropriately for the purpose
and in accordance with the principle of data minimization [23]
and appropriate protective measures have also been taken
by the processor for the required storage period. Even if
information about individuals and institutions can be found
freely on the Internet, from an ethical point of view, it cannot
and should not be assumed that this information is also freely
available for use. However, information can also be interpreted
differently in the wrong circumstances, leading to unintended
and unfavorable outcomes for the individuals concerned.
Another dilemma is that the OSINT sample is minimized or
selected depending on the needs of the collector [13]. Thus,
important sources might indeed be intentionally neglected
in order to achieve a particular result. The handling of legal
and ethical aspects is quite different in the related work. This
ranges from permissions and questionnaires requested in
advance, to simply conducting experiments. Debriefing with
participants is rarely held. In order not to unknowingly turn
participants into experimental subjects, which has already
raised serious ethical concerns [24], own outdated and already
known leaked data was searched for first tests with the
tools. When processing the data and information found, an
attempt was made, despite automation, to take into account
the principle of data minimization and purpose limitation
as far as possible. Attention was paid to emerging and
possibly disadvantageous combinations of the results. The
search and test results were not saved after the application
of the different tools. In some cases, the tools automatically
created log files that contained the results of the search
queries. These log files were also deleted at the end of the tests.

New regulations will also result in new ethical and legal
requirements, especially when dealing with personal infor-
mation. Regarding the utilization of automation for Social
Engineering this is especially important, as SE touches two
very important aspects: Privacy, as already outlined in this
section, but increasingly also the use of Artificial Intelligence
(AI) methods. This is especially important with respect to
regulations like the AI Act [25] and the Data Act [26], which
are first attempts to regulate the use of information in AI.
While these are currently limited to the European Union, these
regulations could be exemplary for other legal regimes as well.
Of course, real attackers will not care about the legality of their
tool utilization, the topic is far more important for white hat
social engineers that use the tools for enhancing SE security in
companies: Since modern machine learning techniques require
training with quite large amounts of high quality data, the
question of the availability of legal training data needs to be
solved. This also includes issues like membership inference

attacks, where attackers can try to infer the existences of
certain persons in the training data of a trained model, which
could, again, pose a privacy problem. Further challenges result
from the lack of explainability of modern Machine Learning
(ML) tools [27], i.e., it is currently impossible to explain, why
a specific model arrives at a specific solution, even in full
knowledge of model, training and processing data. While this
is certainly no problem in case of criminal use of the tools, it
becomes a problem when white hat social engineers need to
be able to fully determine the inner workings of attack tools in
order to find countermeasures. In addition, even the white hat
use of certain tools could pose potential legal problems, which
has to be decided in the near future by the respective courts.

IV. SOCIAL ENGINEERING MODELS AND FRAMEWORKS

A standardized formulation of a Social Engineering attack, as
well as the sequence and temporal events, allows researchers
to compare different Social Engineering attacks with each
other. Next, we will compare the following most common
phase models and frameworks that divide Social Engineering
attacks into phases: The Cyber Kill Chain (M1) [28], the
Social Engineering Cycle (M2) [2], the Social Engineering
Lifecycle (M3) [29], the Social Engineering Pyramid (M4) [8],
the Social Engineering Attack Framework (M5) [30], the Cycle
of Deception (M6) [31], the Social Engineering Attack Spiral
(M7) [32], the Session and Dialogue Based Framework (M8) [4],
and the Phase based and Source based Model (M9) [33].

Following, we give a short overview on the most important
models.

A. The Cyber Kill Chain

Originally developed by Lockheed Martin [28], the Cyber
Kill Chain is one of the oldest and best known models that
saw some extensions and changes since 2011, e.g., by IBM
Security [34]. It consists of the following phases:
1) Reconnaissance: In the reconnaissance phase, targets (per-

sons, institutions or specific persons in institutions) are
selected and as much information as possible is obtained
about them. Any information, no matter how small and
seemingly unimportant, can be of significance for the further
course of the attack.

2) Weaponization: In this phase, an attack is prepared based
on the information previously obtained. On the one hand,
a pretext suitable for the attack target is drafted and on the
other hand, usable tools are compiled.

3) Delivery: In the delivery phase, the execution of an attack
is started. Prepared phishing messages are sent to selected
targets, prepared data carriers are deposited or water-holing
pages are activated.

4) Exploitation: In the exploitation phase, security gaps and
vulnerabilities of the attack target are exploited. This is
also where vishing calls take place, which can persuade the
attack target to co-operate and help.

5) Installation: In this phase, malware is installed unnoticed
on the devices of the targets. This can happen via the
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previously prepared data carriers or via one of the activated
water-holing pages.

6) Command and control: In this phase of the Cyber Kill
Chain, the previously installed malware is used to obtain
data, further personal information or access data.

7) Action on Objectives: In the final phase of the Cyber Kill
Chain, the attacks are concretised, systems are compromised
and data and access data obtained are exploited to complete
the attack.

A major criticism of the kill chain is its focus on malware,
as well as on the pure attacker perspective, a criticism that it
shares with many of the other models [35]. Furthermore, it is
neither cyclic in nature, nor does it allow for the repetition of
intermediate phases in the original version, which makes in
rather cumbersome to model realistic targeted attacks with
attackers moving inside a system and gradually taking it
over. This is especially problematic in the light of Advanced
Persistent Threats (APT), where attackers are highly persistent
and probe the system in many ways [35]. Due to its acyclic
nature. the Cyber Kill Chain focuses on a single intrusion
attempts, which does not reflect attacker behavior in the case
of APTs. Due to the popularity of the Cyber Kill Chain, several
enhancements have been proposed, e.g., by providing a holistic
model that also includes legal aspects and policy making [36].

B. Social Engineering Cycle and similar approaches

In contrast, the Social Engineering Cycle by Mitnick and
Simon [2] has a non-technical focus, which can be seen in
the four phases that, again in contrast to the Cyber Kill Chain,
are defined as a cyclic approach: (i) Research, (ii) Developing
rapport and trust, (iii) Exploiting trust and (iv) Utilization of
information.

An attack begins with the Research phase, in which
information is gathered and research is carried out on the
respective target. This can be done via all possible channels
(e.g. public sources, annual reports, marketing documents,
newspaper articles, websites, content from social media). With
more detailed information and insider information, identities are
assumed and references are made to people known to the victim.
In the next phase, relationships and trust are developed, which
are then exploited in the subsequent phase. In the exploitation
of trust phase, the victim is asked for favours and actions. A
special form of "reverse sting" also occurs here, in which the
victim asks the attacking side for help. In the final phase, the
information gathered is utilised. If it turns out in this phase
that something is still missing to finally achieve the goal, it
is possible to return to an earlier phase of the cycle. This
continues until the attacking side has achieved its goal.

When searching for social engineering life cycles or phase
models, the Social Engineering Lifecycle of the internationally
active IT security company Imperva [29] needs to be mentioned.
Imperva also uses a 4-phase model to illustrate the life cycle
of social engineering attacks, similar to Mitnick’s model, but
with different phases and names: (i) Investigation, where the
foundations for an attack are prepared. The victims of the
attack are selected, background information about them is

gathered, and suitable attack methods are chosen. (ii) Hook,
where the aim is to deceive the victims of the attack and gain
a foothold with them. Contact is made with the target, they
are deceived with an invented story and control is taken over
interactions. (iii) Play, which revolves around information that
is retrieved over a certain period of time. The implantation
from the previous phase is deepened, attacks are carried out,
business processes are disrupted and/or data is siphoned off.
Finally, (iv) the Exit phase, where the attack is completed,
ideally without arousing suspicion. To this end, all traces are
covered, malware is removed and the pretext, the story that was
invented in the hook phase, is brought to a natural conclusion.
This is rather different to the model of Mitnick and Simon
which does not explicitly tie up lose ends and go for a safe
exit.

The Social Engineering Pyramide by Hadnagy [3] is also
very similar to the Social Engineering Cycle, with the notable
deception that it is linear instead of cyclic. Furthermore, it is
the only one of the models analyzed in this work that has an
explicit reporting step included, which was especially included
by Hadnagy, as he used this approach for penetration tests for
customers, thus reporting was of the utmost importance.

Another approach derived from the works of Mitnick
and Simon is the Social Engineering Attack Framework by
Mouton [30], which was explicitly stated to be an extension in
order to cover shortcomings in the original cycle. In comparison,
the social engineering attack framework generally consists
of several more phases and is more detailed, especially at
the beginning, as the target of the attack cannot yet be
clearly defined at the start and it is not yet clear which
target persons could possibly help to achieve the desired
goal. For this reason, Mouton et al. introduced an additional
"Attack Formulation" phase. Furthermore, the "Information
Gathering" phase is more detailed in terms of the evaluation
of the information gathered, as this is of great importance
for the further course of the attack and the subsequent trust
relationships to be established are heavily dependent on the
quality of the information obtained from this phase. Another
important and additional phase, "Preparation", in which data
is prepared and attack vectors are selected, is found before the
"Develop Relationship" phase, which is very similar but differs
in the entry point. The "Exploitation Relationship" phase is
also described in more detail in this framework. Finally, there
is the additional debriefing phase in which the target persons
are to be put back into a normal emotional state (maintenance
process). The idea here is to make the target person feel good
so that they do not feel as if they have been attacked, in order
to counteract feelings of guilt from (unauthorised) disclosure
of information and thus avoid unforeseen consequences. In
the transition process within the final phase, a decision is
made as to whether the target of the attack has been achieved
or whether it is necessary to return to an earlier stage (e.g.
to obtain more information). As this approach is far more
complex when compared to the others, the original figure from
the original paper [30] is provided as Figure 1.

4International Journal on Advances in Security, vol 18 no 1 & 2, year 2025, http://www.iariajournals.org/security/

2025, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



Figure 1. Social Engineering Attack Framework by Mouton et al. [30].

C. Cycle of Deception

The Cycle of Deception [31] is a social engineering frame-
work that not only includes the phases from the perspective
of the attackers, but also those from the perspective of the
attack victims and their defenders. The model was developed
because the frameworks available at the time were considered
too simple and at the same time too opaque. According to
the authors, it is intended, among other things, as an aid for
training purposes, but also as a model for a holistic protection
strategy against social engineering. The framework is typically
depicted in the form of three concentric circular cycles, with
the outermost being the Attack Cycle, the next the Defense
Cycle and the innermost the Victim Cycle. Each cycle consists
of 5 steps that not only work in circular order, but also relate
to their counterparts in the other cycles.

a) Attack Cycle: The Attack Cycle is dedicated to the
behaviour and actions of the attackers with its included phase:
(i) Goal & Plan that includes the aim, purpose and justification
of the attack, (ii) Map & Bond, where attackers use various
search techniques to gather information about the attack targets,
(iii) Execute, where the attackers carry out an unauthorised
or punishable act, (iv) Recruit & Cloak, which refers to all
activities to conceal traces after an attack has taken place and
(v) Evolve/Regress, where he attackers learn from the process
and create an internal justification for what happened.

b) Defense Cycle: In the direction of the center, the
attack target, is the next defense cycle, which is dedicated
in phases to the options available to the defenders. In some
cases, the role of the defenders can be played either by the
victims themselves or by IT professionals: (i) Deter, providing a
deterrent effect through appropriate guidelines and perceptions
of good reporting lines in the event of incidents, (ii) Protect,
providing a small amount of sensitive data, training measures
for employees and an appropriate policy provide protection in
this phase, (iii) Detect describes the detection of attacks by
attentive employees or by technical equipment, (iv) Respond

by creating ways to easily report social engineering attacks
or attempts to do so and (v) Recover that includes knowledge
of the value of your own data, good existing policies and
well-documented, reported attacks in order to learn from them.

c) Victim Cycle: The Victim Cycle is placed directly
around the attack target and focuses on the behaviour of
the individual victims, to whom the authors believe too little
attention is paid when analysing attacks: (i) Advertise, the
victim (knowingly or unknowingly) possesses something of
value that makes them a target, (ii) Socialize & Expose, where
by interacting with the attackers, the victim can be deceived
into giving up their valuables or access to them, (iii) Submit,
the release of e.g., secret information, (iv) Accept & Ignore,
referring to the behaviour of the victim after an attack has
taken place, in that it was accepted, ignored or not noticed at
all and (v) Evolve/Regress, describing the development of the
attack target into the role of the learner, or into the role of the
victim.

D. Comparison and Technical Social Engineering model (TSE)

These models differ most clearly in the area of representation.
With M1, the M4, M8, and M9 represent in successive process
steps, the M2, M3, M5, M6, and M7, respectively, represent in
circuits. The fact that the majority of the researched frameworks
use a circular structure to describe Social Engineering attacks,
which mostly includes the phases of information gathering,
trust exploitation, attack development, and target fulfillment,
is also already described in [4]. The circular form provides
the possibility of representing the repetition of previous phases
when more information is needed, or the goal is not achieved
in a single phase [2]. M6 does not provide the opportunity to
return to a single previous phase, but provides a sequence of
several cycles spherically on top of each other, which makes this
framework seem to be very complex at first sight, especially in
combination with the inclusion of risks as a three-dimensional
component. The models and frameworks also differ in terms of
the number of phases. Apart from two models, all other models
were designed with fewer than eight phases. M1 is only to a
limited extent suitable for Social Engineering attacks, since
these types of attacks do not necessarily have to pass through all
phases of the framework. Also, the complete section, in which
relationships and trust are established, as well as exploited,
is completely missing. M4 shows five phases and is the only
model that includes reporting as the final step, for traceability
and documentation of the process and results. The model M3,
as well as model M2, are limited to a total of only four phases
with similar names. M2 is seen as a good basis in comparison
with M5, but too simplistic, according to [30], as it leaves too
much room for interpretation and does not include a debriefing
phase, which is intended in M5 to bring the target person back
to a normal emotional state. No matter how many phases the
respective models and frameworks have, a phase for thorough
information gathering is required at the beginning of every
successful Social Engineering attack, since the quality of the
information obtained contributes significantly to the success
of the subsequent phases. Based on the compared models and
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frameworks, the Technical Social Engineering model (TSE) was
designed, shown in Figure 2, which was reduced to only three
common phases, within which automation with tool support is
possible.

Figure 2. The Technical Social Engineering model (TSE).

A corresponding assignment of the phases of the previously
described phase models and frameworks to the phases of the
reduced model can be seen in Table I.

V. TOOL-SUPPORTED AUTOMATION FOR SOCIAL
ENGINEERING

While we tackled a lot of different tools during our analysis,
we will only be able to give a short outline on the findings
in this section, grouping the tools according to the previously
defined TSE model.

The tools in the information gathering phase are used to
obtain all kinds of information about a (potential) target.
Included in this phase are also tools used in reconnaissance
and OSINT, as well as Social Media Intelligence (SOCMINT).
Still, as this is not an analysis of OSINT tools, we did not
further dive into the extreme amount of apps there. We divided
the tools into (i) web-based and (ii) locally installed tools.

A. Web based tools for Information Gathering

1) Searching for user data: Google Dorks are pre-defined
searches that can be executed using the Google Programmable
Search Engine for automation as Custom Search Engines
(CSEs). This allows for fine-tuning and exchange of fine-tuned
searches, which can be accesses through catalogs. One of
the most prominent of these catalogs is the Exploit-DB [37].
At the time of the research, the then current status of the
exploit database was 7,341 Google Dorks. Using the Google
Programmable Search Engine [38], it is also possible to save
search queries online to Custom Search Engines (CSE). These
CSEs are also publicly accessible and usable for the general
public. A CSE by Brijesh Singh that is specially tailored to
social media platforms is available at [39], while Stefanie Proto
lists over 130 other available and directly usable CSEs in the
compilations [40] and [41] at the time of research.

Another important source for tool gathering are OSINT link
lists. During the research on automated social engineering
tools, links to lists with hundreds of links to web applications
were often provided in relevant forums, which are suitable for
OSINT purposes, but which can also support the information
gathering process within social engineering. Bellingcat [42], a
Dutch-based group of investigative journalists specializing in

OSINT investigations, provides a compilation of useful web
applications for use at [43] and [44]. Similar information can
also be found on the homepage of the OSINT researcher with
the pseudonym "Technisette" [45], as well as in the other
sources listed below:

• Technisette Tools [45]: Web-based OSINT tools and web
applications to support online searches, links to other partner
platforms, social media online search engines.

• Bellingcat’s Online Investigation Toolkit [43], [44]: Com-
pilation of several hundred web-based tools to support
information gathering, grouped according to application areas
(e.g. image search engines, social media, people search and
much more).

• OSINT for Journalists [46]: Media map and link list with
links to various OSINT online search engines, tool collec-
tions, links to other extensive link lists, web applications
and databases.

• Search Social Media [47]: Numerous online search engines
grouped according to social media platforms (Twitter, Reddit,
Periscope, Tumblr, Facebook, Instagram, YouTube, LinkedIn,
TikTok, Telegram, Snapchat, Pinterest). Links to other link
lists and search engines for information on people, user
names, telephone numbers and email addresses.

• Ph055a GitHub Repository [48]: GitHub
repositories Domains_OSINT_Collection and
OSINT_Collection contain link lists with numerous
links to OSINT resources available online, such as search
engines for users across several hundred social media
platforms, search engines for information about companies,
search engines for searching leaks, but also links to online
resources to investigate domains and IoT products, such as
subdomain enumerators and crawlers, link checkers, DNS
info, similar site search and much more.

• OSINT Framework [49]: An animated OSINT tool link
collection that offers freely available search engines and
web applications for searching and enumerating user names,
domains, e-mail addresses and archives as well as documen-
tation and training material.

The number of links in these lists is so extensive that it was
not possible to carry out a precise review as part of this work.
Random checks showed that not all links were functional and
not all tools worked automatically. It also turned out that
links to similar pages are included, which in turn contain a
large number of tool links. It also turned out that the listed
tools, search engines and browser plugins are very often similar.

Regarding Social Media platforms, the web application
CheckUsernames [50] allows the parallel search of over 300
platforms for user-names and linked profiles. Still, the search
is very limited, only allowing for exact (partial) matches
without additional intelligence. ReconTool [51] provides sev-
eral additional features, like e.g., mindmapping information
for dynamic interaction with the search engine. Even more
extended functionality is provided by HOPain Tools [52], [53],
as it also allows searching for pics, videos, detailed content
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TABLE I
PHASE ASSIGNMENT

Model Information Gathering Attack Preparation Attack Execution
M1 Reconnaissance Weaponization, Delivery Exploitation, Installation, Command & Con-

trol, Action on Objectives
M2 Research Developing Rapport and Trust, Exploiting

Trust
Utilize Information

M3 Investigation Hook Play
M4 Information Gathering Attack Planning Perform Attacks
M5 Information Gathering Preparation Exploit Relationship
M6 Map & Bond Execution
M7 Recon Relationship Building, Attack Scenario Build-

ing
Execution, Action on Objectives

M8 Attack Preparation Attack Implementation
M9 Using suitable gates of SNSs to gather infor-

mation about victim
Using suitable gates of SNSs to reach the
victim

Attack

like postings (also allowing filtering like time frames, location
or number of likes), as well as bitcoin addresses. Social media
platforms can be searched individually or in groups, for many
platforms require a respective account.

2) Technology checks: In order to expand the possibilities
of pretexts and impersonations for Social Engineering in
organisations, it can be helpful to examine existing websites
for the technologies used and possible vulnerabilities. The
following tools can be used as an alternative to considerably
more expensive systems due to higher licence and operating
costs. The result of a scan with BuiltWith [54] shows the
technologies, plugins and hosting provider used for a website,
but also other websites that use the same hosting provider, as
well as the duration and the respective public IP address under
which they were accessible. However, the results can only be
viewed to a limited extent in the free version, but are sufficient
for searching for Common Vulnerabilities and Exposures (CVE)
entries and for developing pretexts. Technological information,
telephone numbers, email addresses, CVE vulnerabilities with
the corresponding CVE number, public IP addresses used, open
ports, domain names, cybersquatting domains and much more
to determine further attack surfaces and risks of a website can
also be found out very conveniently with SpiderFoot [55]. The
SpiderFoot HX [56] version offers an even greater scope and an
intuitive, graphical interface that can display all this information
in the form of a node graph, where each node can be selected
individually. The scan results were surprisingly comprehensive
and consistently correct in the short time available and in view
of the basic version used. Regarding the analysis of industrial
(IoT) devices, Shodan [57], ZoomEye [58], Spyse [59] and
Chaos [60] seem to be the most popular. Shodan provides many
filter options and requires a familiarisation period in order to
achieve useful results. The search results depend on the time
in which Shodan has scanned the target system, but contain a
high level of detail about the scanned target system. Despite
language barriers, ZoomEye could be used with translation
software at the time of the research and the presentation of the
search results was very similar to Shodan. Surprisingly, Spyse
was only able to deliver a few results during the application
and using identical target systems and is therefore not very

suitable for Social Engineering purposes. Chaos was still at
an early stage of development at the time of the research.
On the other hand, SynapsInt [61] is a freely available tool
that also fits into this categorisation. It provides search results
for domains, IP addresses, SSL certificates, email addresses,
telephone numbers and Twitter accounts, as well as searching
for ransom bitcoin addresses and CVE numbers. The results
of a scan with the same inputs as before quickly delivered
correct results, a current screenshot of the page, a VirusTotal
analysis, the last available entry in the Internet archive Wayback
Machine, open ports and information on the hosting provider
used. In addition, all domains that can be reached under the
same IP address, all subdomains, internal links and related
social media links are listed and checked to see whether it is
included in various blocklists. The blacklist check also works
with entered email addresses. The leak check and the Twitter
account check did not work with a private email address that
has already been leaked many times.

3) Generate valid email formats: In order to generate the
formats for E-Mail addresses of targets, we had a look at the
search engines Email-Format [62] andHunter.io [63]. Hunter,
as well as Email-Format, derive patterns for corresponding
email address formats from a large number of email addresses
collected via web scans. Of the target domains entered for
testing, around a third did not return any search results. The
email address formats derived in both web applications appear
correct, and sample data is also displayed freely in both
applications, although it is not always up to date. Email address
format offers, in addition to the identified conventions, a larger
list of representative email addresses, as well as (depending
on the payment plan) the option of downloading them. In
comparison to Email Format, Hunter tends to limit the output,
but in addition to more up-to-date data records, it also shows
the occurrence of the representative email addresses, which
are used to derive the logics for the email addresses.

4) Data breaches and data leaks: Regarding searching
data breaches and data leaks, the IntelligenceX platform [64]
retrieves results from Dataleaks, Wikileaks, paste sites and
even the darknet for search queries, such as email, Bitcoin,
MAC and IP addresses, domains, URLs, telephone numbers,

7International Journal on Advances in Security, vol 18 no 1 & 2, year 2025, http://www.iariajournals.org/security/

2025, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



credit card numbers and much more. IntelligenceX offers a
so-called ”Third Party Search”, in which the search scope can
be extended again to several search engines (simultaneously
via pop-ups) and, for example, Vehicle Identification Numbers
(VIN) can also be searched for. There are separate search
functions for social media channels, links to OSINT link lists,
as well as file and encoding tools. The test searches carried
out delivered surprisingly accurate results. A privately used,
knowingly leaked email address that was no longer in use was
found, including the password used at the time of use. For
another, still privately used email address, it was possible to
find out in which data breach the email address appeared and
which platform was affected by the breach. Valid access data
was also found for other email addresses in the private sphere;
Reverse image searches from the third-party search category
with randomly uploaded images from private collections and
quick Google searches, mostly referred to Adobe stock images,
however; three out of ten uploaded images were found. The
VIN search was also tested with two different VIN numbers
from our own stock, but the search yielded no results.

5) Detecting online times: Online times of targets are
especially interesting for targeted attacks. The tool Sleeping-
Time [65] was analysed for the SNS platform Twitter and
successfully used with several Twitter accounts. SleepingTime
analyses the last 1000 tweets of a Twitter account and derives
an estimated ”sleep schedule” from the time stamps of the
respective tweets, in which the account is least active and in
use. WhatsApp Monitor [66] is a similar tool that works with
browser notifications when a specific WhatsApp contact is
available online. The use of the tool sounded very interesting
during the research, but could not be used at the time of the
tests, as the website was not accessible at the time of the tests.

6) Searching for personal information: Regarding searching
for personal information. Suche nach Personendaten, Web-
mii [67] compiles publicly available information about people
on the Internet and uses it to generate an online score that
is intended to show the availability of the person. Webmii
usually lists the results in four sections. (i) the results list,
containing the names of people who have interacted with the
target person on social media channels, (ii) search results from
various newspaper articles, (iii) results from various social
media channels and (iv) search results obtained via a Google
CSE. At first glance, IDCrawl [68] offers a wider range of
functions, as it can be used to search not only for people’s
names, but also for user names across 17 SNSs. A reverse
phone search is also offered. IDCrawl offers the option of an
”opt-out”, where you can exclude yourself from search results.
During the test and the search for own findable information,
IDCrawl was only able to verify one search result as correct,
but the topicality of the result was doubtful, as in this specific
case the user profile picture did not match and had already
been replaced some time ago. However, the accuracy of the
data is not guaranteed in large quantities at Webmii either, as
only parts of the information could be considered correct as
well. The majority of the search results were not usable, and
in some cases links to results could not be opened at all.

B. Locally installed tools for Information Gathering

1) Maltego and alternatives: The data mining tool Mal-
tego [69] is one of the best-known tool suites in the OSINT
environment and is almost unique in its range of functions.
Depending on the licence and the added plugins, the scope anc
capability of the software change. For the tests and the tool
comparison with a similar tool, the registered, free Community
Edition with eight free plugins was used, which provides a
certain number of credits depending on the query used. With
six out of one hundred available credits, it was already possible
to find domain information, whois entries, company owner data,
email addresses, telephone numbers, public IP addresses, all
plugins used on the website, as well as archived versions of
these since 2009. Audit reports from American companies in the
same business sector were also found in the Maltego document
cloud. However, these were not related to the exemplary target
company. As part of the research, a comparable alternative,
or supplement, to Maltego could be found, which, despite
critical voices [70], was implemented, licensed and tested
for comparison: Lampyre [71], which is only available on
Windows platforms and offers a similar overview to Maltego’s
Transformation Hub in the so-called ”List of requests”. The
advantage of the software is that the plugins do not have to be
installed individually; a selection (and like Maltego, the entry
of a corresponding API key) of the modules to be used, the
underlying and desired tasks, as well as the required parameters,
is sufficient for the start.

In direct comparison, Maltego is clearer and more structured
to use. Lampyre is simpler in terms of usability, the results are
mostly displayed in tabular form and graphical dependencies
are only possible in isolated cases. Furthermore, it is partially
unstable, e.g., during the application tests, various result tabs
suddenly stopped responding and could no longer be selected,
meaning that the results could no longer be viewed.

Of the plugins already included, Lampyre offers a selection
of search criteria that could not yet be found in Maltego and
vice versa. These included, for example, the search for IMEI
numbers, WLAN SSIDs or Vehicle Identification Numbers
(VIN) in Lampyre, while Maltego offers the Wayback Machine,
Movie Database, Blockchain.info or Google Maps Geocoding,
which are regularly updated and expanded in both applications.
Within Maltego, the origins of the search results and the use
of the search providers are traceable. At first glance, it is not
possible to recognise where Lampyre obtains the results of the
transformations if the search provider is not described in the
tasks. In the transformations to the same target organisation,
more search results could be achieved with Maltego with less
known data. The reliability of the data was also higher in
Maltego; for example, the public company Facebook account
could be found with Maltego, whereas Lampyre returned error
messages for these transformations.

2) Searching for user and personal data: Regarding search-
ing of account or personal data, CrossLinked [72] allows for
automated searches in LinkedIn by filtering external search
engine results, so-called Search Engine Scraping, thus not
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requiring account data for searching. When verifying the
results, it was found that although they were plausible (by
randomly comparing the results with the online employee
directory), but the results also included every person who had
specified St. Pölten UAS in their LinkedIn profile, not only
employees. When searching for another organisation without
results, it turned out that links from search engines were also
counted as results. The tools UserReCon [73] and Userrecon-
py [74], Nexfil [75], Sherlock [76], Us3R-F1nD3R [77] and
Thorndyke [78] promise similar functionalities with search
scopes spanning several hundred social media platforms. From
the own descriptions and command references of these tools,
it is clear that Sherlock is the only application that can process
several search entries as well as prepared lists in one search run.
The tools are very similar in their use and appearance, as are
the results. In addition to existing social media accounts, the
Instagram test account @dominikhatkeininsta could also
be found as a registered user on several platforms according
to the search results. As the test account was only created for
Instagram, it can be assumed that the search results are not
valid, except for the Instagram platform. This was confirmed
when checking the search results for the Twitter and Reddit
platforms. Buster [79] can also find users on social media
platforms, but the search scope is extended to the generation
of email addresses, which are provided from possible data
breaches, pastes and reverse-whois queries. Buster also shows
the sources of results, as the services of Hunter.io, among
others, are used in the background.

3) Technology checks: Regarding checking for technology,
TheHarvester [80] is already pre-installed under Kali Linux and
offers searches for domain information and Google dorks in 38
different search engines. Corresponding API keys are required
for use, and the search results can be limited in scope. In the
test, the search engines did not work properly under version
4.0.3, despite reinstalling the tool; under version 3.2.2, search
results could at least be obtained via Google, although most of
them were not valid. Raccoon [81] is basically an extension of
nmap. The tool is still in the development stage and the focus
is on simplicity. The convenience of using Raccoon lies in
the fact that the parameterisation of the nmap scans is already
predefined by the tool. In addition to the possibilities of nmap
scans and subdomain enumeration, Raccoon should also be
able to search cookies, recognise web application firewalls
and provide information on CMS, web servers and Whois
queries. However, this did not work in the test (without nmap
scan). A coherent subdomain enumeration could be carried
out using three different domains, including that of the St.
Pölten University of Applied Sciences, with Sublist3r [82],
Sn0int [83] and Frogy [84], whereby Frogy also uses Sublister
in the enumerations. Sublister also offers the option of a port
scan and a brute force scan, which were not performed. Under
Sn0Int, the subdomain enumeration is only a small part of the
functionalities. Frogy was still under development at the time
of research and testing. In addition to finding IPs, domains
and subdomains, it is also designed to find live websites and
login portals. What is particularly interesting about this tool is

that it can access the Chaos-database. Another tool suggested
in the information retrieval communities is ReconSpider [85],
which is a tool for the automated scanning of IP and e-mail
addresses, websites, telephone numbers, DNS and domain
information, but also for searching data breaches. ReconSpider
was able to consistently return correct data in the test entries,
but occasionally crashed with Python errors when making
entries in the menus for whois and domain queries.

4) Export data from social media: Regarding the export
of data from social media profiles, ReconSpider can display
information of Facebook, Twitter and Instagram accounts, but
this is limited to the name, number of followers and profile
description and cannot be exported. The tool OSINTGram [86]
on the other hand requires a valid Instagram account to be
usable. For export, optionally in *.txt and *.json file formats,
all addresses that can be read from posted image material, all
texts and comments that have been added to posted images,
the number of followers of the target account, as well as the
number of accounts that the target account follows, account
information, as well as the number of all likes, hashtags,
a list of all links of the target account and a list of all
accounts that have commented on posts of the target account
at any time are available. The ”fwersemail”, ”fwingsemail”,
”fwersnumber” and ”fwingsnumber” functions are particularly
interesting features for Social Engineering purposes, each of
which creates a list of telephone numbers and email addresses
(if specified in the respective accounts) of the followers and
followings. In the test application with the Instagram account of
the St. Pölten University of Applied Sciences, several thousand
pieces of data were found. With a private test account, the
consistently correct information could be provided in lists
within a short time. Sterra [87] also exports follower and
following accounts, including their account ID, user name,
specified name, biography, number of posts and links to the
respective account in CSV files. Within the application, it is
also possible to compare follower lists with each other and filter
them for similarities or differences. As Sterra works directly
with Instagram’s API, the reliability of the data is guaranteed.
List comparisons can also be carried out with the Python tool
Insta-Extract [88] and these are simpler in the application than
within Sterra, but not as extensive. What works well on the
social media platform Instagram in the test applications also
works with two other applications on the Twitter platform.
Twi1tter0s1nt [89], also known as TWINT and twosint, offers
pretty much the same functions on the command line that
TinfoLeak [90] also offers in a GUI. These include general
searches for user names, searches for geocoded tweets (if the
geolocation data in the tweets can be read), tweets in a specific
time window, filtering for specific terms, but also exporting
the number of followers. In addition to exports in several file
formats, TWINT also offers to translate tweets directly into
other languages using Google Translate. A time limit between
individual scrapes can also be set for scraping tweets using
the ”min-wait-time” parameter. TinfoLeak is easier to use with
the graphical user interface, where the desired operations are
simply ticked and provided with the corresponding values or
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data.

C. Ready-to-use system environments

The information procurement phase is very extensive due
to the large number of applications available. Automation
is largely attempted to be created within an application in
order to automate and positively influence time and effort
through recurring activities and queries (for example, the same
searches for different user names on social media platforms).
Applications such as Maltego and Lampyre use plugins from
various manufacturers and developers to offer automation with
various and different search queries within their own application.
During the research for social engineering tools with automation
and possibilities for this, two Linux distributions could also
be found, with which no complete automation can be created
in the process of information retrieval, but the effort is greatly
simplified by the convenient operation.

1) Tsurugi-Linux: Similar to the Linux distributions Kali and
BlackArch, the ready-to-use distribution of the Tsurugi Linux
project [91] is structured in a similar way. The distribution is
completely free and includes a variety of tools that can be used
for the purposes of digital forensics and malware analysis. The
distribution is based on Ubuntu and is available for download in
three versions. Two of the three versions are available as a live
system, while the third version can be downloaded as a ready-
to-use image for Oracle VirtualBox. Tsurugi is a double-bladed
sword used by Japanese monks. The metaphor of the double-
bladed sword has also been transferred to the distribution: there
is a profile switcher that switches from the digital forensics
environment to the OSINT environment, making numerous
tools for information gathering and reconnaissance purposes
conveniently available in the start menu with just a few mouse
clicks. A list of pre-installed tools can be viewed at [91], some
of which were also discussed in this paper independently of
this distribution. Similar to Kali and BlackArch, the tools must
be started manually, but the ease of use is increased by the
profile switcher and thus simplifies the process of information
retrieval.

2) CSI-Linux: The Linux distribution CSI-Linux [92] is also
designed for digital forensics. CSI-Linux optimises the time and
effort involved in the process of obtaining information by using
several tools, which have also already been discussed in this
paper, to enable the pre-parameterised starting of applications
with a so-called "case management" and to store the search
results clearly in a corresponding folder structure. Each new
investigation process starts with the creation of a new case file,
after which the desired type of investigation is selected. This
can be ”Social Media Intelligence (SOCMINT)”, for example.
The respective launcher is kept so simple, even when selecting
a different investigation (e.g. ”Domain and Website OSINT”)
that you only need to select what you want to search for. Special
knowledge of and in programmes and applications, as well as
the parameters required for use, is therefore not necessary. The
handling of API keys, some of which are subject to a charge, is
also kept simple and clear with this workflow-like user interface.
Keys can be added, exchanged or removed conveniently with

just a few mouse clicks. CSI-Linux is also available as a
ready-to-import image for Oracle VirtualBox. In addition, it
is also offered as a bootable image in the form of a forensic
RAW image. For support, there are also instruction videos and
walkthroughs for various application purposes at [92].

D. Tools for the attack preparation phase

The attack preparation phase includes those tools that,
depending on the selected attack scenario, are useful for
preparing attacks, e.g., for preparing payloads or phishing
messages.

1) Preparing Payloads: To prepare suitable payloads, al-
ready generated and available versions [93] can be used, or
new ones can be generated. In addition to one of the best-
known tools, the Social Engineering Toolkit (SET) [94], the
PowerShell script [95] designed by Matt Nelson and Matt
Robinson is also suitable for this, which creates an Excel
document after the run that creates a Meterpreter shell when
called on the target system. It also persists in the Windows
registry and in the user directory so that it can be executed
again when the system is restarted. A connection to the infected
system can be established via Meterpreter Reverse HTTP and
HTTPS. The MacroPack tool from Emeric Nasi [96] is more
up-to-date and has an extended range of functions compared to
the PowerShell script and requires a functioning and registered
Office installation on the system on which the payload is
to be integrated into an Office file. The tool also offers the
service of code obfuscation so that the malicious code in the
Office markers is not so easily recognisable and it supports all
Microsoft Office document versions and shortcut files in the
community version. The Pro version offers an even wider range
of functions and can be used on existing Office files. During
the tests, the generation of payloads with the PowerShell script
did not work, despite changes in the execution guidelines,
which originally prevented the execution of the script. For the
execution and use of MacroPack, it is recommended to adjust
the Windows security settings, as these prevent execution and
classify the tool as a serious threat. The tool Social_X, which
was supposed to be able to generate Trojans with its own
reverse shell and in the form of an *.exe file, unexpectedly
failed to install correctly and terminated after several start
attempts. Documentation for the tool was not available at the
time of testing and a linked YouTube video was no longer
available. Social_X is therefore only mentioned as another
possibility, as the last commit on GitHub was only a few
months old and the error could possibly be fixed soon.

SET, which is included in every current installation of Kali-
Linux, offers the option of automatically manipulating data
carriers, so that malicious code can be automatically executed
on removable media via the autorun function. This can be done
via an executable file, which is executed via the autorun.inf
file contained on the removable storage device, or via a file
format exploit to bypass any security warnings. TrustSec also
provides detailed documentation on SET. SET worked out of
the box and, with the TrustSec documentation, was simple and
reliable.
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2) Recognising tone and emotions in texts: In order to test
messages for the effect of emotions, the Tone Analyser [97]
from IBM was tested during the research into automated Social
Engineering tools. The Tone Analyzer can be freely tested
online in a web form and recognises the emotions and tones of
voice contained in an entered text via machine learning analysis.
The Node.js version of the Tone Analyser [98] offers free
analyses and support for several languages and files directly
for the first 1000 API calls per month after registration in
the IBM Developer Cloud. To quickly test the analysis, the
following sample texts were entered for analysis:
• Positive emotion: ”Dominik likes doing his master thesis all

night long :-)”
• Negative emotion: ”Dominik does not like doing his master

thesis all night long :-(”
Tone Analyzer carried out the analyses with respect to the
emotions ”Confident”, ”Joy” and ”Sadness” and classified the
strength of the expressions in the messages with different
colours. In further tests, with different text fragments, Tone
Analyser also classified in the direction of ”Analytical” and
”Tentative”. We did not conduct any further tests, as this work
is not focusing on the capabilities of emotion detection, but
on the general usability of the tools.

3) Bot preparation: Parts of a Social Engineering attack can
also be carried out by bots, depending on the target and attack
scenario selected. Implementations of Twitter bots, modelled
on Realboy [99] or SNAP_R [100], for example, can be used
in the attack execution phase for the automated distribution of
phishing links. In the attack preparation phase, corresponding
Twitter accounts can be created, filled with content and
equipped with a network of followers and followings to make
them more credible. Both bots, Realboy and SNAP_R, were
not tested and evaluated in this work, as there exists ample
recent work analyzing bot preparation for Social Engineering.

E. Tools for the attack execution phase

The attack execution phase includes all those tools that can
directly execute a Social Engineering attack. While researching
the relevant tools, it emerged that the automation of attack
tools is described almost exclusively in terms of phishing with
website cloning, mass emails and occasionally the use of bots.

1) Phishing with website cloning: SET [101] offers the
possibility to clone any website into a website with phishing
or hosting multiple attack methods. The cloned page is
ready for use as soon as it is entered, and the user data
entered is displayed in colour directly on the command line.
Zphisher [102] works in a similar way, also with regard to
website cloning. Unlike SET, however, Zphisher only offers
ready-made templates for phishing pages and does not clone
individual pages. This is also the case with phishEye [103],
although it is the only tool listed that also offers the option of
cloning websites for mobile devices. During the application
tests, it was found that although Blackeye [104] provides a
number of templates for social media platforms, these could
not be tested directly as an error occurred when generating
the phishing links and no links were generated or output

for use. SocialFish [105] could also not be fully tested and
evaluated, as module error messages occurred within the
main application when the application was started, despite all
installed requirements and dependencies. The documentation
for the app is very brief and rudimentary, so the error could
not be rectified. Cloning the GitHub repository again did not
help either. StormBreaker [106] extends the list of phishing
tools mentioned in this subsection with a tool that cannot clone
websites like the others mentioned so far, but instead generates
pages and links with the help of Ngrok with a maximum of
two inputs, which enable access to the camera, microphone
and location data of the end devices. The location data is
returned with a Google Maps link. StormBreaker also offers
an ”OS Password Grabber” function, which is designed to
transfer the passwords entered. During the tests, there were
difficulties with this part of the function, as either the links to
be sent were not generated or the application did not respond to
inputs. However, the functionality of accessing the microphone,
camera and location data of the potential target’s device is
only possible if all phishing warnings displayed by the current
browser generations are ignored when the page is accessed and
authorisation to access the microphone, camera or location is
granted accordingly.

2) Mass mailer: In addition to individual (spear) phishing
messages, the Social Engineering toolkit SET [101] can also be
used to set up the sending of mass emails. The email addresses
of the recipients can be provided via a separate text file, and a
separate mail server or sending via Google Mail (gmail) can be
selected for sending. The message content is accepted in both
HTML and plain text formatting. A test mailing with SET was
carried out using our own mail server. As expected, the e-mail
message was classified as SPAM and filtered accordingly. In
many cases it is not clear before sending a message whether it
will be blocked by a mail server or whether it will be delivered
without any problems. In order to check the behaviour of mail
servers when a message is received, a check can be carried
out in advance using Phishious [107]. According to its own
information, Phishious is the only tool to date that makes it
possible to scan phishing attacks via email. Phishious analyses
the header data of undeliverable messages and can therefore
predict whether a message will be delivered or classified as
spam or junk mail. Another mass mailer tool can be seen in
Catero [108]. In addition to the option of cloning websites,
Catero offers various ways of sending automated messages
and can be controlled entirely via the Command Line Interface
(CLI). Catero supports sending messages via Twillo accounts
for sending SMS messages, sending via LinkedIn accounts and
WebMail services, Google Voice and iMessage.

3) Bot utilization: Another type of automation of Social
Engineering using bots is the preparation for the use of SM-
SRanger[109], which is based on a Telegram bot. SMSRanger
sends automated messages to people, in each case on behalf of
a bank, and asks them to enter OTP codes (One Time Password)
in corresponding websites or in an automated call via a voice
bot using the telephone keypad. The service contains daily
updates, is available in various languages and is subject to
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a charge. At the time of research, calls from and to various
countries, including German-speaking countries, were also
included for USD 425 per month. SMSRanger is controlled via
a Telegram chat. This bot was also not activated for security,
legal and ethical reasons. With Honeybot [17], Tobias Lauinger
et al. have already shown that conversations between two
people can be started and influenced and controlled by the
bot-in-the-middle, which can also be used to carry out attacks.
The Honeybot tool is only mentioned in this section and was
not tested or evaluated in this paper, as this has already been
done in related work.

VI. CONCLUSION AND FUTURE WORK

In this section, we provide some conclusion, but also
references for future work in this fast evolving topic.

A. Conclusion

In order to better understand automation in the area of Social
Engineering and to be able to search for suitable tools and tool
suites, but also to be able to classify automation in different
phases of Social Engineering, various Social Engineering
frameworks were analyzed and compared with each other.
It was found that the various models often differ in the number
of phases and that classifying automated tools into individual
phases in this way is not purposeful. Therefore, a compression
to common phases of all models was carried out and from
this, the technical Social Engineering model was derived.
Furthermore, the individual phases of the described frameworks
from other works were assigned to the phases of the technical
Social Engineering model, using phase mapping. A similar
and comparable abstract model could not be found by the
time of writing this paper. For the listing and clustering of the
automation-supported Social Engineering tools within Section
V, the individual phases of the technical Social Engineering
model were used. The clustering of the corresponding tools
shows that in the information gathering phase there exists a
lot of diversity and a large number of tools allowing for the
most automation possibilities, as there is a large community
of interested parties and contributors from the OSINT area.
This was shown not only in the short intervals, in which tools
and updates to existing tools are published, but also in the
linguistic diversity in which the applications are written. The
short intervals make it impossible to list and test all of the
available tools. A selection of over 140 tools, written in German
or English language, were subjected to a practical application
and comparison, where it was found that information retrieval
within the European Union has become more difficult since
the introduction of the General Data Protection Regulation,
and that web applications for information retrieval in particular
largely only provide results in the states of the USA. There
are, in the applications that are available free of charge, often
query limits implemented that only allow a small number
of queries within a certain period of time. Registering to
receive an API key, shifts the query limits, depending on
the chosen tariff and tool, but also the up-to-dateness, as
well as the amount of data provided. Within this work, only

freely available tools and API keys free of charge were used.
Furthermore, it became apparent that results must be manually
checked for plausibility and validity before further use, since
the results of automated tools, with the exception of those that
read information directly from social media platforms, are not
necessarily correct or appropriate. When using the tools to
gather information from social media platforms, most of the
platforms require a registered account. When using the tools
to prepare for attacks, it has been shown that automation can
be summarized to the preparatory generation and creation of
payloads and bots, as well as support in the formulation of
texts. When using the tools in the attack execution phase, the
researched and mentioned tools could be summarized into the
categories ”phishing with website cloning”, ”mass mailers” and
the ”use of bots”. A completely end-to-end automated software
that can map a complete Social Engineering attack in all of its
phases could not be found. The two tools Maltego and SET
are, after completion of the tests and comparisons, the most
functional and reliable tools.

B. Answering the research questions

The research questions posed at the beginning of the paper
can thus be answered as follows.

a) RQ1: The freely available Social Engineering tools are
automated in the sense that recurring query and search work can
be performed automatically, thus significantly reducing manual
effort. Searches can be performed via web applications, but also
locally installed tools. Web applications shine with simpler
operation and fast availability. The automation possibilities
are greater when using the APIs of the search providers and
platforms, since the results can be processed further in an
automated manner if the appropriate output is available. A
completely automated solution could not be found and is
correspondingly difficult to develop, since Social Engineering
can be very dynamic and the validation and decision as to,
whether data and information fit a current target and scenario,
must be made manually by the social engineers themselves.
Automation is also already available in the execution of attacks
and in the corresponding preparation, and the corresponding
tools are already very easy to use. During the application and
writing of the paper, it has become evident that the selection and
availability of automated tools for the purpose of information
retrieval is the largest. One justification of this can be the
availability of a large community from the OSINT domain.
Another reason can be seen in the greater availability of
these tools, among other things for awareness-raising measures.
With regard to quality, it was stated in the paper that the
scope of the search and the number of permitted searches are
subject to certain limitations, depending on the platform and
are only increased with paid subscriptions. This also affects
the reliability of the search results. Regarding availability,
interesting tools could be collected during the research phase,
but during the testing and application phase a few weeks
later, they were no longer available and applicable. The free
availability of automated Social Engineering tools means that
these tools are available to any person, can be used by any
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person, and thus any person can easily use Social Engineering
techniques, without much effort or in-depth knowledge. Due
to the availability of ready-to-use system environments, pre-
configured systems are provided, which, with a simplified
graphical user interface, can deliver usable results within a
short period of time, even for beginners.

b) RQ2: The various frameworks and phase models differ
in terms of the number of phases, as well as the processes
within the phases themselves. Generally speaking, the phases
of reconnaissance and the phases, within which attacks take
place, are best served and supported by automation. Due to the
number of differences between the various Social Engineering
models, it was not possible to map the automated tools to all
models, which is why the abstract technical Social Engineering
model was derived from the other analyzed frameworks.

c) RQ3: Records must be manually selected, validated,
and formatted for the next tool. Toolsuites, which offer
multiple options and whose functionalities can be extended
with plugins, such as the mentioned tools Maltego, Lampyre, or
also Spiderfoot HX, can transfer results into new searches most
easily. These tools cannot guide a complete Social Engineering
process, but they accompany a large part of it very reliably.

d) RQ4: The results of the tools depend very well on the
respective mode of operation itself. While some of the tools, in
order to deliver search results, make use of searching in archive
databases or searching crawled and scanned websites, some
tools access live data directly. In free program versions, live
data was only analyzed by tools that search across social media
platforms, for example Tinfoleak or OSINTGram, and required
a corresponding user account. Searching crawled pages affects
the reliability and the up-to-dateness of the results.

C. Future Work
As an extending future work, paid API keys of the appli-

cations, offering higher-value subscriptions, can be purchased
and the results compared between the premium versions. Under
appropriate legal and ethical coverage, extended use of the tools,
including for awareness and training purposes, is conceivable.
In the light of the increasing number of phishing messages, the
comparison and use of professional Social Engineering tools,
such as CanIPhish, GoPhish and SET, in the corporate context
is a possibility. From this, organizational countermeasures,
suitable for the respective organization, can be derived and
an anti-Social Engineering framework can be designed. In
the analysis of free tools, it was found that search platforms,
including Hunter.io, Shodan.io, as well as _IntelX, were used
in common by some tools. In the context of a future work,
the comparison of which and how many search engines and
databases are used in the background, together and whether
the results, despite use of same sources, differ. Also, the
development of an automated Social Engineering application,
which can link the applications and results of different Social
Engineering tools together, can be initiated.
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Abstract—Cybersecurity includes preventing, detecting, and 

reacting to cyber-security attacks. Cyber resilience goes one step 

further and aims to maintain essential functions even during 

ongoing attacks, allowing to deliver an intended service or to 

operate a technical process, and to recover quickly back to 

regular operation. During an ongoing attack, the impact on the 

overall system operation is limited if the attacked system stays 

operational, maybe with degraded performance or 

functionality. Control devices of a cyber physical system 

monitor and control a technical process. This paper describes a 

concept for a control device that reduces its operation 

depending on the current threat landscape, maintaining its basic 

and essential functionalities. If attacks have been detected, or if 

relevant vulnerabilities have been identified, the functionality is 

increasingly limited, thereby reducing the attack surface in 

risky situations, while allowing the device and the cyber physical 

system to stay operational.  

Keywords–cyber resilience; cyber physical system; industrial 

security; cybersecurity. 

I. INTRODUCTION 

A Cyber Physical System (CPS), e.g., an industrial 
automation and control system, contains control devices that 
interact with the real, physical world using sensors and 
actuators. They implement the functionality to control and 
monitor the operations in the physical world, e.g., a 
production system or a power automation system. A control 
device can be a physical device, e.g., an industrial Internet of 
Things (IoT) device, an electronic control unit, a 
Programmable Logic Controller (PLC), or a virtualized 
control device, e.g., a container or virtual machine executed 
on a compute platform. Control devices communicate via data 
networks to exchange control commands and to monitor the 
CPS operation to realize different automation use cases. These 
use cases may comprise predictive maintenance or the 
reconfiguration of control devices for flexible automation and 
for optimizing operational systems (Industry 4.0), or specific 
line protection features in power system operation. The 
connectivity of control devices is thereby increasingly 
extended towards enterprise networks and towards cloud-
based services, increasing the exposure towards attacks 
originating from external networks or the Internet [2]. 

Being resilient means to be able to withstand or recover 
quickly from difficult conditions [3][4]. The Cybersecurity 
puts the focus on preventing, detecting, and reacting to cyber-

security attacks. With cyber resilience, the scope is extended 
to the aspect to continue to deliver an intended outcome 
despite an ongoing cyber attack, and also to recover quickly 
back to regular operation. When an attack is carried out, the 
impact on the overall system operation is limited if the 
attacked system stays operational, even with degraded 
performance or functionality. Even during attacks, intended 
services can still be provided, at least in a limited way.  

This paper, as an extended version of [1], describes a 
concept for a control device that can adapt to a changing threat 
landscape by adapting and limiting its provided functionality. 
If attacks have been detected, or if relevant vulnerabilities 
have been identified, devices can limit their functionality 
increasingly towards only basic and essential functions, 
thereby reducing their attack surface in risky situations. Basic 
and essential functions refer to the main functionality of a 
device that contribute to the intended operational use case and 
the embedding operational environment. This paper 
extends [1] by giving an overview on industrial CPS and their 
cybersecurity, and by describing the concept of a resilience 
engine, an isolated execution environment ensuring that the 
resilience functionality is executed in a trustworthy way even 
if the main functionality of the control device has been 
manipulated. Furthermore, the evaluation section has been 
extended.  

The remainder of the paper is structured as follows: 
Section II gives an overview on related work, Section III on 
industrial CPS, and Section IV on their integrity protection. 
Section V describes the concept of graceful degradation under 
attack, and Section VII presents a usage example in industrial 
automation systems. Section VIII provides an evaluation of 
the presented approach from different perspectives relevant 
for an industrial application. Section IX concludes the paper 
and gives an outlook towards future work. 

II. RELATED WORK 

Cybersecurity requirements for Industrial Automation and 
Control Systems (IACS) are defined in the standard series 
IEC62443 [5]. This series provides a holistic security 
framework as a set of standards defining security 
requirements for the development process and the operation 
of IACS, as well as technical cybersecurity requirements on 
automation systems and the used components. IEC62443 
requires that the IACS security measures do not cause a loss 
of essential services and functions, i.e., essential functions 
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have to be kept operational in a degraded operation mode. A 
main objective is that deployed cybersecurity measures do not 
negatively impact the availability of the IACS operations. An 
essential function is defined as a “function or capability that is 
required to maintain health, safety, the environment and 
availability for the equipment under control”. Essential 
functions have to be maintained also during denial-of-service 
attacks, or if a zone boundary protection, e.g., a network 
firewall, activates an island mode with limited or no 
connectivity. Further requirements address backups of the 
configuration of IACS devices, allowing to restore 
configurations, and the recovery and reconstitution to a known 
secure state after an incident.  

Cyber resilience in the broader meaning to keep systems 
operational under attack and to recover quickly gets increasing 
attention, as can be seen by recent security standards and the 
regulation of the European Cyber Resilience Act (CRA) [6] 
and the Delegated Regulation for the Radio Equipment 
Directive (RED) [7]. The regulation of the Cyber Resilience 
Act (CRA) [6] includes in Annex I the requirement to 
maintain essential and basic functions under attack ( “protect 
the availability of essential and basic functions, also after an 
incident, including through resilience and mitigation measures 
against denial-of-service attacks”). The development of 
corresponding standards addressing CRA regulative 
requirements has just started. The NIST Cybersecurity 
Framework (CSF) 2.0 [11] gives general guidance on 
managing risk, addresses resilience for normal and adverse 
situations. The standard NIST SP800-193 [8] describes 
technology-independent guidelines for resilience of platform 

firmware. Resilience-specific roots of trust are defined for 
update of platform firmware, for detection of a corrupted 
firmware, and for recovery from a compromised platform 
state. England et al. give a high-level overview of the Cyber 
Resilient Platforms Program (CyReP) [10], describing 
hardware and software components addressing NIST SP800-
193 requirements. A working group on “cyber resilient 
technologies” of the Trusted Computing Group (TCG) is 
working on technologies to enhance cyber resilience of 
connected systems. Here, different building blocks for cyber 
resilient platforms have been described that allow to recover 
from a malfunction reliably back into a well-defined 
operational state [9]. Such building blocks support cyber 
resilience as they allow to recover quickly and with reasonable 
effort from a manipulated state. Basic building blocks are a 
secure execution environment for the resilience engine on a 
device, protection latches to protect access to persistent 
storage of the resilience engine even of a compromised device, 
and watchdog timers to ensure that the resilience engine can 
in fact perform a recovery. A further standard, ETSI 
EN 303 645 [12], describes specific security requirements for 
the consumer IoT device domain, addressing also resilience 
by the requirement to “remain operating and locally functional 
in the case of a loss of network access”.  

III. INDUSTRIAL CYBER PHYSICAL SYSTEMS 

An industrial CPS, i.e., an IACS, monitors and controls a 
technical system. Examples are process automation, factory 
automation, production machines, building automation, 
energy automation, and cloud robotics. Figure 1 shows an 
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Figure 1. Industrial Cyber Physical System. 
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example of an IACS, comprising different control networks 
connected to a factory network and a cloud backend system. 
Sensors (S) and actuators (A) of a technical system are 
connected with control devices directly or via remote 
input/output (IO) modules. The technical process is controlled 
by measuring its current state using the sensors, and by 
determining the corresponding actuator signals. Separation of 
the network by gateways (GW) is used to realize distinct 
control networks with strict real-time requirements for the 
interaction between sensors and actuators of a production cell, 
or to enforce a specific security policy within a production 
cell. A Supervisory Control and Data Acquisition (SCADA) 
system allows operators to monitor and influence the technical 
operation, and a Manufacturing Execution System (MES) can 
be used to plan, track, and document manufacturing steps.  
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Figure 2. Control Device. 

Figure 2 shows the typical structure of automation 
components that monitor and control the physical world using 
sensors and actuators. The monitoring and control 
functionality is defined by its firmware/software that is 
executed on a central processing unit (CPU) and the 
corresponding configuration data, both stored in non-volatile 
memory (Flash). A network interface (NW IF) allows 
communication with other devices, e.g., via Ethernet or via 
wireless communications as wireless local area network 
(WLAN) or a private 5th generation (5G) mobile 
communication system. 

In a CPS, the impact of an attack in the OT system may 
not only affect data and data processing as in classical IT, but 
it may have an effect also on the physical world. For example, 
production equipment could be damaged, or the physical 
process may operate outside the designed physical 
boundaries, so that the produced goods may not have the 
expected quality, or even safety-related requirements could be 
affected. 

IV. CPS CYBERSECURITY 

Cybersecurity mechanisms have been known for many 
years and are applied in smart devices (Internet of Things, 
Cyber Physical Systems, industrial and energy automation 
systems, operation technology). Such mechanisms target 
source authentication, system and communication integrity, 
and confidentiality of data in transit or at rest.  

A. Industrial Security  

Protecting IACS against intentional attacks is demanded 
by operators to ensure a reliable operation, and also by 
regulation. The main relevant industrial security standard that 
describes security from a holistic perspective is IEC 62443 
[3]. Security requirements defined by the industrial security 
standard IEC 62443 range from security processes during 
development and operation of devices and systems, personal 
and physical security, device security, network security, and 
application security, addressing the device manufacturer, the 
integrator as well as the operator of the IACS.   

Industrial security is also called Operation Technology 
(OT) security, to distinguish it from general IT security. 
Industrial systems have different security priorities and 
requirements compared to common IT systems. Typically, 
availability and integrity of an automation system have higher 
priority than confidentiality. Specific requirements and side 
conditions of industrial automation systems like high 
availability, planned configuration (engineering info), 
scheduled maintenance windows, long life cycles, unattended 
operation, real-time operation, and communication, as well as 
safety requirements have to be considered when designing an 
OT security solution. 

B. Control Device Integrity 

The objective of device integrity is to ensure that a single 
device is not manipulated in an unauthorized way, ensuring 
that it operates as genuine device. Device integrity is highly 
relevant for industrial control devices to ensure their reliable 
operation.  

Integrity protection includes the integrity of the device 
firmware, the integrity of the device configuration, but also its 
physical integrity. The main technologies to protect device 
integrity are: 

− Secure boot: A device loads at start-up only unmodified, 

authorized firmware. Typically, a device verifies the 

digital signature of loaded firmware before executing it. 

− Measured boot: The loaded software modules are 

checked at the time they are loaded. Usually, a 

cryptographic hash value is recorded in a platform 

configuration register of a hardware or firmware Trusted 

Platform Module (TPM). The configuration information 

can be used to grant access to keys, or it can be attested 

towards third parties.  

− Protected firmware update: When the firmware of a 

device is updated, the integrity and authenticity of the 

firmware update is checked. The firmware update image 

can be digitally signed.  

− Application whitelisting: Only allowed, known 

applications can be started on a device. A whitelist 

defines which application binaries can be started.  

− Runtime integrity checks: During operation, the device 

performs a self-test of security functionality and integrity 

checks to verify whether it is operating as expected. 

Integrity checks can verify the integrity of files, 

configuration data, software modules, and runtime data 
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as the process list, i.e., the list of currently executed 

processes.  

− Process isolation, kernel-based Mandatory Access 

Control (MAC): Hypervisors, OS-level virtualization 

such as containers, or kernel-based MAC systems can be 

used to isolate different classes of software (security 

domains). An attack or malfunction of one security 

domain does not affect other security domains on the 

same device.  

− Tamper evidence, tamper protection: The physical 

integrity of a device can be protected, e.g., by security 

seals or by tamper sensors that detect opening or 

manipulation of the housing. 

− Device integrity self-test: A device performs a self-test 

to detect failures. The self-test is performed typically 

during startup and is repeated regularly during operation.  

− Operation integrity checks: Measurements on the device 

can be compared with the expected behavior in the 

operative environment. An example is the measurement 

of connection attempts to/from the device, based on 

parameters of a Management Information Base (MIB).  

These technologies protect the device integrity, ensuring that 
the device’s control functionality operates as designed, and to 
detect manipulations. Device resilience technologies are 
needed on top to support a reliable operation during attacks 
and to recover quickly. 

C. Cyber Physical System Integrity Monitoring 

Integrity does not only affect single devices, but also the 
overall system level comprising a set of interconnected 
devices. The main approaches to protect system integrity are 
collecting and analyzing information at system level: 

− Centralized Logging: Devices provide log data, e.g., 

using Open Platform Communication Unified 

Architecture (OPC UA) protocol, Simple Network 

Management Protocol (SNMP), or syslog protocol, to a 

centralized logging system for further analysis. This may 

be done in a Security Information and Event 

Management (SIEM) System and lead to reactions on 

identified cybersecurity events. 

− Runtime device integrity measurements: A device 

integrity agent provides information gathered during the 

operation of the device (see also subsection B above). It 

collects integrity information on the device and provides 

it for further analysis. Basic integrity information 

includes the results of a device self-test, and information 

on the current device configuration (firmware version, 

patches, installed applications, configuration). 

Furthermore, runtime information can be gathered and 

provided for analysis (e.g., process list, file system 

integrity check values, partial copy of memory). 

− Network monitoring: The network communication is 

intercepted, e.g., using a network tap or a mirror port of 

a network switch.  

The captured integrity information can be used for system 
runtime integrity monitoring to detect integrity violations in 
in a timely manner. Operators can be informed, or actions can 
be triggered automatically. Furthermore, the information is 
archived for later investigations. This allows that integrity 
violations can be detected also later with a high probability, so 
that corresponding countermeasures can be initiated (e.g., 
plan for an additional quality check of produced goods).  

An intelligent analysis platform performs data analysis 
(e.g., statistical analysis, big data analysis, artificial 
intelligence) and triggers suitable respondence actions (e.g., 
alarm, remote wipe of a device, revocation of a device, stop of 
a production site, planning for additional test of manufactured 
goods).  

D. Resilience Under Attack 

In a cyber physical environment, a main objective is that 
the CPS stays operational and that its integrity is ensured. In 
the context of an industrial automation and control system, 
that means that intended actions of the system in the physical 
world continue to take place even when the automation and 
control system of the CPS is attacked successfully. Risk 
management, the established approach to cyber security, 
identifies threats and determines the risk depending on 
probability and impact of a potential attack. The objective is 
to put the focus of defined security measures on the most 
relevant risks, reducing the probability that a successful attack 
takes place, and reducing the impact of successful attacks, 
e.g., by detecting successful attacks by security monitoring 
allowing to react, e.g., by shutting down a CPS.  

Resilience, however, puts the focus on a reduction of the 
impact of successful attacks, where the system can stay 
operational with a degraded performance or functionality, and 
to recover quickly from a successful attack.  

Being resilient means to be able to withstand or recover 
quickly from difficult conditions [12]. It shifts the focus of 
“classical” IT and OT security, which put the focus on 
preventing, detecting, and reacting to cyber-security attacks, 
to the aspect to continue to deliver an intended outcome 
despite an adverse cyber attack taking place, and to recover 
quickly back to regular operation. More specifically, 
resilience of a system is the property to be resistant to a range 
of threats and withstand the effects of a partial loss of 
capability, and to recover and resume its provision of service 
with the minimum reasonable loss of performance. 

t
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Figure 3. Concept of Cyber Resilience. 
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Figure 3 illustrates the concept of cyber resilience: When 
an attack is ongoing, the impact on the CPS operation is 
limited as basic and essential functionality is maintained in a 
reliable way. The effects of an attack on the CPS operation are 
“absorbed”, so that the CPS can stay operational, but with 
limited performance or functionality. In particular, it can be 
avoided that the CPS has to be shut down completely. A 
recovery takes place to bring the system up to the regular 
operation in a fast and trustworthy way.  

V. CONTROL DEVICE WITH GRACEFUL DEGRADATION 

UNDER ATTACK 

Control devices of a cyber physical system monitor and 
control a technical process via sensors and actuators. The 
proposed enhanced control device can adapt to a changing 
threat landscape by adapting and limiting its functionality 
depending on the current threat landscape. If attacks have been 
detected, or if relevant vulnerabilities have been identified, the 
functionality of the device is increasingly limited towards 
essential functions. This graceful degradation under attack 
reduces the attack surface in risky situations, while 
maintaining essential functions of the device. This allows the 
cyber physical system, in which the control device is 
deployed, to stay operational even during attack. 

Figure 4 shows the concept of a control device that is 
designed for graceful degradation under attack. The main 
functionality of the device is realized on its processing system 
by multiple SoftWare Components (SWC) that are executed 
by an Operating System (OS) and/or an app RunTime 

Environment (RTE). Software components may, e.g., 
implement the control function and diagnostic functions. The 
components interact with the physical world via sensors and 
actuators that are connected via an Input/Output (I/O) 
interface. The processing system uses a Secure Element (SE) 
for secure key storage and cryptographic operations, a 
Random Access Memory (RAM), a flash memory, and a 
Communication Module (ComMod).  

An attack detection and criticality evaluation module 
monitors the operation of these device components to detect 
unexpected device behavior, here by matching the detected 
monitoring events with an attack pattern database. It would 
also be possible to check the device monitoring data against 
reference states providing the expected behavior. Such a 
check could be done against static reference data, but could 
also be done in conjunction with a digital twin, providing a 
simulation of the ongoing process. If a suspicious device 
behavior is detected, a criticality is determined, and depending 
on that, the functionality of the device is adapted by the 
Graceful device functionality Degradation Manager (GDM). 
For example, a SWC implementing a simplified control 
function with reduced functionality can be activated instead of 
the regular control function, reducing the threat exposure.  

This example shows a self-contained realization in which 
the attack detection and graceful degradation functionality is 
realized as part of the device. A distributed implementation 
involving also device-external components would be possible 
as well, but would require tight protection of all external 
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Figure 4. Control Device with graceful degradation under attack. 
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interfaces to ensure a reliable operation even during ongoing 
attacks.  

In industrial automation, the control functionality is 
usually not fixed, but is commissioned by the automation 
system operator, a machine builder, or an integrator. For this 
application domain, the need is therefore foreseen to allow 
also commissioning of the graceful degradation functionality 
of a control devices, allowing to define the device resilience 
behavior under attack. This specifically relates to the 
definition of essential functions, depending on the application 
use case.  

VI. RESILIENCE ENGINE 

An isolated execution environment, a resilience engine, is 
needed to ensure that resilience functionality is executed in a 
trustworthy way even if the main functionality of the control 
device is manipulated.  
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Figure 5. Control Device with Resilience Engine 

Figure 5 shows a resilient control device that includes a 
resilience engine for the resilience functionality. The 
resilience engine can monitor and restrict the control device 
operation, in particular the processing unit (CPU), the IO 
operations, and the network communications.  The resilience 
engine is isolated from the regular control function of the 
control device to ensure that is in a trustworthy state even if 
the main device functionality has been attacked successfully. 
Various realization options can be followed: 

- Separate security chip or crypto controller with 
tamper protection.  

- Integrated circuit (system on chip) with separate 
security core. The security core may implement 
specific tamper protection measures.  

- Isolation on a regular processing core using hardware-
support, e.g., by a trusted execution environment 
(TEE). 

- Isolation using a software-based hypervisor executed 
below the operating system on the main processor.   

- Isolation using operating systems means. 

These approaches differ concerning the robustness of 
isolation, but also concerning their implementation overhead. 
It is a design decision, based on threat and risk analysis, to 
balance implementation robustness with implementation 
effort. Besides isolation, the resilience engine has to be 
protected by cybersecurity measures, e.g., secure firmware 
update and remote integrity attestation. Dedicated 
cryptographic keys for protecting the resilience engine can be 
used, to ensure that the cryptographic protection measures of 
the resilience engine are independent of the protection 
measures of the main device functionality.  

VII. USAGE EXAMPLE 

This section describes the usage in an exemplary way, 
distinguishing software components of varying criticality 
from the perspective of maintaining the CPS operation under 
attack.  

Figure 6 shows example software components that are 
grouped according to the operational criticality. The graceful 
degradation manager activates the software components of the 
respective functionality group depending on the current attack 
scenario. In this example, three sets of software components 
are defined, defining the software components that are active 
in full, reduced, and in minimum functionality mode.  

To ensure cyber resilience, the functionality is reduced to 
a limited control functionality that can be less optimized and 
lead to reduced CPS performance, and to keep limited remote 
access. In more critical attack scenarios, a fail-safe operation 
mode is activated, i.e., if even the reduced functionality 
operation cannot be ensured reliably.  
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Figure 6. Software components with different operational criticality. 

As an example from an industrial application use case, a 
protection device of a substation of an energy automation 
system may be considered as control device. Protection 
devices are applied within electric power systems to detect 
abnormal and intolerable electrical conditions and to initiate 
appropriate corrective actions, e.g., to interrupt a power line. 
The software executed on the protection device that 
implements the control functionality could be attacked via the 
network interface. In the extreme case, the network interface 
may be switched off for a limited time by the GDM, keeping 
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the protection functionality based on local sensor readings and 
connected actuators. That way, the protection device will not 
communicate its measurements to other substation devices in 
the substation anymore, but it would retain the local protection 
functionality and thus the safety of the connected power line. 

VIII. EVALUATION 

This section gives a preliminary evaluation of the 
presented concept from different perspectives.  

CPS availability perspective: Availability and the 
flexibility to adapt to changing production requirements are 
important requirements for OT operators [6]. The proposed 
approach allows to maintain CPS operation in a limited way 
even under ongoing attacks or in specific failure situations. A 
reliable CPS operation can be maintained, avoiding the need 
to shutdown the CPS operation completely. This is considered 
to be the main advantage of enhanced control device 
resiliency with graceful degradation under attack, as the 
availability of the CPS is improved.  

CPS operational performance perspective: The limited 
function mode may lead to a reduced productivity and less 
efficiency of the CPS. The exact impact depends on the 
limitations of the limited control operation functionality.  

CPS management perspective: The operator of the CPS 
has to be aware about the resilience functionality supported by 
the CPS control devices. The CPS operator has to be made 
aware if some control devices have activated a restricted 
resilience operation mode, so that the overall CPS operation 
and the production planning can be adapted accordingly. The 
CPS’ operation concept has to be defined accordingly to 
address restricted resilience operation modes, and the 
operating personnel has to be trained for the resilience 
functionality.   

Implementation perspective: Control devices have to 
implement the functionality for attack detection and resilience 
management / graceful degradation in a highly protected 
execution environment that can be relied upon even if the 
main processing system of the control device should be 
attacked. The overhead depends on the specific technical 
implementation approach, e.g., requiring an additional 
protected hardware component, e.g., a secure microcontroller 
or a secured Field Programmable Logic Controller (FPGA). 
Both development effort and hardware costs are increased, 
which would have an impact in particular for cost-optimized 
control devices. Also, SCADA and MES systems have likely 
to be extended to allow operational personnel and production 
processes to be adapted if a control device activates a 
restricted resilience mode.  

Engineering perspective: The graceful degradation 
functionality (attack criticality determination, as well as the 
definition of use case specific essential functions) has to be 
planned and defined so that it can be commissioned on the 
control device, leading to additional commissioning effort. It 
may be required that the same functionality has to be realized 
in different versions, e.g., in fully flexible, optimized 
operation mode and a limited operation mode. These modes 
have to be tested and validated, e.g., using simulations. 
Blueprints that give practice-proven engineering examples 
can limit the required additional engineering effort. 

Testing perspective: The graceful degradation 
functionality has to be tested carefully to ensure that relevant 
attack scenarios are reliably detected, and also to validate that 
the limited control operation mode is reliably activated and 
performs reliably even under the detected attack scenarios. 
Testing has to be performed both on device-level for a single 
control device, as well as on system level for a CPS that uses 
multiple control devices, where some may be enhanced with 
graceful degradation under attack. As testing attack scenarios 
in real-world operational systems is often not possible, 
simulation tools are essential that allow simulating the CPS 
operation realistically under various attack scenarios when the 
engineered graceful degradation functionality is in place. 
Testing can be performed not only during the planning and 
engineering phase, but also during regular CPS operation to 
test the impact of recent attacks. Simulation may be useful 
also for training operational personnel. 

Overall, implementing, engineering, and testing graceful 
degradation under attack implies additional effort that has to 
be justified by the increased availability of the CPS. The 
benefit depends on the attacks observed in real-world 
operations. Simulation tools (like digital twins) can be used 
also for this purpose to determine key performance indicators 
of the real-world CPS for which resilience under attack is 
protected with control devices implementing the engineered 
graceful degradation functionality and comparing it with a 
simulated CPS using control devices not implementing the 
engineered graceful degradation functionality.  

IX. CONCLUSION AND FUTURE WORK 

The proposed concept for cyber resilient control devices 
can enhance CPS availability even under ongoing attack 
scenarios. However, it comes with relevant additional effort 
for implementation, engineering, testing, training, and with 
overhead for the trusted execution environment required for 
resilience functionality that requires besides hardware support 
also specific security-focused implementation effort. 
However, cyber resilience requirements and technologies are 
increasingly defined in cybersecurity standards and 
regulations, and are adopted in real-world solutions, e.g., for 
server systems in data centers [13]. The specific robustness 
properties and the implementation effort of different technical 
approaches to implement a resilience engine on embedded 
control devices have still to be investigated.  

The additional effort needed for implementing cyber 
resilience for control devices has to be justified by the positive 
impact on CPS operation, allowing to maintain a reliable CPS 
operation during ongoing attacks. The CPS operation may 
relate to a business model focusing on providing a continuous 
service like energy provisioning or may focus on the 
preservation of a safety function, like the availability of a 
protection system. Simulation tools for CPS and their control 
devices allow investigating cyber resilience for CPS in both 
the planning and operation phases, reducing in particular the 
testing effort, and allowing to analyze the effectiveness for 
different types of attack. A further direction addresses 
robustness under attack that tries to keep the CPS operational 
under attack with minimal or even no reduction of the systems 
operational performance, i.e., to withstand attacks. 
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Abstract—In cryptographic security, quantum computing poses
a significant challenge to traditional cryptographic protocols. This
study investigates the landscape of Post-Quantum Cryptography
(PQC), focusing on the transition from theoretical underpinnings,
over standardization efforts to practical implementations. The
primary research question that guides this contribution is:
What mechanisms can be implemented to safeguard applications
and what efforts are under way by application providers and
technology platforms? This question is answered by the current
state of standards supporting PQC and the ongoing preparation
efforts. Thereby, not only the standards for cryptographic
algorithms, but also the protocols relying on them are considered.
Furthermore, the status of (open-source) implementations is
reviewed and roadmaps from companies / technology providers
are discussed. Hence, this paper does not only discuss what a
company can do to protect their applications but also takes the
viewpoint of an end-user regarding the support of applications.

Keywords-Post Quantum Cryptography (PQC); PQC Standards;
PQC Implementations; PQC Libraries; Technology Roadmaps.

I. INTRODUCTION

This work is an extended version of Theoretical and Practical
Aspects in Identifying Gaps and Preparing for Post-Quantum
Cryptography, published at SECURWARE 2024 [1].

Quantum computers will influence many fields. They will
improve biological and chemical simulations, can be applied for
risk modeling, and improve solving of optimization problems.
In addition to those constructive improvements, they have the
potential to impact the security of cryptographic algorithms.
Especially, asymmetric algorithms that rely on the hardness
of factorization or the discrete logarithm problem cannot be
considered secure when a Cryptographic Relevant Quantum
Computer (CRQC) is available. Hence, use cases relying on
such algorithms will be impacted by CRQCs. Moreover, even
data transmitted today can be endangered by attackers recording
the transmission and decrypting it as soon as CRQCs are
available. This is referred to as harvest now and decrypt later
attack.

Quantum computers also have the potential to impact
symmetric cryptography. However, it is assumed that such
attacks can be addressed by using larger keys for symmetric
encryption [2]. For example, the National Security Agency
(NSA) states that the Advanced Encryption Standard (AES)
can be considered secure when used with 256-bit keys [3].
Hence, the remainder of this paper will focus on asymmetric
cryptography.

This paper is organized as follows: It starts with a brief
discussion of the current state of the art in Section II. Section III
discusses the general preparation process and security protocols.
Section IV summarizes the status of the standardization of new
cryptographic algorithms, while Section V looks into the status
of protocol standards. Libraries that support Post-Quantum
Cryptography (PQC) algorithms, as a foundation for imple-
mentations, are presented in Section VI. Section VII discusses
applications that are available for endusers and Section VIII
discusses the possibilities to use quantum mechanisms to
improve security. Finally, conclusions are drawn in Section IX.

II. STATE OF THE ART

The challenge of ensuring Post-Quantum (PQ) security
is already picked up by security researchers, developers,
several government agencies, and companies. In order to
drive the readiness of post-quantum cryptographic algorithms
and their adoption in standard applications forward, many
activities are underway. They include various working groups,
like the Internet Engineering Task Force (IETF) working
group Post-Quantum Use In Protocols [4], and the European
Telecommunications Standards Institute (ETSI) Quantum-Safe
Cryptography (QSC) working group [5]. Further activities
are driven by various companies like Google [6], IBM [7],
Microsoft [8], and Utimaco [9].

This paper provides an overview of those activities. Thereby,
its focus is on use cases for asymmetric cryptography due to
the expected high impact of CRQC on this type of algorithm.
The paper highlights the status of standardization processes
and the production-readiness of implementations. As such, it
demonstrates what is currently done by different organizations,
and gives guidance on what can be done today to protect own
applications and data.

III. USE CASES OF CRYPTOGRAPHY

The transition to post-quantum cryptography, given the
widespread use of the algorithms, is a huge undertaking. As
a first step, it is important to understand where susceptible
algorithms are employed and how valuable the protected data
is. Hence, for a company to prepare, a risk assessment of
its application portfolio is required. The first step in such
an endeavor is creating a cryptographic inventory, providing
insights on where algorithms and protocols are used, together
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with related parameters. Various tools can help creating an
inventory [10].

Afterwards, a sound risk model that integrates into the
company’s risk management procedures is required. For the
financial industry, for example, the Financial Services Infor-
mation Sharing and Analysis Center (FS-ISAC) provides a
white paper on modeling the risk [11]. This helps to create a
profound strategy and to decide where the highest risks and the
biggest benefits are expected. Finally, a maturity index helps
judging and comparing where a company is on its journey to
post-quantum security [12][13].

Generally speaking, data requires protection at rest, in transit,
and in use.

Data at rest commonly relies on symmetric cryptography,
where limited impact of quantum computers is expected.
Solutions that employ asymmetric cryptography can make
use of Key Encapsulation Mechanisms (KEMs) discussed in
Section IV.

Encryption of data in use is not yet widely used. An
available possibility is to rely on processor extensions like
Intel Software Guard Extensions (SGX) [14] / Trust Domain
Extensions (TDX) [15] or AMD Secure Encrypted Virtualiza-
tion (SEV) [16]. Especially the attestation, i.e., proving that
the protected environment is in a trustworthy state, relies on
asymmetric cryptography. Solutions are discussed in [17].

In particular, when focusing on harvest now and decrypt
later attack scenarios, security of encryption in transit against
attacks with quantum computers is the most pressing scenario.
In order to protect data in transit, it is possible to

• protect the underlying infrastructure by ensuring that the
communication is PQ-secure. While this has large impact,
it is restricted to endpoints that are in direct control;
protecting the connections to end-users might not be possible.
Commonly, protocols like IPsec and Media Access Control
security (MACsec) are employed in such scenarios.

• ensure that the communication protocols are PQ-secure.
Common protocols are Transport Layer Security (TLS) and
Secure Shell (SSH). Both protocols allow to negotiate the
used ciphers with a handshake. This enables using PQC
whenever both parties support it without preventing non-
PQC-secure communication in case one endpoint is not able
to use such a cipher.

• encrypt the transferred message in a quantum-secure way. By
using a method that ensures that the data is encapsulated with
post-quantum cryptography, sound protection against adver-
saries can be achieved. This can be done either via standards
suitable to the application, like Secure/Multipurpose Internet
Mail Extensions (S/MIME) for emails/webpages, JavaScript
Object (JSON) Signing and Encryption (JOSE)/Concise
Binary Object Representation (CBOR) Object Signing and
Encryption (COSE) for messages between applications and
Pretty Good Privacy (PGP) for encrypting arbitrary data
including files. Another option is to rely on self-defined, cus-
tom protocols, e.g., by employing implementations discussed
in Section VI directly.

• rely on plattforms and services that use PQC for protecting
data or at least have a clear roadmap regarding PQC-
migration. Especially in cloud environments, it is not always
required that platform-users implement security mechanisms
themselves, but it is possible to rely on services delivered
by the could provider.
A common requirement that is independent of the layer

where data protection is applied, is ensuring as sound authen-
tication of the communication partners and the authenticity of
the data. Related methods are required as soon as a CRQC is
available. Collecting data today, as in the harvest now and
decrypt later scenario, does not represent a current threat.
However, a lack of being ready in time will have devastating
consequences as well, as an adversary can impersonate every
identity that is not protected and forge any non-PQC signature.
While details of different protocols on how to achieve a secure
authentication vary, many make use of certificates issued by a
Public Key Infrastructure (PKI). In essence, issuing a PQ-secure
certificate requires a PQ-secure signature algorithm. However,
there are many processes around a secure PKI and different
ways of integrating a PQ-secure signature into a certificate.
As it can be the foundation for critical processes like TLS
authentication, for re-signing documents, including contracts,
and for secure authentication of devices, it is a critical aspect
of the PQ-migration as well.

The different options that are discussed in Section V are
shown in Figure 1. In addition, a few examples for end-user
applications are discussed in Section VII.

IV. THE QUEST FOR NEW CRYPTOGRAPHIC ALGORITHMS

The basis of all protocols and building blocks is quantum-
secure algorithms. Hence, it is essential to develop and
standardize new (asymmetric) cryptographic algorithms to
replace the current ones.

A key activity in this regard was launched by National
Institute of Standards and Technology (NIST) end of 2016.
The NIST issued a call for papers for new post-quantum
cryptographic algorithms [18]. Out of 69 initial submissions,
three were selected to become Federal Information Processing
Standards (FIPS). The following documents have recently (at
the time writing this paper) been finalized:
• FIPS 203, Module-Lattice-Based Key-Encapsulation Mech-

anism Standard (ML-KEM), based on Cryptographic Suite
for Algebraic Lattices (CRYSTALS)-Kyber [19]

• FIPS 204, Module-Lattice-Based Digital Signature Standard
(ML-DSA), based on CRYSTALS-Dilithium [20]

• FIPS 205, Stateless Hash-Based Digital Signature Standard
(SLH-DSA), based on SPHINCS+ (for practical stateless
hash-based signatures) [21]

Moreover, the process is continuing with a fourth round. The
remaining candidates are the Key-Encapsulation Mechanisms
(KEMs) Bit Flipping Key Encapsulation (BIKE), Classic
McEliece, Hamming Quasi-Cyclic (HQC), and Supersingular
Isogeny Key Encapsulation (SIKE). As there is no algorithm
for digital signatures left from the initial submissions, NIST
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Figure 1. Overview of protocols used in different scenarios to protect data in transit.

launched another Call-for-Proposals on Post-Quantum Cryp-
tography: Digital Signature Schemes, which is currently in the
second round [22]. Hence, despite there are NIST standards
already finalized, further algorithms are under consideration.

Naturally, the NIST process and its contributions from re-
searchers all over the world are closely followed by government
agencies from other nations.

The British National Cyber Security Center (NCSC) pub-
lished a white paper recommending the use of the NIST
standards or the hash-based signatures Leighton-Micali Hash-
Based Signatures (LMS) or eXtended Merkle Signature Scheme
(XMSS) [23].

In terms of post-quantum algorithms, the German Federal
Office for Information Security / Bundesamt für Sicherheit
in der Informationstechnik (BSI) recommends in its technical
policy TR-02102-1 Version 2025-01 using FrodoKEM, Clas-
sic McElice or ML-KEM as a post-quantum cryptographic
algorithm for encryption/key-agreement [24]. It mentions
FrodoKEM and Classic McElice as a more conservative choice
compared to the ML-KEM that is standardized by NIST. While
FrodoKEM is not planned to be part of a NIST standard, its
specification was submitted to International Organization for
Standardization (ISO) for standardization [25].

For digital signatures, the policy recommends Merkle-
Signatures, in detail XMSS or LMS, including Multi-Tree-
Variants as described in [26] in addition to the NIST algorithms
ML-DSA and SLH-DSA. The NIST algorithms should be used
in the hedged version.

In general, the policy recommends combining a PQC
approach and a classical one. The combination needs to ensure
staying secure, as long as one of the used schemes is secure.
Hash-based signatures are an exception in case they are properly
implemented, i.e., they do not require a hybrid approach.

In contrast to the German BSI, the French Cybersecurity
Agency (ANSSI) states in their PQC position paper, that
the ANSSI traditionally does not provide any closed list
of recommended algorithms in order to avoid proscribing
innovative state-of-the-art algorithms that could be well-suited
for some particular use cases [27]. However, a list of post-
quantum algorithms together with recommendations is given.

For KEM, they include ML-KEM and FrodoKEM. The list of
digital signature algorithms contains ML-DSA, Falcon (FN-
DSA), XMSS/LMS and SLH-DSA. In terms of combining PQC
and classical algorithms, the ANSSI states their alignment with
the position of the BSI recommending a hybrid approach.

Overall, the process of standardization results in the publi-
cation of various recommendations and draft standards. The
analysis, including research on secure implementations, is still
ongoing, leading to new attacks, cf. [28]. Despite the NIST
is driving the most prominent competition, the government
bodies of UK, Germany, and France are basically in line with
the recommendations and have not announced any plans for
running another competition.

While there is a focus on the most frequently used primitives,
i.e., key encapsulation and digital signatures, several other, not
that widely used primitives require consideration regarding PQ-
security as well. A collection of such primitives with their PQC-
status is given in [29]. The collection includes, e.g., schemes
for authentication, protecting backups, and ensuring privacy
used by Android, Apple, and Chrome. This list shows that a
majority of the schemes are not PQ-secure. In particular, many
of them rely on different versions of a Password-Authenticated
Key Exchange (PAKE) scheme. While common PAKE schemes
used today are not PQ-ready, there is a proposal of a generic
construction to derive a PAKE from a KEM [30]. However, it
is criticized not being fully PQ-secure [31]. Note that most of
those schemes do not rely on standards but were designed for
their specific purpose. Hence, it is up to the company to come
up with PQC versions of their solutions.

Concluding, the current state, especially in a hybrid setting
with a classic algorithm, provides a solid foundation for
building and implementing protocols and further post-quantum
secure solutions. However, when it comes to non-standard
solutions, there are still many open questions and various
schemes to adapt to provide PQ-security.

V. PROTOCOLS

In addition to developing and standardizing quantum-secure
algorithms, protocol standards need to be adapted. Table I
given an overview of the infrastructure and communication
protocols and their actual status regarding PQC support.
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TABLE I
OVERVIEW OF INFRASTRUCTURE AND COMMUNICATION PROTOCOLS, THEIR PQC SUPPORT, AND RELATED IMPLEMENTATIONS.

Protocol Standard PQC Support Implementation

MACsec IEEE Standard [32] relies on symmetric cryptographic primitives

IPsec RFC 6071 [33] RFC 8784 [34], Internet Darft [35] Cisco IOS XE [36], Junos OS [37], strongSwan [38]

TLS RFC 8446 [39] Internet Draft [40]
Botan [41], WolfSSL [42], rustls [43], Open Quantum Safe∗ [44]

Applications: Google experiments [6], Cloudflare [45]

SSH RFC 4251 [46] Internet Draft [47] OpenSSH [48], Amazon implementation [49], Open Quantum Safe∗ [44]

∗ Use in production is not recommended by the project/developers.

A. Infrastructure

Common communication protocols to connect hosts to
networks in a secure fashion or to establish a secure connection
between networks are MACsec [32] and IPsec [33].

1) MACsec: As MACsec relies only on symmetric algo-
rithms during the key agreement, using a 256-bit key is
sufficient for post-quantum security. In addition, it is important
to ensure that the key distribution is quantum-secure. Especially,
since the session keys do not provide forward secrecy, i.e., a
compromise of the long-term key material affects past session
keys [50].

2) IPsec: For Internet Protocol Security (IPsec), Request
For Comments (RFC) 8784 [34] defines a method to use
pre-shared keys to achieve post-quantum security. The RFC is
already supported by several products, like Ciscos IOS XE [36],
strongSwan [38] and Junos OS [37]. This provides a viable
solution already today. Potential adoptions of PQC for the
Internet Key Exchange Protocol Version 2 (IKEv2) are in draft
status. For example, [35] specifies a Hybrid Key Exchange
with ML-KEM.

B. Communication Protocols

Common communication protocols include Transport Layer
Security (TLS) and Secure Shell (SSH).

1) Transport Layer Security (TLS): The Transport Layer
Security (TLS) protocol allows a secure end-to-end connection
between applications. Various research has been conducted on
how to best integrate post-quantum cryptography in the actual
version of the protocol, TLS 1.3, and related performance,
e.g., [51][52][53][54][55]. For TLS 1.3, a draft specifies a
hybrid use of algorithms [40]. This ensures that the connections
remain secure even if used algorithms are broken.

Version 3.7.0 of the Botan library [41] enables a hybrid
key exchange per default using x25519/ML-KEM-768 and
adds support for ML-KEM key exchange in a non-hybrid
mode. WolfCrypt, the underlying library of WolfSSL also
supports ML-KEM, ML-DSA, SPHINCS+, and stateful hash-
based signatures. They are integrated as Kyber and Elliptic
Curve Cryptography (ECC)/Kyber hybrid codepoints, as well
as Dilithium signature algorithms [42]. Since version 0.23.22,

rustls supports a hybrid PQ key exchange, using ECC and
ML-KEM [43].

Other implementations of the draft and non-hybrid PQC
key exchange methods are provided by the Open Quantum
Safe project [44] in form of an OpenSSLv3 provider and
an integration into a BoringSSL fork. However, those two
implementations should not be considered production quality
according to the project.

Note that a recent IETF draft states that TLS 1.2 will not
be further enhanced, which implies, it will not support PQC,
despite TLS 1.2 is still widespread [56].

Further experiments on challenges when using PQC-TLS
at a large scale were conducted by Google [6]. Their tests
revealed incompatibilities in network products that will be
fixed via firmware updates. Similar PQC-support is enabled by
Cloudflare [45], targeting support of all outbound connections
by March 2024. This can be used with browsers supporting
the hybrid cipher suite consisting of X25519 and Kyber-
768, like Chrome, where it has been enabled since version
116 [57]. Moreover, Cloudflare provides real-time data on
the percentage of their Hypertext Transfer Protocol Secure
(HTTPS) connections that utilize PQC [58]. At the of time
writing this paper, around 33% of the HTTPS connections are
using PQC.

Hence, a draft standard and implementations are available.
Some widespread experiments have been conducted success-
fully and first rollouts are taking place. Standardized support
of PQC for TLS 1.3 is expected to build on the released NIST
standards.

2) Secure Shell (SSH): Secure Shell (SSH) is a protocol
for secure execution of remote commands. A very prominent
implementation is OpenSSH, which is part of many major Linux
distributions. OpenSSH made a hybrid key exchange method
that combines ML-KEM with an Elliptic-Curve Diffie–Hellman
(ECDH) key exchange default in version 9.9 [48]. The imple-
mentation relies on an individual submission [59], which has
been replaced by an Internet Draft [47]. The same mechanism
is implemented and used by Amazon Web Services (AWS) [49].
Amazon states in the PQC roadmap to adopt ML-KEM for
SSH as soon as as standards bodies such as the IETF publish
implementation guidance for those protocols [60]. The Open
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Quantum Safe project [44] also provides an experimental
implementation supporting PQC based on an OpenSSH-Fork.

Overall, with OpenSSL, that uses a hybrid approach per
default, and the AWS implementation, there are real-world
possibilities for PQC key-agreement, despite there being no
final standard yet.

C. Message Security

On the message layer, the application can choose to en-
crypt/sign the transferred data, depending on the use case.
Potential solutions include JOSE/COSE for sharing data
between applications, S/MIME for mail/web pages and PGP
for arbitrary data, including file exchange.

1) JOSE/COSE: JSON and CBOR are formats for data
exchange between applications. The related signing and en-
cryption standards are JOSE and COSE. For COSE, hash-based
signatures are defined in RFC 8778 [61]. An active IETF drafts
exists to support Dilithium [62]. In addition to this working
group draft, other individual drafts have been submitted to the
IETF as well.

2) S/MIME: The S/MIME standard [63] mandates the
support of RSA-based and ECC-based ciphers for signing and
encryption. Preparing the standard for the quantum-age is part
of the Limited Additional Mechanisms for PKIX and SMIME
(lamps) working group charter [64]. Nevertheless, the possibility
of integrating PQC-ciphers into the mail client Thunderbird is
briefly discussed in [65], and a demo integration was done by
the MTG AG [66].

3) PGP: The options for using post-quantum ciphers in PGP
were analyzed by Wussler [67], leading to an IETF draft [68].
A former version of this draft was formally analyzed by Tran
et al. [69].

While there is work underway for all three standards, there
is still a lack of practical implementations and experiments
that will lead to solutions that can be used in production
environments.

D. Platform-Support

Especially with the increasing use of cloud computing, it
is important to take a look at the security foundations of the
cloud providers and service platforms in general. Google Cloud
Platforms (GCP) protects its internal communication with a
protocol called Application Layer Transport Security (ALTS),
which already employs post-quantum cryptography to protect
against harvest now and decrypt later attacks [70]. Similar to
Google, Meta is using a hybrid PQC implementation for most
internal communications, protecting it against attacks recording
traffic today and decrypting it with quantum computers when
possible [71].

Amazon published a roadmap for the transition of Amazon
Web Services (AWS) towards PQC, mentioning that their
libraries, including those used for HTTPS-based endpoints,
support PQC and hence, also allow customers testing the impact
of PQC [60].

Microsoft launched a project called Quantum Safe [72]
and participate [73] in the Open Quantum Safe project [44].

Furthermore, the integration of PQC in Microsoft libraries is
ongoing [74].

E. Public Key Infrastructures (PKIs) and Certificates

Public Key Infrastructures (PKIs) are essential for ensuring
trust in the digital world. Ranging from communication
protocols to digitally signed documents - a reliable PKI
is required to ensure the identity of the counterpart. For
trustworthy certificates in the presence of quantum computers,
the whole chain, starting with the root certificate must be
quantum-secure.

The draft [80] defines a composite certificate combining
ML-DSA with traditional signature algorithms. This solution
ensures that the certificate remains secure even in case one
of the algorithms is broken. A similar approach is used for
KEM solutions [81] in the context of PKI-related profiles and
protocols like Cryptographic Message Syntax (CMS) [82] and
Public Key Infrastructure for X.509 (PKIX).

Various drafts are already published to be ready to proceed
now the NIST standards are finalized. They include certificates
using ML-KEM [75], and Dilithium [76].

The draft [83] relies on the Stateful Hash-Based Signa-
ture Schemes (S-HBS) [26], Hierarchical Signature System
(HSS), eXtended Merkle Signature Scheme (XMSS) [84],
and XMSSˆMT, a multi-tree variant of XMSS and provides
algorithm identifiers for X.509 PKIs. While their security
is well understood, those signature schemes come with the
drawback that they can only create a limited amount of
signatures, and it is required to maintain a state to remain
secure.

During the transition phase, it is important that also legacy
systems that might not support post-quantum cryptography can
verify a certificate with classic algorithms. The specifications
above cannot be used in such a scenario, as they require the ver-
ifying system process PQC signatures. A possible approach in
the transition scenario is using related certificates, as laid out in
the draft specifications [78] and the individual submission [79].
The impact of hybrid certificates on current implementations
was investigated in [85]. The authors concluded the certificates
can be processed by the tested solutions without or with minor
modifications.

Another option is specified by the International Telecom-
munication Union Telecommunication Standardization Sector
(ITU-T) [77], namely to include an alternative signature in a
certificate. This allows clients that are not capable of processing
PQC algorithms to ignore this signature, while others can
benefit from it. However, the drawback of this approach is the
increased certificate size for all consuming entities. Table II
provides and overview of the different options.

When it comes to commercial products, PKI solution vendors
are working towards addressing the upcoming challenges,
preparing examples [86], offering experimental suites [87][9]
or solutions [88].

Despite various activities that are underway, neither the
majority of the standardization work nor the related imple-
mentations have been concluded yet. As especially the root
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TABLE II
OVERVIEW DIFFERENT WAYS HOW CERTIFICATES CAN SUPPORT PQ ALGORITHMS.

Certificate Type Standard Purpose Contains

PQC Certificates Internet Drafts [75][76] supports only PQC-enabled system PQC keys and signatures

Hybrid Certificates ITU-T Specification [77],
Internet Drafts [78][79]

can be verified by PQC-enabled and legacy systems;
allow a transition phase

PQC and non-PQC keys and signatures

Composite Certificates Internet Draft [80] verification requires PQC-enabled system; remain
secure in cases the non-PQC or the PQC algorithm
breaks

PQC and non-PQC keys and signatures

certificates are commonly valid for several years, it is important
to plan their replacement together with a sound transition
approach.

VI. FOUNDATIONS AND LIBRARIES

Together with research and standardization of PQC algo-
rithms, their implementation is progressing. A popular project
to support the transition to quantum-resistant cryptography is
Open Quantum Safe [44]. It is part of the Linux Foundation’s
Post-Quantum Cryptography Alliance. Its main working items
are a C library for post-quantum algorithms, called liboqs, and
prototype integration into protocols and applications.

Currently, liboqs supports the standards ML-KEM, ML-DSA,
XMSS, LMS, as well as Falcon and SPHINCS+. Furthermore,
the NIST round 4 candidates Classic McEliece, BIKE and HQC,
as well as, FrodoKEM and NTRU-Prime. The project provides
several language wrappers to allow using it for example in
C++, JAVA, Go, and Python. However, the project page does
recommend refraining from using the library in production
environments, as it has not undergone a thorough audit/analysis
process yet.

Another library is libpqcrypto [90], that provides C-reference
implementations for 19 algorithms with different parameter
sets and comes with a Python API. The project team warns
that there might be security problems in the library, either due
to issues of the cryptographic primitives themselves or due to
software bugs.

PQClean [91][95] aims at providing standalone C imple-
mentations of the NIST PQC algorithms. The project states
that the library is suited for research purposes and suggest an
use-case-specific assessment for any other use of the library.
The JavaScript library pqc.js makes use of PQClean.

The Cloudflare Interoperable, Reusable Cryptographic Li-
brary (CIRCL) [93] provides several Go implementations of
cryptographic primitives, including PQC. It comes with the
cautious note that it is provided as-is and parts are experimental.

A popular library that provides PQC support is Bouncy Castle
for Java and C# [94]. Its implementation includes ML-KEM,
ML-DSA, SLH-DSA, LMS, and XMSS algorithms. Further
algorithms are implemented as well, but project states that
those non-standardized algorithms can be used for experiments
and hybrid scenarios, but not for long-term protection. Further
libraries that have already been mentioned in the context of

TLS are Botan [41] and wolfCrypt [42]. An overview of
implementations is given in Table III.

Overall, there are two aspects to consider about using
PQC algorithms today: (1) First standards have recently been
finalized and the security research is ongoing. They also do
not have the benefit of a long history of intensive security
research that current standards possess. Therefore, the BSI,
recommends using the current PQC algorithms in a hybrid
mode. (2) In addition to the security of the algorithms,
quality [95] and security of its implementations are important.
This includes sufficient quality assurance and auditing to
prevent vulnerabilities and security bugs as well as resistance
against potential side-channel attacks like [96]–[98].

VII. APPLICATIONS

In addition to developments on standards and implementa-
tions that are directly related to those standards, there are also
products and solutions that move forward in supporting PQC.

A. Messengers

Messengers are widely used on mobile phones to ex-
change information. Very common apps are WhatsApp, Signal,
Threema, Telegram, and Apples iMessage. Key functionality of
all apps is, in addition to various different ways of exchanging
messages, protecting the security and privacy of its users.
Hence, they all provide end-to-end encryption for the exchanged
messages [99]–[101]1. Note that WhatsApp and Signal rely on
the same protocol [102].

Recent versions of Signal support a post-quantum secure key
agreement protocol, called PQXDH [103]. Apple’s iMessage
protocol PQ3 also relies on PQC [104]. In addition to PQXDH,
PQ3 also performs PQC rekeying. However, both protocols do
not provide a quantum-secure authentication method yet.

B. Blockchain

Blockchain technology enables a decentralized trust model
with various applications. Those include cryptocurrencies such
as Bitcoin [105], health applications [106], and blockchain-
backed logistics [107]. Given the data stored in and protected by
different blockchains, it is important to ensure that neither the
data a chain contains can be manipulated using quantum attacks

1Note that for Telegram, end-to-end encryption is only enabled for secret
chats, not per default.
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TABLE III
OVERVIEW OF SELECTED LIBRARIES SUPPORTING POST-QUANTUM ALGORITHMS.

Name Language Supported Algorithms Experimental

liboqs [89] C ML-KEM, ML-DSA, XMSS, LMS, Kyber, Dilithum, Falcon, SPHINCS+, Classic
McEliece, BIKE, HQC, FrodoKEM, NTRU-Prime. CROSS, MAYO Y

libpqcrypto [90] Python, C Classic McEliece, Dilithium, Kyber, FrodoKEM, NTRU Prime, SPHINCS+ (and more) Y

PQClean [91] C Kyber, HQC, Classic MCEliece, Dilithium, Falcon, SPHINCS+ Y

pqc.js [92] JavaScript uses PQClean Y

CIRCL [93] Go ML-KEM, X-Wing, Kyber, Frodo, CSIDH, ML-DSA, Dilithium Y

Bouncy Caste [94] JAVA, C# ML-KEM, ML-DSA, SLH-DSA, LMS, XMSS∗

Botan [41] C++ ML-DSA, SLH-DSA, HSS/LMS, XMSS

wolfSSL/wolfCrypt [42] C ML-KEM, ML-DSA, SPHINCS+, LMS/HSS, XMSS

∗ Further PQC-algorithms are implemented, but according to the documentation unsuitable for long-term use.

nor future transactions can be forged. The key primitives that a
blockchain uses are hash functions and public-key cryptography.
A good overview on the impact and potential solutions is given
in [108]. In addition to the scientific analysis like [109]–[111],
there are products that already focus on post-quantum secure
blockchains using post-quantum cryptography [112] or combine
PQC with quantum key distributions technologies [113]. In
contrast, making the popular system Ethereum post-quantum
secure, is on the roadmap, but is stated ongoing research [114].
For Bitcoin, an experimental branch, Bitcoin Post-Quantum
(BPQ), exists [115].

VIII. QUANTUM KEY DISTRIBUTION

Quantum mechanisms cannot only be used to attack
cryptographic primitives. It is also possible to use them
for protecting digital communication. In essence, quantum
mechanisms allow exchanging key material in a secure way.
This is called Quantum Key Distribution (QKD). The shared
keys allow establishing a secure data transmission channel,
e.g., via symmetric algorithms.

In contrast to post-quantum cryptography, using QKD
requires specific hardware, like encryptors provided by Fraun-
hofer [116] or ID Quantique [117]. As it is relying on quantum
effects, there are expected to be very secure systems. However,
neither the German BSI [118] nor the United States National
Security Agency (NSA) [119] consider QKD a priority. The
BSI mentions that the technology is not yet mature enough in
terms of security and only suitable for some niche use cases.
The NSA highlights cost efficiency and better maintainability
of PQC compared to QKD. Both recommend focusing on
PQC.

IX. CONCLUSION AND FUTURE WORK

Quantum computers endanger the security of cryptographic
algorithms. Especially asymmetric algorithms are affected. This
requires new algorithms as well as updated standards to make

use of those new algorithms. Various efforts from research
over standardization to implementation are currently under way
to address this challenge. This paper started by looking at
possibilities to secure the underlying network infrastructure.
As IPsec and MACsec can rely on secret-key cryptography,
the remaining challenge is secure key management.

In order to achieve end-to-end security, SSH can be used with
post-quantum security, e.g., via OpenSSH, first rollouts of PQC
TLS implementations are taking place. Standards for message
encryption are still at a comparably early stage. However,
libraries, especially BouncyCastle for JAVA and C#, wolfCrypto
for C and Botan for C++, provide algorithms that can already
integrated into applications; given the required expert knowl-
edge is available. Several applications like messengers, services
like Blockchain and cloud platforms are moving or have already
completed important steps towards supporting PQC. The use of
quantum technologies to exchange key material, called QKD,
is another area of ongoing research, especially suited for niche
applications.

Overall, the transition will require thorough planning. This
paper highlighted where first steps can be done already today.
Depending on the use case, hybrid approaches can protect
against quantum attacks while preventing risks due to attacks
on comparably new PQC algorithms. Furthermore, becoming
crypto-agile, in the sense that algorithms can be exchanged
easily, will not only help in addressing the current PQC
challenge, but also reduce the effort of future transitions of
cryptographic algorithms.
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Abstract—Browser fingerprinting has emerged as a sophisti-
cated and increasingly prevalent technique for identifying and
tracking users online without relying on traditional methods
like cookies. This paper provides a comprehensive overview of
browser fingerprinting techniques, ranging from passive and
active methods like Hypertext Transfer Protocol (HTTP) header
analysis to advanced machine learning-assisted side-channel
attacks. By evaluating the uniqueness, stability, and entropy
of different methods, the study highlights how the synergistic
combination of multiple techniques enhances the accuracy and
persistence of user identification. The analysis demonstrates that
browser fingerprinting poses a significant challenge to digital
privacy by operating invisibly, often without user knowledge
or consent. Despite regulatory frameworks such as the General
Data Protection Regulation, the widespread use of fingerprinting
scripts remains largely unchecked, exploiting legal loopholes
and technological asymmetries. The paper also explores the
potential of privacy-preserving fingerprinting systems for secure
user authentication while emphasizing the urgent need for adap-
tive countermeasures, regulatory reforms, and increased user
awareness to protect individual privacy in the evolving digital
landscape.

Keywords-browser fingerprinting; device fingerprinting; track-
ing; privacy; active fingerprinting; passive fingerprinting.

I. INTRODUCTION

This work is an extended version of Fingerprinting and
Tracing Shadows: The Development and Impact of Browser
Fingerprinting on Digital Privacy, published at SECURWARE
2024 [1], [2]. In the increasingly digitized world, the issues of
online privacy and data security are becoming more complex.
Particularly in tracking — monitoring users and their devices
across different web servers — browser fingerprinting has
emerged as an effective technique for creating detailed user
profiles. Unlike the storage of information via cookies, which
requires explicit user consent as mandated by the European
General Data Protection Regulations (GDPR) guidelines, fin-
gerprinting does not require such consent. A browser finger-
print can be generated in the background without any obvious
signs to the end user, leaving them unaware of whether and
to what extent they are being tracked.

It is possible to manipulate a device locally to alter its fin-
gerprint. This is often not feasible for all users, unlike deleting
cookies. This invisible threat is not apparent to the general
public and raises significant privacy concerns, as individuals
can be tracked unnoticed. These profiles can contain private
information, depending on the server operators, including age
group, ethnic origin, social circles, and interests of the affected
person.

Browser fingerprinting poses a threat to the privacy of the
general public. Contrary to being a threat, it is an opportunity
to provide valuable information to enhance the authentication
mechanisms. Both perspectives are explored throughout this
paper. The focus will be on the various techniques of finger-
printing to understand how accurate and detailed user profiles
can be created. The main research questions that this paper
seeks to answer are:

RQ1 “What methods are used in browser fingerprinting and
what user data are collected in the process?”

RQ2 “How has the development of browser fingerprinting as
a user identification method influenced user privacy and
data protection in the digital space?”

The paper is structured as follows: Section I introduces
browser fingerprinting and its privacy implications. In Section
II, the theoretical background explains how fingerprinting
works and its legal challenges. Section III outlines techniques
like HTTP Headers, Canvas, and WebGL Fingerprinting. Sec-
tion IV examines the impact of fingerprinting on privacy and
the regulatory landscape. Section V concludes with a summary
of the findings, emphasizing the need for stronger privacy
measures and further research on countermeasures.

II. THEORETICAL BACKGROUND

This section lays the conceptual foundation for understand-
ing browser fingerprinting, detailing its underlying mecha-
nisms, legal ambiguities, and role in modern tracking practices.
It introduces both passive and active techniques used to collect
identifying data from users’ browsers without explicit consent,
highlighting the technical simplicity yet high effectiveness of
these methods. Furthermore, it explores the growing tension
between evolving tracking technologies and regulatory pro-
tections like the GDPR, illustrating how fingerprinting often
operates in legal gray zones that undermine user privacy and
control.

A. Fingerprinting

Browser fingerprinting refers to collecting characteristic
information that the browser directly or indirectly reveals
about itself. Often used to track users, this technology has
also found applications in IT security, such as fraud detection.
Unlike tracking methods like cookies, browser fingerprinting
does not require storing data on the user’s computer, allowing
the process to occur secretly and without consent [3, p. 1].
Consequently, creating a new identity, similar to deleting
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cookies, is not easily achievable, and GDPR privacy laws
often provide little protection. Unlike cookie tracking, browser
fingerprinting is not explicitly mentioned in the GDPR. It
should fall under the collection of identifiable information
but website operators frequently claim “legitimate interest”,
enabling such data collection without the user’s consent [4].

Active transmission of data is not required for browser
fingerprinting, as loading a webpage can transmit various
pieces of information, such as the user’s preferred language,
within the HTTP headers. This passive data collection pro-
vides only a limited amount of information, so it is often
supplemented with active data collection methods. An active
approach typically employs JavaScript to interface with the
browser and gather information, such as screen resolution,
installed add-ons, and graphics card data, merging them into
a unique fingerprint [5, pp. 1, 3].

Similar to human fingerprints, browser fingerprinting relies
on the uniqueness of browser characteristics, which typically
do not change significantly with regular use. This allows for
accurate user identification over extended periods [5, p. 2].
However, not all collected data points are equally unique or
stable, necessitating careful selection of information to achieve
accurate results. The fingerprinting algorithm combines both
passively and actively collected data into a unique string.
Depending on the operator’s goals, adjustments can be made;
for instance, using cookies, the fingerprint might be less stable
but more unique, while tracking users without cookies requires
high stability [6, pp. 1-5]. Eckersley’s study showed that
participant browsers already had high entropy, indicating many
unique characteristics sufficient for accurate fingerprinting,
though not stable enough for long-term accuracy. In recent
years, potential entropy has increased with new techniques
like HTML Canvas, WebGL-based hardware fingerprints, au-
dio API fingerprints, plug-in-based fingerprints, and methods
utilizing mouse movements or differences in HTML parsing
between browsers, making cross-browser user identification
possible [5, pp. 4-5].

B. Concerns for Digital Privacy

Historically, the greatest threat to online tracking was posed
by cookies, along with other technologies like Flash cookies,
which have lost significance in recent years. Changes by
browser manufacturers, such as Mozilla, which rendered many
exploited technologies, so-called “super-cookies”, ineffective
[7], and additional browsers planning to block or eliminate
third-party cookies in the coming years [8], have shifted the
landscape. Following the GDPR, the use of non-essential cook-
ies has been further restricted and standardized for the first
time, defining how users share their data through cookies [9].
In contrast, browser fingerprinting occurs in the background
and leaves no stored information on the user’s computer. Thus,
the use of fingerprints not only circumvents previous issues
related to local storage, such as privacy laws and technical
limitations but also persists even when local data is deleted or
when incognito mode is used.

A 2021 study of the Alexa Top 100,000 websites found that
nearly 10% of the sites used scripts to generate fingerprints
[10, pp. 11-12]. Comparing this to a similar 2014 study,
which recorded 5.5% of the top 100,000 sites using canvas
fingerprinting scripts, reveals an almost doubling of usage over
seven years [11]. This suggests a shift towards online tracking
using this technology, which is much harder to detect and
prevent compared to cookies. The creation of a fingerprint is
imperceptible to the user, with no simple way to effectively
change or delete their fingerprint. Cookie banners give a false
sense of security while tracking continues in the background
without consent.

Thus, browser fingerprinting poses an active threat to pri-
vacy, as users often have no control over the collection and
use of their data. This stands in opposition to many current
data protection principles, such as the GDPR.

III. METHODS OF BROWSER FINGERPRINTING

In the context of browser fingerprinting techniques, the
methods of data collection are varied and comprehensive.
Therefore, specific properties and criteria are used to select
techniques. The following sections will encompass the ex-
planation of the techniques in terms of their functionality
and their applications will be discussed to provide a detailed
understanding of their use. An evaluation based on the advan-
tages and disadvantages of each technique is also included to
weigh their effectiveness and potential risks. Given the ever-
increasing number of techniques, only the most commonly
used, established, or novel methods will be presented here.

A. HTTP Header Attributes

1) Definition and Basics: The HTTP request header is
a part of every HTTP request exchanged between a client
(web browser) and a server, transmitting various functional
and compatibility-related information [12]. While individual
attributes are typically not unique, their combination can en-
hance the distinctiveness of a client within a larger population.
This explanation is based on HTTP version 1.1, with HTTP/2
introducing fundamental structural changes. However, most
attributes remain in use within the modified header frame [13].

2) Analysis: The attributes of HTTP request headers can
vary depending on the browser and its version. For fingerprint-
ing purposes, it is crucial to select fields that remain consistent
over time and are not easily influenced by user behavior. For
example, the Host header, which conveys the target server’s
domain, should be avoided as it is directly dependent on the
request destination. In contrast, the User-Agent field typically
exhibits high stability and provides extensive information,
making it particularly suitable for fingerprinting [14].

Studies by AmIUnique [15, p. 880] and PanOptiClick [6,
p. 5] identify the User-Agent, Accept, Content-Encoding, and
Content-Language fields as reliable attributes. These studies
collected user fingerprints voluntarily and demonstrated their
effectiveness in user identification. The User-Agent field, al-
though not standardized, frequently contains information about
browser compatibility, version, and operating system, often
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with varying levels of detail. Due to its lack of standard-
ization and manufacturer-specific implementations, the User-
Agent field exhibits high entropy, with modifications typically
occurring only through browser updates [16].

The Accept, Content-Encoding, and Content-Language
fields convey less information individually but can reveal
insights into the operating system, browser type, and language
preferences. Uncommon languages or specific language-region
combinations may yield unique fingerprints [17]–[19]. Addi-
tional fields such as Referer, Connection, Content-Length, X-
Forwarded-For, Cookie, and Cache-Control can complement
fingerprinting but provide minimal uniqueness on their own.
However, the presence of certain headers like X-Forwarded-
For may indicate specific configurations or proxy usage [15,
pp. 879-880].

The DoNotTrack (DNT) header, although originally in-
tended to signal tracking preferences, has paradoxically be-
come a fingerprinting target due to its voluntary nature and
lack of enforcement [20, p. 313]. Furthermore, the sequence
of header fields may serve as an additional fingerprinting
feature, particularly when combined with manipulated User-
Agent information. Cookies, while transmitted within HTTP
headers, require client-side storage and are thus excluded from
this discussion.

3) Advantages: The primary advantage of utilizing HTTP
headers for fingerprinting is the entirely passive nature of
information collection. As described in the analysis section,
header transmission occurs automatically with each request
and can be extracted by most web servers, such as Nginx,
without significant overhead [21]. Since all processing takes
place on the server side, this method remains invisible to
the user and does not require client-side scripts, making the
network traffic indistinguishable from regular requests. In
summary, this method is efficient, unobtrusive, and compatible
with most web servers, processing data on the server side
without a noticeable impact on the client.

4) Disadvantages: Despite their utility, HTTP headers offer
limited information due to the low entropy of most attributes.
The User-Agent field, while informative, is widely recognized
and can be manipulated using browser extensions like User-
Agent Switchers (i.e., User-Agent Switcher for Chrome).
Consequently, the reliability of this attribute alone should be
critically assessed.

Additionally, the use of HTTP header-based fingerprinting
without explicit user consent raises significant privacy con-
cerns under the General Data Protection Regulation (GDPR).
Therefore, any implementation should undergo legal review
prior to deployment to ensure compliance with data protection
regulations [22].

B. Enumeration of Browser Plugins

1) Definition and Basics: Browser plugins, whether pre-
installed or user-added, have historically constituted one of
the most significant methods for system recognition, alongside
font detection. Most browser features are indirectly modified,

with the exception of extensions, which maintain their popu-
larity. The capability to obtain precise enumeration of these
extensions remains highly sought after [15, pp. 878-880].

2) Analysis: Information-rich plugins, such as Flash, have
gradually disappeared from the market. Since 2016, most
browsers, including Firefox, no longer support the formerly
widespread Netscape Plugin Application Programming Inter-
face (NPAPI). This development has resulted in the detection
of installed extensions via JavaScript and the navigator.plugins
object in modern browsers primarily revealing only standard
plugins like PDF viewers [23]. Although the removal of
plugins represents significant progress for privacy protection,
the limited capability to read certain plugins for compatibil-
ity purposes continues to provide opportunities to identify
differences between systems and browsers, thereby enabling
inferences about the system. Direct detection of user-installed
add-ons is not possible, which restricts the significance of
collectible data for fingerprinting [15, pp. 886-887].

Despite the impossibility of directly reading user-installed
extensions, researchers have discovered novel methodologies
for their enumeration. Chromium-based browsers possess the
capability to access extension settings via a local URL. A
project in GitHub exploits this vulnerability by requesting
internal resources such as images for over 1,000 different
extensions in the background. The status code can indicate
whether the respective extensions are installed [24].

Ad blockers represent particularly popular add-ons, and
their behavior in removing unwanted content from pages can
also be detected. Ad blockers typically employ known lists of
advertising companies and CSS elements for removal. A script
can create such an element and verify whether it has been
modified. With a sufficient dataset, the existence of deployed
blocklists can be demonstrated [25].

Currently, it is also possible to read a portion of the
programs installed on a device beyond extensions. A vul-
nerability in various browsers allows for reading the status
of the handler protocol to determine whether the associated
software is installed. Programs such as Skype and Zoom add
these protocols within the system to enable launching the
corresponding program with parameters via a link.

3) Advantages: Given that extensions are installed by users
and considering the extensive market of available extensions,
this method offers high uniqueness coupled with stability for
fingerprinting purposes.

4) Disadvantages: This technique provides profound in-
sights into the privacy of unsuspecting users. A study demon-
strated that beyond less sensitive information like interests,
extremely sensitive data can be inferred, including health
conditions, practiced religion, and political views [26, pp. 11-
12].

Since precise reading of extensions is not possible, this
process relies on limited methods, making it error-prone.
Therefore, continuous maintenance and updating are required
to ensure its reliability.
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C. Canvas Fingerprinting
1) Definition and Basics: Canvas fingerprinting represents

a technique for generating a digital fingerprint through the
utilization of the Canvas element introduced in HTML5.
This methodology employs the Canvas API to render a 2D
graphic imperceptibly in the background. The manner in which
various browsers and devices process this image varies due
to differences in hardware acceleration, installed fonts, and
graphic libraries. The resultant fingerprint exhibits exceptional
stability and uniqueness [3, pp. 1-3].

2) Analysis: A script embedded within a webpage incorpo-
rates an invisible Canvas element that renders a predetermined
2D graphic in the background. Utilizing the Canvas context,
textual elements can also be rendered with diverse fonts
and font sizes. WebFonts additionally facilitate the dynamic
loading of fonts from the internet. These can be specifically
selected according to purpose to evaluate systems for unique-
ness in font rendering.

The resulting image data can be extracted via the functions
getImageData and toDataURL, subsequently formatted into a
fingerprint as desired, for instance, through the application of
a simple hashing algorithm. The hash is then transmitted to a
server via a web request for processing and storage.

Beyond storing the fingerprint for subsequent identification,
an alternative application methodology involves comparing the
fingerprint with an extensive database of known fingerprints
and corresponding system configurations. With a substantial
dataset, reliable predictions regarding the system’s configura-
tion can be established [3, pp. 2-4].

3) Advantages: The research findings of Mowery and
Shacham demonstrated that the implementation of Canvas fin-
gerprinting is exceptionally straightforward, requiring minimal
lines of client-side code. It utilizes fundamental JavaScript
functions and is deployable across all common web appli-
cations. The fingerprint generation process occurs inconspic-
uously for the user and presents significant challenges for
blocking. This is attributable to the frequent deployment of
Canvas operations on the web and the complex challenge of
distinguishing normal applications from fingerprinting scripts.

The creation of the fingerprint, due to its simplicity, can
be executed with high velocity and exhibits high stability in
conjunction with high uniqueness and entropy. Consequently,
its application is particularly valuable in real-time tracking
applications [3, pp. 1-5].

4) Disadvantages: Alterations in browser environments,
such as updates or graphic settings, may influence the stability
of the fingerprint. Additionally, the variability of hardware
and software configurations can lead to inconsistencies. As
an active technique, the execution of code on the client
side is unavoidable and entails the risk of detection and
potential blockage by, for example, blocklists targeting known
fingerprinting scripts [3, pp. 3-7].

Although the utilization is imperceptible to the user, the
limited number of interfaces for retrieving generated Canvas
data ensures that these can be monitored and manipulated by
extensions [10, p. 4]. Add-ons such as CanvasBlocker exploit

this to provide users with the option to prevent data extraction
or manipulate the data in the Canvas, thereby generating
a continuously new fingerprint and rendering identification
impossible [27].

Finally, while the implementation of Canvas fingerprinting
is relatively straightforward, the data analysis and interpreta-
tion are comparatively complex and may require a certain level
of expertise in the field to be processed correctly [3, pp. 6-8].

D. WebGL Fingerprinting

1) Definition and Basics: WebGL fingerprinting is a tech-
nique utilizing the WebGL JavaScript API, based on OpenGL
ES 2.0, allowing web applications to render both 2D and
3D graphics with high performance by directly accessing the
GPU [28]. Unlike Canvas fingerprinting, which focuses on 2D
graphics and identifies software differences mainly through
fonts and graphic libraries, WebGL fingerprinting provides
deeper and more precise detection capabilities. It captures
unique hardware information, particularly details about the
graphics processor, distinguishing it significantly from Can-
vas fingerprinting and broadening its application for tracking
purposes [3, p. 4]. The inherent trade-offs between WebGL
and Canvas fingerprinting ensure that neither method entirely
supplants the other; their complementary nature makes them
suitable for different scenarios.

2) Analysis: WebGL fingerprinting uses a Canvas ele-
ment to access the API. Similar to Canvas fingerprinting,
it creates an invisible element performing 3D operations
in the background to collect data without user interac-
tion. A straightforward application involves accessing spe-
cific variables, such as UNMASKED VENDOR WEBGL and
UNMASKED RENDERER WEBGL, using the getParameter
function in the WebGL context. These variables provide in-
formation about the graphics hardware manufacturer (Vendor)
and model (Renderer). For example, a Vendor entry like “Intel”
indicates an integrated graphics unit, while “Nvidia” combined
with ”GeForce GTX 970” as Renderer indicates a dedicated
graphics card. These details can reveal insights into the system
being used [29, p. 17]. Privacy concerns have led browsers
like Apple’s WebKit to provide generic information instead of
specific data to protect user privacy. Since 2020, WebKit has
masked Vendor and Renderer information, as well as shading
language details [30]. Firefox similarly groups graphics pro-
cessor models into categories instead of displaying specific
models [31]. In practice, this means that an Nvidia card from
the 900 series onward, for example, is reported as “GeForce
GTX 980” [32]. In summary, research investigating hardware
fingerprinting using HTML5 demonstrated the capability to
identify devices based on GPU performance. It utilizes the
graphics processor’s clock frequency and clock skew to render
complex 3D graphics, measuring GPU performance based on
the number of frames rendered within a period, providing
insights into the GPU’s frequency and core count [33, pp.
3-4].

Furthermore, WebGL fingerprinting can render graphics,
employing techniques like shadows, textures, lighting, anti-
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aliasing, and transparency, to generate system-specific unique
outputs. However, the three-dimensional environment results
in increased client-side resource utilization and more com-
plex code compared to the simpler 2D Canvas [3, p. 4].
While Laperdrix et al. initially deemed WebGL unreliable
for fingerprinting in 2016, subsequent research demonstrated
otherwise. Cao et al. [34] refuted Laperdrix et al.’s findings,
attributing the inconsistencies to non-standardized rendering
tasks and uncontrolled variables such as canvas size and anti-
aliasing settings. By implementing 20 consistently defined
tasks rendered under carefully controlled parameters, Cao et al.
achieved a 99.24% success rate, surpassing Laperdrix et al.’s
90.84%. Their work also demonstrated the ability to identify a
system across different browsers with a 91.44% stability [34,
p. 2].

To enhance fingerprint stability, the ”DrawnApart” project
focuses on subtle variations in GPU Execution Units (EUs)
rather than relying on differences in graphic rendering. This
method exploits the unique characteristics of a device’s GPU
stack to detect speed variations across different EUs, creating
a robust and reliable GPU signature. Experiments involving
over 2,500 devices showed a fingerprint stability increase of
up to 67% compared to other current techniques [35, pp. 1,
6-12].

3) Advantages: As demonstrated by Cao et al., WebGL can
offer high uniqueness and stability [34]. Its direct interface
with the system ensures consistency across browsers, making
it challenging for users to evade identification through simple
browser changes or reinstalls. Despite changes to enhance
WebGL’s resistance to fingerprinting, it reliably identifies
users. The successor to WebGL, WebGPU, is currently in
development, promising even more privacy risks due to its
closer hardware access, allowing for classifications with up
to 98% accuracy in 150 milliseconds, a reduction from the 8
seconds WebGL took [36].

4) Disadvantages: The complexity of WebGL fingerprint-
ing is significantly higher compared to previous techniques,
necessitating careful consideration whether a simpler Canvas
approach combined with other methods might be accurate
enough for specific use cases. Intensive tasks in a 3D envi-
ronment can also strain the target system, leading to longer
fingerprint creation times [3, p. 4]. Implementing WebGL
requires caution, as shown by the cases of Laperdrix et al.
and Cao et al., and opting for a ready-made solution might
be advisable. Moreover, WebGL shares Canvas’s vulnerability
to blocked or misread data if detection methods rely on
differences in rendered graphics. Even novel methods like
DrawnApart can be mitigated through countermeasures, such
as limiting to a single EU [35, p. 12]. WebGL may also
not be available or disabled on some devices, necessitating
consideration of alternatives, such as using the 2D Canvas.

E. Audio Fingerprinting

1) Definition and Basics: The Web Audio API is a
JavaScript interface for processing and synthesizing audio
signals in web browsers, part of the HTML5 standard. It can

identify systems through manufacturing differences in audio
hardware. Methods analyze signal processing characteristics,
hardware differences, and system responses to specific audio
signals for fingerprinting [37, pp. 1107-1109]. The API’s indi-
rect access to audio hardware allows for system identification
based on subtle variations introduced during manufacturing.

2) Analysis: Audio fingerprinting involves various acoustic
measurements to create a unique device fingerprint. It requires
an AudioContext linking an AudioBuffer, Oscillator, and
Compressor. The AudioBuffer represents a small audio seg-
ment, while the Oscillator generates a waveform at a defined
frequency using a mathematical function. The Compressor
manipulates the audio signal. The unique waveform generated
and manipulated reflects system characteristics, allowing a
unique fingerprint to be created by applying a hash function
to the final waveform [38], [39]. This method, known as
“Dynamic Compressor (DC)”, is highly stable, producing the
same fingerprint for the user each time using a reliable hash
function [37, pp. 1109-1111].

Another method is the “Fast Fourier Transform” (FFT), con-
verting audio signals from the time domain to the frequency
domain. It measures hardware implementation differences to
identify characteristics. FFT is less stable than DC, often
requiring multiple attempts for consistent results. DC and FFT
are often used together for more reliable outcomes [37, pp.
1111-1114].

Researchers from New Orleans compared various tech-
niques, including custom-designed ones, alongside DC and
FFT. These included creating “Custom Signals”, “Merged
Signals”, and analyzing generated AM and FM waves. All
techniques showed good stability, averaging two to four at-
tempts for fingerprint matching [40, pp. 3-5].

3) Advantages: The generated fingerprints are highly sta-
ble and can differentiate systems based on their properties.
Queiroz and Feitosa showed that mobile devices using Firefox
could be consistently recognized and grouped by their stable
fingerprints [37, p. 1119]. Techniques like DC are simple
to implement and offer high stability. Other promising tech-
niques, especially when used together, could enhance potential
but are more challenging to implement [40, pp. 1-3].

4) Disadvantages: While audio fingerprinting offers high
stability, it lacks uniqueness and accuracy on its own and
should be used with other fingerprinting techniques [37, p.
1119]. Additionally, the Web Audio API can be disabled on
devices or manipulated by add-ons like “Canvas Blocker”,
which also blocks and manipulates Canvas and WebGL [27].

F. Font Fingerprinting

1) Definition and Basics: Font fingerprinting is a browser
fingerprinting technique that identifies devices by recogniz-
ing installed fonts. This method operates on the premise
that each device possesses a specific combination of fonts.
This combination can be unique or, when combined with
other fingerprinting techniques, contribute to a unique and
relatively stable digital fingerprint. Installed fonts are among
the more unique identifiers of a device, often providing the
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highest entropy, especially when considered alongside other
data points such as installed plugins, information gleaned via
the Canvas API, and the browser’s User-Agent [20, p. 314].
These elements together enable the creation of a detailed and
individualized device profile, which can be used for tracking
and identification purposes.

2) Analysis: Until the end of 2020, Adobe Flash was fre-
quently used to enumerate installed fonts. With the deprecation
of Flash Player and its removal from common browsers, new
methods had to be developed [34, p. 10]. Since pure JavaScript
does not offer a direct function to detect installed fonts, a
fallback mechanism is employed. This involves applying a
specific font, and if it is unavailable, the system defaults to
a standard fallback font. The technique leverages the different
dimensions that fonts require to render the same text. A
text string is rendered in a specific font, and the resulting
dimensions are compared to expected values. This allows the
determination of whether a specific font is available or a
fallback was used [20, p. 311].

Using JavaScript, invisible div elements can be created,
containing selected texts with specified fonts. The dimensions
of the element are then compared with known target values,
and a match is recognized as the font being installed. The list
of all installed fonts can then be combined into a fingerprint
via a hash algorithm [20, p. 311].

Another method is using the Canvas element. As described
in Section III-C, the Canvas can render texts in requested
fonts and use fallbacks if these are not available. Unlike direct
text, the Canvas element has a fixed size, but the measureText
function of the Canvas context allows reading the width of the
drawn text, allowing further inferences about available fonts
[41, p. 12].

It should be noted that JavaScript under Chrome and Edge
currently allows reading local fonts, but the Local Font Access
API used for this is experimental, only available in these two
browsers, and requires user consent, making it unsuitable for
fingerprinting purposes [42].

3) Advantages: Font recognition offers high entropy and
stability since fonts are rarely changed. Fonts can be installed
by the user or by software, with each operating system pre-
installing different fonts. This allows the identification of the
operating system and potentially its version, as manufacturers
can make adjustments. It also allows the detection of installed
software packages like Office or Photoshop, which installs
fonts for use [5, p. 7].

4) Disadvantages: Without Flash, font recognition is done
through “brute-force” methods, reducing accuracy if unknown
fonts are installed. This requires selecting a list of fonts to
test and measuring them against the values to be tested. If
fonts are installed that are not within the list, they cannot
be detected, reducing the accuracy of the result [34, p. 10].
Another problem is fonts that have too strong similarities in
their dimensions to possible fallbacks. This can lead to false
positives, so a forced fallback test should be performed for a
text beforehand. Since the fallback font is unknown, a non-

existent font is requested, and the resulting dimensions are
used to recognize other non-existent fonts [20, p. 311].

Finally, it is still possible to manipulate the read fonts
through extensions [43] or, as in the case of Apple’s WebKit,
to only deliver values pre-installed by the operating system,
causing users to blend into the crowd [44].

G. Screen Fingerprinting

1) Definition and Basics: Screen fingerprinting identifies
a device by analyzing various screen-related characteristics,
including screen resolution, pixel depth, color depth, and
browser window size. This method leverages the uniqueness
of screen configurations and browser modifications, which can
create rare resolution combinations [45, p. 20].

2) Analysis: JavaScript provides attributes for screen and
browser window characteristics through the window.screen ob-
ject, offering details like color depth (colorDepth), screen ori-
entation (screenOrientation), and screen dimensions (screen-
Height, screenWidth). Values, such as window.innerWidth and
window.innerHeight, determine the browser window’s inner
area, which can be altered by toolbars or bookmark bars [34,
p. 3].

3) Advantages: Screen and window resolution information
typically have high entropy, making them useful for stabiliz-
ing fingerprints when combined with other techniques. This
method is particularly effective for distinguishing between
desktop, tablet, and mobile devices, as these have distinct
resolutions and aspect ratios compared to standardized desktop
screens [37, p. 277].

4) Disadvantages: Since values are derived from browser
attributes rather than hardware tests, they can be limited or
altered by extensions or privacy settings. Browsers like TOR
set the window to a fixed size of 1000x1000 pixels, reducing
uniqueness, and browsers like Firefox always report a color
depth of 24. Additionally, users with multiple monitors or
those using zoom functions can affect the accuracy of screen
fingerprinting, as there is no reliable way to determine the
zoom factor directly, which reduces entropy [34, p. 10].

H. WebRTC Fingerprinting

1) Definition and Basics: WebRTC is a standard and ac-
cessible JavaScript interface available in most browsers. It
facilitates real-time communication over stateless HTTP by
establishing direct connections between participants, allowing
the extraction of local network adapter information. This can
reveal private and public IP addresses, which can be used for
fingerprinting or identifying users behind proxies or VPNs [41,
p. 12]. It also provides information about connected devices,
such as microphones, webcams, and speakers.

2) Analysis: Unlike other browser mechanisms like camera
or microphone access, establishing a WebRTC connection re-
quires no permissions or user notifications. After successfully
connecting to the target computer via a Session Traversal
Utilities for NAT (STUN) server, the individual addresses can
be read from the RTCPeerConnection object in the form of
iceCandidates [46, p. 667].

41International Journal on Advances in Security, vol 18 no 1 & 2, year 2025, http://www.iariajournals.org/security/

2025, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



This data can be used for fingerprinting, but the data collec-
tion does not have to stop there. Since WebRTC always seeks
the shortest path for a connection, it is possible to enumerate
the local network through, for example, port scanners, creating
a unique picture of the target’s environment. Furthermore, it
is possible to read all local addresses of the adapters, which,
in addition to connections to VPNs, can also include set-up
virtual adapters for Virtual Machines [46, pp. 667-668].

The DetectRTC project [47] demonstrates what functions
are directly available through WebRTC. The most important
are the microphones, webcams, and speakers. However, the
exact device names are not possible without the necessary
permissions. WebRTC does, however, allow reading the Media
Device IDs of the respective devices, which, in connection
with the respective active WebRTC functions, lead to unique
fingerprints [48].

3) Advantages: Extracting private and public IPs provides
deep insights, especially for identifying targets behind VPNs
or proxies. No other technique can silently reveal addresses
behind Network Address Translation (NAT) [49, p. 273]. The
collected data is highly unique; a study with 80 devices found
over 97% uniqueness using only WebRTC [46, p. 668].

4) Disadvantages: WebRTC might be disabled in the target
browser, or extensions might block its usage without user
consent. To read the Media IDs of the devices, a request for
access rights for the respective devices is required. This can
alert the user that a page may be performing dubious actions
in the background. This is therefore not recommended for a
secret operation.

Finally, WebRTC requires an infrastructure in the form of a
STUN server, which must be set up independently or used by
third parties. This makes it a technique that requires further
dependencies and should therefore be considered depending
on the intended use.

I. CSS Fingerprinting

1) Definition and Basics: Different to the active finger-
printing techniques using JavaScript, CSS fingerprinting is
a passive method. CSS is a stylesheet language primarily
used to enhance the presentation of HTML elements. Over
time, the CSS specification has expanded to include selectors
and filters, enabling limited dynamic selections, which this
technique leverages [50, p. 10].

2) Analysis: Until 2010, the :visited selector could identify
if a website had been visited by changing the link color,
detectable via JavaScript. This was possible because browsers
displayed already visited links in a different color, and this
color difference was read out by JavaScript. After this was
patched, researchers explored time-based methods to read user
history, but these required JavaScript and were impractical [51,
p. 4].

In 2015, Takei et al. introduced a JavaScript-free method
using CSS properties and multiple @media queries to fetch
URLs based on defined rules. By considering the requesting
IP address and URL parameters, the server could then identify

system properties like screen dimensions, resolution, touch-
screen presence, installed fonts, browser, and OS [52, pp. 3-5].
A current GitHub project demonstrates this method’s practical
capabilities [53]. Individual CSS properties were used together
with a variety of @media queries to call up URLs according
to defined rules.

3) Advantages: CSS fingerprinting’s independence from
JavaScript allows it to identify even cautious users who block
JavaScript or use extensions like NoScript. Software projects
like TOR usually block JavaScript or use extensions like
NoScript to give the user the possibility to execute selected
scripts. This technique can even detect if JavaScript is disabled
via noscript tags [52, p. 2]. Since this method is currently little
used and rather unknown, further research has shown that
no practical solution currently exists for users to effectively
prevent it.

4) Disadvantages: Takei et al.’s method provides limited
data, which, without JavaScript, can only be supplemented by
techniques like header analysis (as presented in Section III-A).
Oliver Brotchie notes in his project repository that the method
is not currently scalable, as each request requires over 1MB of
CSS files to be downloaded. However, he warns that upcoming
CSS Values 4 implementation could reduce download sizes
significantly, making the method more practical. Additionally,
font recognition relies on brute-forcing, which, considering
network traffic, can be noticeable [53]. The font recognition,
as presented in Section III-F, is based on the principle of brute
forcing, i.e., the massive trying out of fonts, which can be
conspicuous when considering the network traffic.

J. Additional JavaScript Attributes

1) Definition and Basics: Most of the previously dis-
cussed techniques actively use JavaScript to extract infor-
mation from various interfaces. Additional possibilities are
briefly mentioned here to provide a more comprehensive
picture. Since these techniques share many characteristics with
other JavaScript-based methods, listing their pros and cons is
omitted.

2) Analysis: The navigator object in browsers provides
information, such as DoNotTrack status, user agent details,
platform, languages, cookies usage, granted and available per-
missions, and time zone [20, p. 9]. JavaScript implementation
varies between browsers and versions, and Mowery et al.
demonstrated that these differences are measurable and can
indicate the software and hardware used [3].

However, the implementation of JavaScript itself can also
vary from browser to browser and version to version. Mowery
et al. proved in 2011 that the different implementations of
functions are measurable and can therefore provide a conclu-
sion about the software and hardware used [3]. In addition to
the differences in the execution itself, there are also differences
in whether various functions are built into the browser and
usable on the platform. This offers an alternative way of
UserAgent detection, should this have been manipulated by
extensions, for example [54].
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Another technique caused uncertainty among Tor users in
the past. Despite disabled Canvas, the getClientRects function
could be used to obtain the exact data of DOM elements.
Similar to the Canvas fingerprint, these factors could change
greatly depending on implementation, font sizes, and screen
resolutions, enabling identification in the otherwise anony-
mous browser [55]. The vulnerability has been fixed in Tor
but remains exploitable in other browsers [56].

3) Advantages: JavaScript-based fingerprinting techniques
are highly versatile and widely applicable since JavaScript
is essential for web functionality. These methods can collect
a broad range of information, such as user agent details,
time zones, and system settings, often without requiring user
consent or visibility. The stealthy nature of JavaScript fin-
gerprinting allows it to operate in the background, making
it difficult for users to detect. Moreover, JavaScript-based
attributes work consistently across different browsers, enabling
effective cross-browser tracking.

4) Disadvantages: However, JavaScript fingerprinting is
limited by browser-specific implementations, which can result
in inconsistent data collection. Privacy-focused browsers like
Tor or extensions, such as NoScript, actively block or obscure
JavaScript-based tracking, reducing its effectiveness. Addition-
ally, users are becoming more aware of privacy risks and in-
creasingly use tools to disable or modify JavaScript functions.
Finally, updates to browsers may close vulnerabilities or alter
features that JavaScript fingerprinting relies on, decreasing its
long-term viability.

K. Advanced Techniques Using Machine Learning

1) Definition and Basics: Most active techniques discussed
so far use JavaScript to gather hardware and software in-
formation. They rely on unique data combinations based
on implementation quirks or directly available information.
Newer methods often employ “side-channels”, capturing addi-
tional data by observing behavioral differences during various
operations within the execution environment. Methods like
plugin enumeration (cf. Section III-B), font fingerprinting (cf.
Section III-F), and CSS fingerprinting (cf. Section III-I) use
this approach in simple forms by testing known combinations
to gain indirect information. These side-channel methods can
be implemented with minimal effort but can also be used
in more sophisticated ways with machine learning to gather
otherwise unobtainable information [57, p. 1].

2) Analysis: Wang et al. explored using techniques such
as cache usage, memory consumption, and CPU activity to
identify visited websites. In earlier methods, CSS selectors
were leveraged to glean browsing history, revealing significant
privacy risks and prompting swift remedial actions. Side-
channel techniques utilize an array of strategies to yield more
accurate analyses of system behavior. These methods involve
complex calculations that impose a load on the hardware,
with machine learning models categorizing the results against
expected values from known sites. Their tests demonstrated
an accuracy rate of 80-90% in identifying websites [57, pp.
3-5]. While Wang et al. addressed multiple attack vectors,

including compromised machines with direct operating system
access, the feasibility of executing such attacks solely through
JavaScript measurements remains uncertain. Further research
is needed, but implementations using WebAssembly [58] and
the Performance API [59] are conceivable.

3) Advantages: This method is invisible to the user and pro-
vides insightful information not available through conventional
means. Currently, there are no effective methods to protect
users from such techniques [57, pp. 1-3].

4) Disadvantages: While previous techniques aimed to
identify a user over time, this method has the potential to
offer dangerous insights into the individual’s behavior behind
the screen. However, the technique is still in its initial stage and
remains a theoretical approach not yet tested in in real-world
scenarios. It is unlikely to be reliably utilized by malicious
actors in the near future [57, p. 6].

IV. DISCUSSION

Browser fingerprinting can be used positively for security,
as shown by technologies like BrFast and private, passive user
recognition methods. Such technologies offer promising alter-
natives for user authentication by leveraging device-specific
attributes without the need for intrusive cookies or explicit user
interaction. They provide a non-invasive method to identify
users, particularly for fraud detection and bot prevention.
However, there’s a significant risk of misuse, especially in
the field of advertising and mass surveillance. The advertising
industry, driven by creating accurate user profiles, heavily
invests in digital advertising, with data-driven ads accounting
for 60-70% of digital ad revenue in Germany. Personalized ads
significantly impact Generation Z, who discover products pri-
marily through social media and whose purchasing decisions
are increasingly influenced by algorithmic recommendations.

Traditionally, data collection relied on cookies, but users
developed ways to avoid tracking, such as deleting cookies
or using incognito mode. However, unlike cookies, browser
fingerprints are collected in the background, making them
invisible and far more persistent. Fingerprints are difficult
to alter, and their cross-browser and cross-device capabilities
exacerbate the problem by enabling long-term tracking across
multiple platforms [34]. GDPR regulations mandate user con-
sent for data collection, but enforcement is inconsistent, and
compliance with fingerprinting guidelines remains unclear,
even with new laws like Germany’s Telecommunications Tele-
media Data Protection Act (TTDSG) [60].

A. Affected Demographics

Online tracking is ubiquitous, affecting nearly all user
groups. A 2016 study of the top 1 million websites revealed
extensive tracking, with services like Google and Facebook
present on over 10% of sites [41]. Following the GDPR,
fingerprinting scripts increased significantly, with 68.8% of the
top 10,000 websites employing such methods by 2020 [10].
This shift illustrates how fingerprinting has replaced traditional
cookie-based tracking in response to regulatory pressure.
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TABLE I
OVERVIEW OF FINGERPRINTING METHODS

Fingerprinting Method Uniqueness Stability Entropy Impact on User Privacy Defense Techniques

HTTP Header
Attributes Low Moderate Low

Moderate impact: limited detail but
useful when combined with other
methods.

Altering or masking headers (e.g.,
randomizing User-Agent).

Enumeration of Browser
Plugins Moderate High High High impact: reveals sensitive data,

such as installed plugins.
Disabling plugin enumeration,
avoiding unnecessary add-ons.

Canvas Fingerprinting High Moderate High High impact: generates unique fin-
gerprints based on rendering.

CanvasBlocker extension to block
or manipulate rendering.

WebGL Fingerprinting High High High High impact: collects detailed
hardware data for tracking.

Block or manipulate WebGL out-
puts.

Audio Fingerprinting Moderate High Moderate High impact: captures unique audio
processing details.

Disable Web Audio API, use pri-
vacy extensions.

Font Fingerprinting High High Moderate High impact: identifies installed
fonts, making it persistent.

Limit font access with privacy-
focused browsers (e.g., Tor).

Screen Fingerprinting Moderate High Low
Moderate impact: uses screen res-
olution and window size but less
effective on mobile devices.

Fix window size or limit resolution
reporting with privacy browsers.

WebRTC Fingerprinting Very High High Very High Very high impact: exposes real IP
addresses, even behind VPNs.

Disable WebRTC, use extensions
that block data collection.

CSS Fingerprinting Low Moderate Low Low impact: provides limited sys-
tem and style information.

Limit or disable CSS fingerprinting
through extensions or scripts.

JavaScript Attributes Moderate High Moderate Moderate impact: uses various
browser features for tracking.

Disable unnecessary JavaScript
functions or use privacy extensions.

Advanced Machine
Learning Fingerprinting Very High Very High Very High

Very high impact: uses side-
channel data (e.g., CPU/cache) for
tracking.

Limit access to Performance API
and WebAssembly, emerging de-
fenses needed.

However, fingerprinting does not affect all users equally.
A study with 234 participants found that demographics like
age, gender, education, IT background, and privacy awareness
influence trackability. Men and those with higher education
were found to be less trackable, while users with lower privacy
knowledge or older devices were more easily identified [61].
Despite this, many participants believed they could protect
themselves from fingerprinting, underestimating its stealth and
technical complexity.

Additionally, fingerprinting poses a disproportionate risk to
marginalized communities. Research by Queiroz and Feitosa
shows that low-income users and those in the Global South
— who are more likely to use older mobile devices — are
significantly more identifiable through audio fingerprinting
[37]. This privacy divide creates a vulnerability gap, where
the users least capable of protecting themselves are the most
exposed.

B. Convergence of Fingerprinting Techniques

Browser fingerprinting, as explored through various meth-
ods in this paper (cf. Table I), represents a comprehensive
and evolving threat to digital privacy. Each fingerprinting tech-
nique, from HTTP Header Attributes to sophisticated methods
like Canvas, WebGL, and Audio Fingerprinting, offers unique
data points, but their power lies in their combinatorial use. This
synergistic exploitation of passive and active methods creates
a multi-dimensional profiling system capable of identifying
users with extraordinary precision and stability.

The cross-browser stability of WebGL and machine
learning-based techniques enables tracking across different
devices and sessions, while WebRTC Fingerprinting reveals
network-level information like private IP addresses. These

methods complement traditional fingerprinting approaches by
exposing additional system and network data layers, making
countermeasures significantly more difficult.

Furthermore, machine learning-based fingerprinting repre-
sents the next evolutionary step in this domain. Research by
Wang et al. demonstrated that side-channel attacks exploiting
CPU cache timing and memory consumption can identify users
with up to 90% accuracy without relying on any standard
browser attributes [57]. This convergence of fingerprinting
techniques into multi-layered profiling systems renders current
countermeasures increasingly ineffective.

C. Ethical and Legal Implications

The stealthy nature of browser fingerprinting raises signif-
icant ethical concerns regarding user autonomy and consent.
Although the GDPR explicitly defines personal data as any
information that can identify an individual, browser finger-
printing often circumvents this regulation under the guise of
legitimate interest [62].

However, recent court rulings suggest a tightening regu-
latory landscape. In 2023, the French data protection au-
thority CNIL fined Criteo for failing to obtain consent for
fingerprinting-based tracking, marking one of the first le-
gal cases explicitly addressing browser fingerprinting under
GDPR.

Nonetheless, global regulatory frameworks remain frag-
mented, and the majority of fingerprinting scripts operate
without user knowledge or legal verification. This regulatory
vacuum risks turning browser fingerprinting into a normalized
surveillance practice embedded within the digital economy.
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D. Towards Privacy-Respecting Fingerprinting

While fingerprinting is primarily associated with surveil-
lance, several emerging technologies seek to repurpose it for
privacy-enhancing applications. Projects like BrFast [15] and
Apple’s Private Access Tokens leverage ephemeral, crypto-
graphically unlinkable fingerprints to authenticate users with-
out persistent tracking.

However, the implementation of privacy-respecting finger-
printing requires transparent system design and regulatory
oversight. Without proper safeguards, even privacy-preserving
systems risk reinforcing the same surveillance mechanisms
they aim to replace.

E. Future Outlook

The future of browser fingerprinting lies in the convergence
of machine learning, side-channel attacks, and cross-device
tracking. This hybrid approach creates persistent, adaptive
tracking systems capable of circumventing existing counter-
measures.
Future research should prioritize:

• Developing adaptive defenses against machine learning-
assisted fingerprinting.

• Investigating cross-device tracking prevention methods.
• Designing transparent fingerprinting APIs that separate

security-related use cases from surveillance.
• Studying the privacy divide and ethical implications of

fingerprinting on vulnerable populations.

F. Consequences

Browser fingerprinting represents one of the most perva-
sive and least transparent forms of online tracking. Its rapid
evolution from basic HTTP headers to machine learning-
assisted side-channel attacks highlights the growing asym-
metry between users and data collectors. The convergence
of passive and active methods creates a multi-dimensional
profiling system that is increasingly resistant to countermea-
sures, challenging both privacy frameworks and user efforts to
remain anonymous online.

Despite its invasive applications, fingerprinting could also
be repurposed for privacy-enhancing authentication systems —
provided that transparent design principles and strict regulatory
safeguards are enforced. Bridging the gap between security
and privacy will be one of the defining challenges of digital
privacy in the coming decade.

V. CONCLUSION

In this final section, the paper synthesizes its findings
to assess the broader impact of browser fingerprinting on
digital privacy. It reflects on the dual-use nature of fin-
gerprinting—both as a security tool and as a surveillance
threat—and reaffirms the urgent need for stronger countermea-
sures, privacy-oriented browser practices, and regulatory inter-
ventions. The conclusion also identifies key areas for further
research and policy action, emphasizing that safeguarding user
anonymity in the digital space requires a coordinated effort
between technologists, regulators, and informed users.

A. Summary of the Research Outcome

This contribution has examined browser fingerprinting, a
growing technique in online tracking. It has demonstrated that
browser fingerprinting is a sophisticated method for identifying
and tracking users online without traditional methods like
cookies.

The analysis highlighted that browser fingerprinting poses
a complex challenge from both technical and privacy per-
spectives. While it provides companies and advertisers with
detailed insights into user behavior for targeted advertising, it
raises significant privacy concerns as users are often tracked
without their knowledge or consent. Despite stricter privacy
laws like the GDPR in the EU, browser fingerprinting remains
a grey area. Anti-fingerprinting techniques are limited and
continually evolving to keep up with new tracking methods.

In conclusion, browser fingerprinting plays and will con-
tinue to play a significant role in the digital landscape.
Both users and regulatory bodies must increase awareness of
browser fingerprinting practices and their implications.

B. Implications for Practice

Consent and Cookies: Always accept only the necessary
cookies in cookie banners and regularly delete cookies to hin-
der tracking and fingerprinting. This is particularly important
for news sites, which often misuse collected data without user
consent.

Blending in with the Masses: Reducing APIs and data
sources for fingerprinting can ironically make users more iden-
tifiable [63]. Thus, widely adopted browsers and protection
mechanisms should be used to stay less conspicuous.

Browser Choice: Choose browsers with robust privacy pro-
tections. On iOS, Safari is recommended due to its advanced
tracking protection and large user base [64]. For Android,
the Mull browser is highly rated for fingerprinting protection,
while Brave is a good, widely-used alternative. On desktops,
Brave, Librewolf, and Mullvad browsers are recommended for
their privacy features and user bases [65].

Browser Extensions: Limit the use of browser extensions,
as they can become sources of unique information. While some
extensions block known trackers or modify API outputs, these
protections are often already built into recommended browsers
like Brave and Librewolf [26] [63].

C. Future Research

Future research in browser fingerprinting should focus on
several key areas. First, countermeasures and defense mech-
anisms need to be explored further, especially in mitigating
the newer techniques that leverage machine learning and
side-channel attacks. These advanced methods can bypass
traditional privacy safeguards, such as disabling JavaScript or
using incognito modes, making the development of more ro-
bust anti-fingerprinting technologies imperative. Additionally,
research should explore the ethics and regulatory frameworks
surrounding fingerprinting, examining how existing privacy
and data protection laws like GDPR can be adapted to better
address fingerprinting practices. Another promising direction
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is improving cross-device tracking prevention by understand-
ing how fingerprinting works across different platforms and
hardware. Lastly, investigating user awareness and educational
tools on fingerprint privacy risks will help empower the general
public to protect their digital identities more effectively. Thus,
future research should focus on developing more effective
privacy techniques to balance commercial interests and user
privacy rights.

REFERENCES

[1] A. Lawall, “Fingerprinting and Tracing Shadows: The Development and
Impact of Browser Fingerprinting on Digital Privacy,” in Proceedings of
the IARIA SECURWARE 2024 Conference. IARIA, November 2024,
pp. 132–140.

[2] ——, “Fingerprinting and Tracing Shadows: The Development and
Impact of Browser Fingerprinting on Digital Privacy,” arXiv preprint
arXiv:2411.12045, 2024.

[3] K. Mowery and H. Shacham, “Pixel perfect: Fingerprinting canvas in
HTML5,” Proceedings of W2SP, vol. 2012, 2012.

[4] K. Szymielewicz and B. Budington. (2018) The GDPR
and Browser Fingerprinting: How It Changes the Game for
the Sneakiest Web Trackers. Accessed: 2024-09-27. [Online].
Available: https://www.eff.org/de/deeplinks/2018/06/gdpr-and-browser-
fingerprinting-how-it-changes-game-sneakiest-web-trackers

[5] D. Zhang, J. Zhang, Y. Bu, B. Chen, C. Sun, and T. Wang, “A
Survey of Browser Fingerprint Research and Application,” Wireless
Communications and Mobile Computing, vol. 2022, no. 1, p. 3363335,
2022. [Online]. Available: https://onlinelibrary.wiley.com/doi/abs/10.
1155/2022/3363335

[6] P. Eckersley, “How unique is your web browser?” in Privacy Enhancing
Technologies, M. J. Atallah and N. J. Hopper, Eds. Berlin, Heidelberg:
Springer Berlin Heidelberg, 2010, pp. 1–18.

[7] S. Englehardt and A. Edelstein. (2021) Firefox 85 Cracks Down
on Supercookies. Accessed: 2024-09-27. [Online]. Available: https:
//blog.mozilla.org/security/2021/01/26/supercookie-protections/

[8] E. Woollacott. (2021) Browser fingerprinting more prevalent on the
web now than ever before. Accessed: 2024-09-27. [Online]. Avail-
able: https://portswigger.net/daily-swig/browser-fingerprinting-more-
prevalent-on-the-web-now-than-ever-before-research

[9] R. Koch. (2019) Cookies, the GDPR, and the ePrivacy Directive.
Accessed: 2024-09-27. [Online]. Available: https://gdpr.eu/cookies/

[10] U. Iqbal, S. Englehardt, and Z. Shafiq, “Fingerprinting the Fingerprint-
ers: Learning to Detect Browser Fingerprinting Behaviors,” in 2021
IEEE Symposium on Security and Privacy (SP). IEEE, 05 2021, pp.
1143–1161.

[11] G. Acar. (2014) Browser Fingerprinting and the Online-
Tracking Arms Race. Accessed: 2024-09-27. [Online]. Avail-
able: https://www.esat.kuleuven.be/cosic/news/the-web-never-forgets-
persistent-tracking-mechanisms-in-the-wild/

[12] “Request header,” accessed: 2024-09-27. [Online]. Available: https:
//developer.mozilla.org/en-US/docs/Glossary/Request header

[13] “HTTP/2 fingerprinting: A relatively-unknown method for web
fingerprinting,” accessed: 2024-09-27. [Online]. Available: https:
//lwthiker.com/networks/2022/06/17/http2-fingerprinting.html

[14] “HTTP Headers - MDN Web Docs,” accessed: 2024-07-27. [Online].
Available: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers

[15] P. Laperdrix, W. Rudametkin, and B. Baudry, “Beauty and the Beast:
Diverting Modern Web Browsers to Build Unique Browser Fingerprints,”
in 2016 IEEE Symposium on Security and Privacy (SP), 2016, pp. 878–
894.

[16] “User-Agent,” accessed: 2024-09-27. [Online]. Available: https://
developer.mozilla.org/en-US/docs/Web/HTTP/Headers/User-Agent

[17] “Accept - HTTP,” accessed: 2024-02-27. [Online]. Available: https:
//developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Accept

[18] “Content-Encoding - HTTP,” accessed: 2024-02-27. [On-
line]. Available: https://developer.mozilla.org/en-US/docs/Web/HTTP/
Headers/Content-Encoding

[19] “Content-Language - HTTP,” accessed: 2024-02-27. [On-
line]. Available: https://developer.mozilla.org/en-US/docs/Web/HTTP/
Headers/Content-Language
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Abstract—The rise of connected services in modern vehicles,
combined with the target of software-defined vehicles, makes
new approaches to securing the automotive ecosystem necessary.
One of these approaches is implementing computational trust
models within vehicles to secure interactions in a way inspired
by the intuitive concept of trust. Involved stakeholders and
their relations are essential to creating a system representing
trust. We identified relevant stakeholder groups involved in the
communication of modern cars. We characterized them based
on their lifecycle phase, the user agents and devices used to
communicate, and their relations and roles. Furthermore, we
describe the necessity for trust in the automotive ecosystem,
the connection between trust and authorization, and the trust
relations between the stakeholders. A formalization approach
for the gathered knowledge about stakeholders and their char-
acteristics is presented, utilizing a set-theory-based framework
to review the definition of trust relations between stakeholders
compared to proposed trust management systems. This approach
shows that stakeholders in the automotive domain mainly gain
their trust through their roles rather than their behavior. The
difference between stakeholders and other entities is shown using
the introduced framework. The provided stakeholder analysis,
their roles in the automotive environment, and the formalization
approach to linking stakeholders to trustworthy decisions are
thus a basis for designing general trust management systems for
the automotive ecosystem that cover multiple entity types.

Keywords-automotive; ecosystem; trust; authorization; stake-
holder; formalization.

I. INTRODUCTION

Modern vehicles offer various services to their passengers
and the surrounding area. The interaction with devices and
infrastructure outside of the vehicle is essential for these con-
nected services that use different technologies like Vehicular
Ad-Hoc Networks (VANETs) or mobile networks. With the
integration of these technologies, the vehicle is no longer an
isolated device. It becomes part of the Internet of Vehicles
(IoV), a term inspired by the Internet of Things (IoT) to
describe the ecosystem built by interconnected vehicles that
makes use of an IoT-like architecture [2][3][4]. The functions
aim to provide traffic functions or increase traffic safety
by contributing to driver assistance or autonomous driving
functions.

Different stakeholders interact with the ecosystem in this
network to use functions or fulfill services. In this context, a
stakeholder is defined as a person or organization that is in
some way affected by decisions or actions, influences them,

or even considers itself to be affected [5][6]. As multiple
stakeholders are involved in the automotive ecosystem, it is
a multi-stakeholder system.

In this multi-stakeholder system, trust is a relevant concept
that is necessary for cooperation. Although trust originally is
more a sociological and psychological concept that eases or
enables decision-making between persons, it can be stretched
to interactions with non-natural entities [7][8]. It describes
the relation between two entities: a truster that places trust in
services, data, or the general behavior of a trustee. Therefore,
the stakeholders and their relations must be known in order
to evaluate and define trust in a system. This also involves
relations in automotive use cases, where misplaced trust can
have severe consequences due to safety implications.

In computer science, computational trust is closely related to
authorization systems. This is reasonable, as trust is a concept
to decide about cooperation, and authorization is similar to
such a decision. Especially use cases where a truster has to
determine whether or not to use data provided by a trustee
are comparable to a trustful decision process [9]. Use cases
similar to this model are becoming more common with the
rise of IoV.

For this purpose, this work aims to identify relevant stake-
holders in the automotive ecosystem, assign appropriate char-
acteristics, and describe their trust relationships. This builds
a basis for trust models in automotive systems that secure
communication between stakeholders and automotive systems.
Therefore, the focus is on stakeholders that use electronic
communication, excluding, e.g., contractual relations between
stakeholders. Furthermore, only standard series vehicles are in
scope, and no special vehicles, like emergency, driving school,
or shared vehicles with specific adaptations, are included. A
further restriction concerns the focus on vehicles in the scope
of UN Regulation No. 155 that introduces mandatory measures
to handle cyber security in the automotive domain [10]. This
restriction is applied as we use the lifecycle introduced by this
regulation. However, the results are not significantly affected
by this limitation.

Based on this stakeholder analysis, we propose a formal
framework describing the involved parties, their relations, and
their trust in this context. This framework is built on set theory
and function descriptions to allow more specific statements.
Utilizing the proposed framework, we show how trust manage-

48International Journal on Advances in Security, vol 18 no 1 & 2, year 2025, http://www.iariajournals.org/security/

2025, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



ment systems work and why they only focus on interactions
between artificial agents rather than including stakeholders.
We propose a simple yet effective method to integrate personal
or organizational entities into trust management systems by
applying binary trust values according to the stakeholders’
roles.

In summary, this paper contains the following contributions:
• Provide an analysis of stakeholders in the automotive

ecosystem, their user agents, and the lifecycle phases they
are active in

• Show how trust amongst the stakeholders is established
• Discuss the applicability of trust management systems on

relations that include stakeholders
• Introduce a formal framework to describe trust-based

decisions that contains stakeholders, and show how stake-
holder relations can be included in trust management
systems

This work is a follow-up to our paper [1]. We extended
it with the formal framework and the approach to integrating
stakeholders into trust management systems.

The rest of this paper is organized as follows. Related
work is presented in Section II. This review shows that
no comparable analysis exists. The necessary characteristics
to describe the collected stakeholders are developed in the
third section. Based on these parameters, the stakeholders
are presented in Section IV. The results of the trust relation
analysis are followed in the next section before these findings
are further analyzed in the formal framework in Section VI.
Finally, our findings are evaluated based on an exemplary case
study. The last section summarizes the content of this work
and gives an overview of its further use and limitations.

II. RELATED WORK

Originating from project management, a stakeholder de-
scribes a person or organization that can affect or is affected
by a decision or an activity [5][6]. This involves all entities
that interact with the system in any way. Following Kosch [11],
automotive stakeholders are connected to this specific environ-
ment in different steps, like the development, production, or
usage phase. Furthermore, stakeholders can be categorized into
different groups. Marner et al. [12] conducted a stakeholder
analysis that mainly involves different stakeholders within an
Original Equipment Manufacturer (OEM).

A comparable analysis was performed by Gomez et al. [13]
with a focus on automotive digital forensics. The involved
entities are necessary in this domain as their requirements
are fundamental to answering forensic questions. This study
presents two general stakeholder survey approaches: the brain-
storming method based on Bryson [14] and snowball sampling
as introduced by King et al. [15]. Only the first seems
applicable, as the stakeholders in automotive digital forensics
involve criminals, making a snowballing method including all
stakeholders impossible. Using various brainstorming sessions
with experts, a list of relevant stakeholders and a Venn diagram
describing their main interests was created.

Mansor collected stakeholders regarding security in the
automotive ecosystem [16]. This work also proposes a trust
model for the automotive ecosystem, incorporating the three
stakeholders OEM, service or application provider, and vehicle
driver or owner. The trust relations between these entities are
described. This model does not focus on trust relations on a
technical level but instead on an interpersonal level.

Knauss et al. [17] collected a list of stakeholders and their
relations in the automotive ecosystem. They gathered their
information in interviews at an OEM and mainly focused
on the interactions during vehicle development. As such,
they did not focus on the electronic communication between
stakeholders in the automotive ecosystem.

In various articles, trust relations are described using formal
methods. Douceur [18] utilized a set-theory-based method to
describe an attack threatening decentralized systems, including
trust management systems. A formalized description of the
trust concept by Marsh [19] has led to much attention and
research in this field. This work uses set theory amongst func-
tion signatures with specific value ranges and the combination
of the introduced variables using mathematical functions.
Another approach using set theory by Habib [20] introduces
propositional logic elements to specify the connection between
elements and set memberships. Despite the various existing
methods, the framework we introduce in this work focuses on a
particular part of trust management systems in the automotive
domain and provides new insights.

To our knowledge, a collection of stakeholders in the au-
tomotive domain and their trust relations and communication
interactions does not yet exist. This gap also means that there
is no formalized description. The present work will close this
gap.

III. AUTOMOTIVE STAKEHOLDER CHARACTERISTICS

Appropriate characteristics are necessary to describe and
characterize the collected stakeholders. For this work, three
factors are considered necessary to describe stakeholders in
the automotive domain. These consist of the lifecycle phase
of vehicles the stakeholder is involved in, the user agents or
devices used for communication, and the stakeholders’ rights
and responsibilities.

A. Automotive Lifecycle

Vehicle and vehicle projects are divided into several lifecy-
cle phases. These phases are suitable to describe stakeholders,
as several only appear in specific phases, and because they also
take on different roles in different phases [11]. In this work,
we combine two different methods to structure the automotive
lifecycle. The first describes the vehicle lifecycle, whereas the
latter focuses on the vehicle project lifecycle.

Hawkins et al. conducted a lifecycle analysis of battery-
electric vehicles and used the three lifecycle phases produc-
tion, use, and end of life [21]. Their approach is aimed at
individual vehicles that are produced, used, and ultimately
reused or disposed of, describing the vehicle lifecycle.
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Figure 1. Vehicle Project and Vehicle Lifecycle in comparison.

The second approach targets vehicle projects, as the UN
Regulation 155 does. In this regulation, the three phases de-
velopment, production, and post-production are distinguished
[10]. The phases seem similar to Hawkins’ approach. Still,
they cut the lifecycle of vehicle projects that are differentiated
by the date of the type approval (between development and
production phase) and the end of production date (between
production and post-production). Individual end-user vehicles
are only produced in the production phase. The last individual
vehicle entering its end of life phase according to the vehicle
lifecycle defines the end of the R155 post-production phase.

For this work, we assume stakeholders in both the vehicle
individual and vehicle project-related lifecycle phases are
relevant. Therefore, the generic lifecycle phases development,
production, use, and end-of-life are utilized. We note that dur-
ing the development phase, no publicly visible and customer-
used vehicles are available. The post-production phase used in
UN R155 is a phase to structure activities regarding the cyber
security of cars after the end-of-production while vehicles
are still in use. We argue that no additional stakeholders are
involved in this phase compared to the production phase.
Therefore, that phase is not considered explicitly in this work.
Figure 1 overviews the lifecycle phases used.

B. User Agents used by Automotive Stakeholders

This work focuses on the security of the automotive ecosys-
tem. As such, the electronic communication between the
stakeholders and the communication within the automotive
ecosystem is of central interest. As the presented stakeholders
are natural, organizational, or legal entities, they use devices or
interfaces for their electronic communication. As proposed by
Kuschel in [22], we expand the vehicle to an interconnected
automotive ecosystem that is used by various stakeholders to
fulfill their workflows. This ecosystem consists of connected
and communicating devices, which the stakeholders can use
to interact with the ecosystem and other stakeholders. The
ecosystem does not consist only of devices. Therefore, we

TABLE I. USER AGENTS USED FOR COMMUNICATION IN THE
AUTOMOTIVE ECOSYSTEM

User Agent Description
Vehicle Systems and ECUs contained inside the ve-

hicle.
Backend Applications on servers accessed online,

often operated by the OEM or service
providers. This user agent is distinct from
frontends in the way that, in this case, the
specific operator of the backend service ac-
cesses the service.

Diagnostic Devices Devices used to interact with the vehicle’s
diagnostic system. Operations going beyond
the legally prescribed actions like OBD [23]
often require vehicle-specific information,
which the OEM must also provide to non-
affiliated workshops [24].

Frontends Frontends for services accessed through the
internet, including mobile apps.

RSUs Devices located near street infrastructure that
directly communicate with vehicles using
VANETs.

Charging Station Infrastructure to charge electric or hybrid
vehicles.

use the term user agents for the relevant components of the
automotive ecosystem, as stakeholders can utilize them for
their communication.

These agents are listed in Table I and form a part of the
automotive ecosystem. The list was created based on the
stakeholder analysis and the evaluation of exemplary use cases
originating in different lifecycle phases, like vehicle usage by
end-users, online and workshop updates, the setup of new
vehicles by customers, etc.

User agents must enable stakeholders to take on different
roles based on their respective rights, which depend on the
lifecycle phase.

C. Responsibilities and Rights in the Automotive Ecosystem

Interactions in the automotive ecosystem should only be
possible if the acting stakeholder is allowed to make them.
This authorization depends on the stakeholder, action, and
context. One part of the context is the lifecycle phase the
vehicle (project) is in. As such, the responsibilities and rights
of automotive stakeholders are relevant characteristics and are,
therefore, added to the stakeholders’ description.

A simple but frequently discussed example of authorization
is the application of software updates. While only the OEM
can release and publish software for a vehicle, it is up to the
owners of the cars to have it installed, as it entails a permanent
change to the vehicle’s condition. However, this division of
tasks is only relevant in the use phase, as during development,
the OEM itself has all rights to the pre-series vehicles and
can, therefore, decide on changes to the condition itself. In
the use phase, the authorizations to release and install software
are divided among stakeholders, where the OEM maintains its
products, but the owner decides on their property.

The vehicle ecosystem has to handle the relevant roles
and responsibilities and consider changes within them if the
lifecycle phase or, e.g., the ownership of the vehicle changes.
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Otherwise, the ecosystem might not be able to correctly reflect
contractual or business relations, leading to possible vulner-
abilities. As this work provides an overview, such specific
vulnerabilities are not in scope.

IV. AUTOMOTIVE ENVIRONMENT STAKEHOLDERS

The set of stakeholders, their relations, and interactions pre-
sented here was created using a comparable method as Gomez
et al. [13] based on Bryson [14], as multiple brainstorming
and discussion sessions, including various participants, were
conducted. The stakeholders involved in the different lifecycle
phases were collected within these sessions, and their roles
were discussed. The participants included several employees
of an automotive supplier, two employees of a start-up in the
domain of decentralized identities with connections to OEMs
and various suppliers, members of an automotive security
research group partially with a background at different OEMs
as well as a Professor researching in the automotive security
domain.

Table II provides an overview of the stakeholders in the
automotive ecosystem, the lifecycle phase they are active in,
and the user agents they are using. The following section
discusses the rights and responsibilities of each stakeholder.

a) OEM: During the development phase, the OEM is the
driving force behind the development project, is responsible
for its overall success, and bears the risk. This responsibility
also means that the OEM has all the rights regarding com-
munication and authorization in the ecosystem. These rights
change when the vehicle is handed over to the customer. After
that, the OEM no longer has direct physical access to the
vehicle and can only communicate with connected vehicles via
its backend. Indirect access is possible using the workshops,
which receive instructions and tools for maintenance and repair
from the OEM. The authorization to release changes to the
vehicle, for example, through updates or modifications, can
only lie with the OEM, as it must ensure compliance with
regulations. The OEM remains involved after the utilization
phase, as the reuse of components must be planned, for
example, for second-life applications of batteries [25] or the
use of spare parts from old vehicles, which may have to be
approved for reuse in other vehicles [26].

For development, the OEM uses all clients that will be used
in the later usage phase, even if only for testing purposes, as
with RSUs. In later phases, direct communication between the
OEM and the vehicle is only possible via the manufacturer-
specific backend.

b) Supplier: OEMs develop new cars with the help of
multiple suppliers. As supply chains get more complex, a
distinction between different suppliers (Tier 1-3) is commonly
used [17][27]. Suppliers get the task of developing, integrating,
and supplying certain vehicle parts according to the require-
ments of the OEM. Their deliverable includes hardware (e.g.,
mechanical parts, ECUs) or software. With the shift from hard-
to software-defined functions in vehicles [28] and the target
of software-defined vehicles, together with the shift to more

centralized E/E architectures [29], different suppliers need to
work closely together to develop their functions.

How suppliers interact with the automotive ecosystem de-
pends on the function they provide. There is no communication
between the supplier and the ecosystem for mechanical parts,
and there is no further interaction after the part’s delivery
during the production phase. For software functions, there are
often additional activities for updates provided by the supplier
or even direct interactions with the ecosystem in case of
connected functions, such as if the supplier operates backend
services or cooperates with service and content providers.
The final diagnostic devices are utilized while developing the
development interfaces of ECUs, especially in later develop-
ment steps. This interface is provided by the OEM to enable
suppliers to fulfill their tasks.

The limited communication between suppliers and the
ecosystem reflects the supplier’s rights in the use phase. As
the vehicles’ later users mainly interact with the OEM, and
the OEM covers its suppliers, they do not have explicit, own
rights or responsibilities in the ecosystem.

c) Development Service Provider: For certain activities
during development, OEMs commission Development Service
Providers to execute tasks, e.g., to test functions or devices
regularly. For their activities during the development, the OEM
grants them access to necessary parts of the ecosystem that
can include all the systems an OEM also uses. They do not
have explicit rights or responsibilities, especially not in later
lifecycle phases.

d) Service and Content Provider or Operator: Modern,
connected vehicles consume information from outside the
vehicle and deliver their data to external services, forming the
automotive ecosystem. To do so, data is provided by service
providers, and infrastructure, such as mobile networks, RSUs
or charging stations, are utilized that are operated by their
operators. For the development of the connected services and
the integration into vehicles, these stakeholders are involved in
the development and production phase. During the use phase,
they provide services, communicate with the vehicles, and are
part of the vehicle ecosystem. Services are then mostly offered
to the vehicle user, including specific rights and responsibilities
according to their services.

e) Owner: Owners of vehicles are a heterogeneous group
of stakeholders. Vehicles are owned either privately or for busi-
ness. Business owners may again use cars for their business or
provide them to others, e.g., car rental or sharing companies.
Owners are distinct from the driver or user of the vehicle.
Therefore, only fleet owners are considered in this study, as
they can use special fleet services to manage their vehicles,
although they do not directly use them. In this case, access
to the vehicle ecosystem is possible through the frontends of
fleet services. Furthermore, in the context of this work, the
owner is regarded as the primary holder of the rights to his
vehicle during the use phase, so the owner must authorize
any changes. This assumption is subject to a restriction if the
owner is the lessor of the vehicle and transfers it to the lessee
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TABLE II. STAKEHOLDERS INVOLVED IN THE AUTOMOTIVE ECOSYSTEM. AN "X" MARKS THE LIFECYCLE PHASES THIS STAKEHOLDER IS INVOLVED IN
AS WELL AS THE USER AGENTS THAT ARE UTILIZED.
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OEM X X X X X X X X X Develops, produces and sells the vehicle and is furthermore
responsible for providing updates, service instructions, and service
access

Supplier X X X X X Develops, manufactures, and delivers hard- or software for the
product according to the OEM’s requirements

Development Service
Provider

X X X X X X Supports the OEM during the development by taking on specific
tasks, especially testing

Service and Content
Providers or Opera-
tors

X X X X X X Offer, adapt or develop services, that are integrated into the later
product

Owner X X Legally owner of the vehicle
Driver X X X X Entity using the vehicle to drive
Workshops X X X X X Authorized and free workshops offering maintenance and repairs

for vehicles
Authorized Test Or-
ganizations

X X Organizations authorized to verify the conformity of vehicles, e.g.,
in the PTI

Recycler X X X Manages recycling and disposing process

Owner

Private

Business Sharing

Own Usage

Figure 2. Different types of vehicle owners are divided into private and
business owners. Business owners can use the vehicle for their own mobility
or provide it as a rental or sharing company.

in its entirety. An overview of vehicle owner types is given in
Figure 2.

f) Driver: Drivers are the actual users of the vehicle.
They directly interact with the vehicle, its interfaces, and the
frontends intended for end-users. Due to the distinction with
owners, drivers have permission to use and drive the vehicle
as intended, but they are, e.g., not allowed to manipulate or
change the vehicle permanently.

g) Workshop: During the use phase, vehicles require
workshops for maintenance and repairs. Electronic commu-
nication between the workshop and the vehicle becomes
vital with more software functions. OEMs provide special
equipment to access the necessary diagnostic interfaces. Due
to legal reasons, access to these tools has to be given to
independent workshops and must not be restricted to OEM
partner workshops [24]. The owner authorizes the workshops
to conduct repairs and maintenance, although this authoriza-
tion is not currently represented in electronic communication.

h) Authorized Test Organization: To ensure the safety
of vehicles on public roads, in various countries PTIs are
legally required. Authorized Test Organizations carry these
out. Communication with the vehicle is necessary during the

test procedures, e.g., to access emission-related data via OBD
[30].

i) Recycler: At the end of a vehicle’s life, recyclers take
care of its disposal and reuse. This also requires communica-
tion with the vehicle, for example, to trigger the end-of-life
function of airbags, which releases the pyrotechnic elements
and thus renders them harmless. This is done either via the
vehicle’s diagnostic system or by direct communication with
the airbag control unit [31].

V. TRUST RELATIONS IN THE AUTOMOTIVE ECOSYSTEM

Trust is a characteristic of the relationship between two
entities. In the computational trust domain, these entities
are not restricted to be humans or organizations, they can
also be devices equiped with algorithms that enable them to
make decisions based on algorithms mimicking trust. In the
automotive domain, three types of trust relations exist: trust
between two stakeholders, natural or organizational entities as
described in the introduction’s description, one stakeholder and
a device within the automotive ecosystem, and two devices of
the automotive ecosystem.

The target of trust is to make decisions for or against
cooperation, although one’s own welfare depends on the
decision and the behavior of another entity that can neither be
controlled nor whose behavior can be predicted with certainty
[7]. As such, it is closely related to authorization.

In the automotive ecosystem, such a mechanism can be
embedded in an ECU that checks, e.g., the signature of a
firmware update before installing it. In this case, the policy
tests whether the firmware was signed with a specific key.
For example, the OEM controls the necessary private key.
This is reasonable, as the OEM is responsible for providing
updates and keeping a vehicle safe and secure. The vehicle,
therefore, trusts the OEM to provide firmware updates. In
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this simple use case with only one stakeholder, the OEM
is also responsible for specifying and implementing the trust
relation. The OEM must also include other relations, providing
a particular gatekeeper position.

Trust always has to be considered in a specific context. As
the vehicle trusts the OEM in the example above to provide
valid software updates, the OEM is not authorized to open the
vehicle in the use phase. The vehicle should not trust or follow
a request by the OEM to open the car unless it was authorized
to do so by the owner or driver of the vehicle. Such a use case
becomes relevant if vehicles include functions to unlock them
remotely.

Both examples describe an authorization scenario in which
the vehicle, as part of the vehicle ecosystem, trusts a stake-
holder in different contexts. The stakeholders’ responsibilities
and roles clearly define the trust relation.

For the sake of completeness, two examples of relations be-
tween stakeholders and between devices are given. The func-
tion "plug and charge" is considered for the first-mentioned.
This function allows payment to be processed without the
user’s additional authentication. The user stores their data in
the vehicle, which authorizes the charging station operator to
process the payment. For the second category, direct com-
munication between vehicles in VANETs can be considered,
in which vehicles exchange information. No stakeholder is
directly involved, and a trusting relationship arises between
the two vehicles.

The following gives trust relations between the relevant
stakeholders for each lifecycle phase.

a) Development Phase: The various stakeholders in the
development phase are all authorized by the OEM responsible
for the development process. Therefore, the OEM alone has
the right to allow other stakeholders to communicate with the
automotive ecosystem. The connections within the automotive
ecosystem are also governed by the OEM that has complete
control over the ecosystem in this phase. Trust relations be-
tween stakeholders and the ecosystem devices of all categories
are managed by the OEM.

b) Production Phase: The structure of responsibilities
in the production phase is similar to the development phase.
The OEM is responsible for orchestrating the cooperation of
involved suppliers, service, and content providers that might
have to cooperate during production. For example, a Mobile
Network Operator (MNO) might have to prepare the cellular
network module during production. Again, the relations and
the access are managed by the OEM.

c) Use Phase: When the vehicle is handed to the owner,
there is a shift in the responsibilities and role structure.
The OEM no longer has control over the entire ecosystem.
Instead, the owner has extensive rights over its property
and can, therefore, also determine which other stakeholders
should interact with it. Beyond the scope of this work, it is
necessary to discuss the extent to which vehicle ownership
and physical control also justify exclusive rights concerning
electronic interactions and to what extent a manufacturer may
legitimately restrict these rights through End-User Licence

Agreements (EULAs), particularly for services offered. Re-
lations in the other direction are also possible, as service
providers can authorize drivers to consume their services based
on subscriptions.

More complex relations are possible as well. If we consider
an OEM that releases maintenance instructions that have to
be performed, the workshop usually receives them within
their diagnostic systems. The owner can then authorize the
workshop to execute these tasks.

As the rights in this phase are more distributed between
stakeholders, this can lead to conflicts. An example of such
a conflict led to the right-to-repair movement, where OEMs
were forced to provide repair instructions and tools to free
workshops alongside their partner workshops [24]. The regu-
lation stated that the owner can decide which workshop should
perform maintenance and repair tasks. In contrast, some OEMs
wanted to restrict them to authorized workshops by withhold-
ing necessary tools. The access to the automotive ecosystem
for third parties, as, for example, test organizations are, is
often only possible by regulations that force OEMs to provide
interfaces. As these interfaces are provided by regulation, there
is no real trust or authorization connection between different
stakeholders. From the automotive ecosystem perspective, all
interactions compliant with the regulations are authorized.

d) End of Life: During the end-of-life phase, the disposal
and reuse of the vehicle are the focus. OEMs have to enable the
reuse of electronic vehicle parts that workshops can reinstall.
Recyclers are responsible for safely disposing of parts that are
not directly reusable and, therefore, need to communicate with
the vehicle to disengage the airbags. The necessary interface
for this interaction is based on regulation and, thus, does not
have to be authorized by the OEM, and there is no real trust
relation.

VI. FORMAL FRAMEWORK

We create a formalized description of our findings to enable
a more precise description of the entities and trust relations
in the automotive domain. For this purpose, we utilize set
theory to describe the different stakeholder groups, the user
agents they use, and the lifecycle phases. These sets are then
combined to explain the connection between these elements. A
general approach to defining trust relations in the automotive
domain is presented to show the integration of stakeholders
in such a system. The difference between stakeholders and
artificial agents implementing trust management algorithms
is discussed, and a method to integrate both into a common
system is presented.

A. Definition of Basic Sets

The formalization approach starts with the definition of
various sets that describe the findings of the stakeholder anal-
ysis. The first set describes the stakeholders in the automotive
domain. We define a set S that includes all stakeholders in
the automotive domain. S has various subsets, one for each
identified stakeholder group. Each of these groups is defined as
a proper subset of S, as multiple of them exist, while most of
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the subsets (except for SOwner and SDriver that may include
the same element) are disjoint.

• SOEM ⊂ S for OEMs
• SSupplier ⊂ S for the suppliers
• SDSP ⊂ S for Development Service Providers
• SSCP ⊂ S for Service and Content Providers or Opera-

tors
• SOwner ⊂ S for Owners, possible subsets for Private or

Business Owners
• SDriver ⊂ S for Drivers
• SWorkshop ⊂ S for Workshops, with possible subsections

for free and authorized workshops
• SATO ⊂ S for Authorized Test Organizations‚
• SRecycler ⊂ S for Recyclers

As discussed in the stakeholders’ description, the set
SOwner of owners can be divided into various subsets de-
scribing different, more specific vehicle owners. Following the
structure in Figure 2, the set SOwner includes the following
subsets:

• SPrivateOwner ⊂ SOwner for private vehicle owners
• SBusinessOwner ⊂ SOwnerfor business vehicle owners

– SDirectBusinessOwner ⊂ SBusinessOwner for busi-
ness vehicle owners that directly use vehicles on their
own

– SSharingBusinessOwner ⊂ SBusinessOwner for busi-
ness vehicle owners that share their vehicles, e.g., to
make money with them

Using this distinction, a more precise and detailed analysis
of trust relations is possible.

Next, the utilized user agents are defined. For this, the
subsets of A are defined as follows, representing a subset per
identified user agent category:

• AV ehicle ⊂ A for vehicle client
• ABackend ⊂ A for backend systems
• ADiagnosticDevice ⊂ A for diagnostic devices
• AFrontend ⊂ A for frontend systems
• ARSU ⊂ A for RSUs
• AChargingStation ⊂ A for charging stations

An equal definition is made for the lifecycle phases within
the set L = {LDev, LProd, LUse, LEOL}:

• LDev ∈ L for the development phase
• LProd ∈ L for the production phase
• LUse ∈ L for the use phase
• LUse ∈ L for the end-of-life phase

In defining the basic sets, we distinguish between the
stakeholder groups and the user agents as subsets and the
lifecycle phases as members of their respective sets. For S and
A, the defined groups or categories are subsets containing the
specific elements, like a particular vehicle owner in SOwner

or a physical car in AV ehicle. The set of lifecycle phases is a
closed set with the four defined elements described in Section
III-A.

B. Basic Mappings

The introduced set definitions allow us to formalize the
basic connection between S, A, and L that have already been
discussed.

Coming from the basic definitions in the previous section,
we note that single elements out of sets or subsets are often
used. The elements can be part of any subsets defined for the
used sets if not specified further. For example, s ∈ S means
that s is any element in S, so it may be an element in SOEM ,
SSupplier, or any other subset.

One result of the stakeholder analysis is defined in Table
II. It includes which stakeholder is active in which lifecycle
state and which user agents are utilized by this stakeholder. A
mapping describes the first outcome is

f1 : S → P(L), s 7→ f1(s) ⊆ L (1)

where a stakeholder s ∈ S is mapped on the power set
of L, describing the lifecycle phases in which this specific
stakeholder is active.

Next, the mapping

f2 : S → P(A), s 7→ f2(s) ⊆ A (2)

describes which user agents a stakeholder utilizes.
These two mappings are also contained in Table II. New

statements can be created if two parameters are combined.

g1 : S ×A → P(L), (3)
(s, a) 7→ g1(s, a) ⊆ L ∀(s, a) ∈ S ×A

g2 : S × L → P(A), (4)
(s, l) 7→ g2(s, l) ⊆ A ∀(s, l) ∈ S × L

The mapping 3 describes more precisely the lifecycle a
stakeholder utilizes a specific user agent, 4 the user agents
a client uses in a particular lifecycle phase. These mappings
have been described in textual, the provided mappings can help
to make more precise statements. An example is given for the
stakeholder SOEM that is active in the following phases and
utilizes the following user agents:

1 : f1(s) = {Dev, Prod, Use,EOL}, s ∈ SOEM (5)
2 : f2(s) = A \ARSU , s ∈ SOEM (6)

A more specific statement can be created following the
mapping 4.

4 : f2(s, l) = {ABackend, AFrontend}, (7)
s ∈ SOEM , l = {LUse}

The statement in (7) shows that an OEM has only a minimal
possibility to access the vehicle ecosystem in LUse.
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C. Trust Relationships
This section discusses trust between entities in the automo-

tive domain, especially the difference between the integration
of stakeholders and other entities in these mappings.

Trust, as a characteristic of the relationship between two
entities, is represented by the following term:

Tx,y,z, x, y ∈ E, z ∈ Z (8)

Trust (T ) is described as characteristic of the relation
between a truster (x) and a trustee (y) out of a set of entities
E in a situation or context (z), where Z = {z1, z2, ..., zn}
describes the set of all possible contexts. As trust is a directed,
not necessarily mutual relation between truster and trustee,
Tx,y,z is not necessarily Ty,x,z [32]. If so, this results from
the used model rather than being implied by the definition of
trust.

An action can define a context, like opening a vehicle,
retrieving information about a car, or changing its configu-
ration through maintenance actions. Various other attributes
can be considered in a context, like the time, location, or
objects relevant to the action. As an example, a workshop
(truster) might be authorized by the owner (trustee) to perform
a specific software update (action) at its workshop (location)
on the owner’s car (object). For the simplicity of this work,
we do not further distinguish the elements defining a context.
As we focus on the role of stakeholders and their used agents,
the three parameters of trustee, truster, and context are used
here. However, other authors distinguish the various elements
of the context and also see trustee and truster as part of it [33].

As stated earlier, truster and trustee do not necessarily
have to be a natural or organizational entity. The stakeholder
analysis was based on these two types of entities. Therefore,
x, y are not necessarily contained in the set S, but in a more
extensive set, described as the set of entities E, where S ⊆ E.
x, y ∈ S is valid for trust relations between two natural or
organizational entities, as is the case for an owner authorizing
a workshop to maintain a vehicle.

Electronic communication is especially interesting from a
security point of view. In such situations, the communication
between several entities has to be secured according to the
trust relations of all involved entities. Next to the stakeholders
S, other entities can be software functions in the user agents
that provide functions to the stakeholders or for different user
agents. In this case, the user agents do not act as simple clients
to enable interaction with the automotive ecosystem for the
stakeholders; they act as entities or agents themselves in a
specific context.

The calculation of trust values in such systems can use
various input parameters. Systems utilizing direct trust based
on direct interactions between these entities can learn from the
trustee’s behavior and adapt the trust value according to past
interactions, as the natural concept of trust does. Zhang et al.
based their trust management system only on direct trust, as
this does not require the definition of additional communica-
tion that might be hard to establish in the automotive domain

[34]. Indirect measures can be used if other nodes share their
experiences with an entity with others. The systems proposed
in [35][36][37][38][39] are examples of the combination of
direct and indirect trust paths. Although beneficial, especially
in the VANET domain with highly dynamic network topology
and high mobility [40][41][42][43], additional vulnerabilities
can be introduced with wrong recommendations. Such attacks
are often defined as good or bad-mouthing [44]. Subjec-
tive opinions are a core concept of trust, describing that
every truster can trust a different trustee differently. Some
proposed systems should be characterized more correctly as
reputation systems, as reputation is a term for the pub-
lic, cumulative knowledge about an entity’s trustworthiness
[45][46][47]. The possibility of forming a common opinion
through consensus protocols without a central authority has led
to a multitude of reputation systems in which the reputation
values are formed using Distributed Ledger Technology (DLT)
[48][49][50][51][52][53][54]. Apart from subjective, local val-
ues, the decisions in such systems are at least partially based
on a globally synchronized value.

Apart from the behavior of nodes, other characteristics like
their capabilities or competence can be integrated [46].

D. Trustful Decisions

Trust is a relationship characteristic used to decide if two
entities cooperate. Restricted to electronic communication,
binary decisions must usually be made. A trustful decision
mechanism’s binary output O is defined as follows.

O = {allow, deny} (9)

We use the terms allow and deny here on purpose to
illustrate the similarity to authorization mechanisms that use
multiple input parameters to decide whether a service or re-
source (object) can be accessed by the subject in the requested
way. Regarding trust management, the subject trying to access
a service or resource is the trustee, the governing authority of
the resource is the truster.

Following Jøsang in [9], the truster does not have to provide
a service to the trustee. In some applications, like in VANET,
the nodes share information with all their neighbors. Based on
the application, the information source, and other attributes,
each node decides whether the information is used or if
the message is ignored. In this case, the node sharing the
information is the trustee, and the consumer is the truster. The
difference between traditional authorization systems and trust
management and decision systems is that trust usually involves
a subjective opinion of trustworthiness that might differ from
entity to entity, and the truster’s welfare somehow depends
on the trustee. These characteristics are generally not given in
authorization systems. These systems usually define a global
policy utilizing objective attributes, as if someone holds an
authorization token issued by a specific entity or provides valid
credentials for which the necessary access rights are defined.
In these systems, authorized entities can still be untrustworthy,
for example, if inside attackers are considered [55].
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An approach to defining a trust-based decision is given in
the following function definition:

Tx,y,z × P(M) → O, (10)

In a trust-based decision process, the trust value between
two specific entities x and y for this defined context z is
used together with zero or multiple more attributes, where M
establishes the set of all attributes.

The truster considers attributes when transferring a trust
value into a trusting decision. Values considered here are
usually not included in the trust value calculation. For ex-
ample, Marsh [19] proposes quantifying competence, risk, and
importance to decide how high the trust value has to be to enter
cooperation. Mayer [56] regards risk as a central component in
decision-making: a trust value reflects the risk that the trustee
is willing to take, whereas the decision means that the trustee is
taking the risk. This complies with the reliability and decision
trust terms introduced by Jøsang [45].

One or more thresholds are a fundamental decision method
based on trust value. As in many systems, a range is used as a
metric for the trust, like Tx,y,z = [0, 1] in [48][57][49][58][50],
a threshold in this range can decide whether cooperation is
entered or not. In some systems, multiple thresholds reflect
decisions based on one trust value [38][53][52]. This can
be reasonable if multiple alternative cooperation types or
attributes are possible with more or less risk for the truster or if
specific trust values trigger additional activities, like exclusion
from the network [53]. Defining thresholds can be a complex
task, so advanced methods like machine learning [59] or fuzzy
set theory are applied by some authors [60]. The latter reflects
uncertainty in categorizing trustees according to their trust
values.

E. Binary Trust Values to Integrate Stakeholders

As defined above, a trust value describes a subjective
opinion on the trustee’s trustworthiness to behave as the
truster expects. Various input parameters can be considered
to determine these trust values.

This definition does not entirely comply with integrating
stakeholders into trust management systems. In this case,
the main reason for trust relations is the membership of a
stakeholder group. For example, a workshop is authorized
by the OEM to conduct maintenance measures according to
the OEM’s instructions because a workshop is defined as
authorized to do so. A vehicle’s owner can access the vehicle’s
data on the frontend because of its role. The trust relations
involving a stakeholder are binary, as an entity either is in the
necessary role for an action or is not. The trust value can only
have two possible states in such a relation.

Tx,y,z =

{
0, if y ∈ Sa, Sa is authorized for z
1, if y /∈ Sa, Sa is authorized for z

(11)

A ruleset based on contractual and legal requirements
defines many trust relations in the automotive domain that

include stakeholders. These requirements do not integrate a
measure of the stakeholder’s behavior or gain benefit from
analyzing other attributes.

The integration of stakeholders into trust management sys-
tems can be achieved by applying the trust values given in
Equation (11) to the stakeholders in specific contexts. These
trust values, describing some blind trust and therefore not
following the definition of trust relations [19][7] as the truster
does not have a real choice, can reflect the permissions based
on the stakeholder’s role. As blind trust is used for a trust
relations the truster is not questioning, in this case the term
given trust suits better, as the trust relation is defined outside
the context of truster and trustee by external, often contractual
or legal conditions. The thresholds or other methods to make
decisions on trust values must use this unconditional trust and
always allow cooperation in necessary contexts, or deny it if
the trustee does not have the required role. In these contexts,
the system is comparable to a Public Key Infrastructure, which
can be used to reflect unconditional attributes bound to an
entity.

The proposed integration benefits from combining all types
of trust relations in a common trust management system for the
automotive domain. The trust value is used to decide whether
or not to enter into cooperation. This trust value is calculated
beforehand based on various input parameters, which may
include the trustee’s role. If such a role affiliation is relevant
for a context, the binary determination of a trust value ensures
the decision is made under this affiliation.

As part of the evaluation, we provide an example of how
to implement the integration of a stakeholder into a trust
management system.

VII. EVALUATION AND EXEMPLARY CASE STUDY

The results from this work are evaluated in various ways.
First, stakeholders were discussed in different groups con-
sisting of people working in the automotive domain and re-
searchers in the automotive security domain. Secondly, exem-
plary scenarios were considered, and the stakeholders involved
and their interactions were compared with the previous results.
An excerpt of these scenarios is briefly presented below. The
scenarios were selected to represent various trust relations,
including different types of entities, as described in Section
V.

The proposed formalization and integration of stakeholders
into trust management systems in the automotive domain is
described for each scenario.

a) Online Software Updates: In an online software up-
date, the OEM provides new software for vehicle components
that is usually downloaded over a backend connection and
is installed without additional diagnostic equipment at the
customer’s location. In this case, the OEM is responsible for
the overall process and approves the software before it is made
available. Software may be supplied by suppliers but is tested
and released by the OEM. Infrastructure operators are also
included in the scenario to provide necessary services. Either
the vehicle’s owner or an authorized user usually approves
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the installation. Finally, workshops are involved in case the
installation fails. Additionally, inspired by the terms of dis- and
untrust introduced by Marsh et al. [61], a trust relation between
the owner and the OEM might not even be necessary, as the
owner may not have a choice other than installing mandatory
updates, otherwise risking the shut down of the vehicle.

In a formal way, an entity o ∈ SOEM has the role of approv-
ing and releasing software installed on vehicles. Regardless of
the developer of an update, the OEM is legally responsible for
ensuring the safety of the software. The owner of a vehicle
e ∈ SOwner has the right to decide what modifications are
applied to his property. In a policy defining the decision, if an
update is applied, the update client in the vehicle may refuse
to install an update that is not signed by an entity o ∈ SOEM

that has a specific role, e.g., release-sw-update or if the update
is not wanted by the owner einSOwner of that precise vehicle,
that has a role like approve-sw-installation.

b) Plug and Charge: The plug-and-charge scenario has
already been briefly discussed in the trust section. In this case,
the OEM has to provide necessary functions in the vehicle
and the connected services (back- and front-end) to store
the required information of a financial service provider that
handled the payment. The driver then authorizes a charging
station provider to request charging fees from the financial
service provider.

To allow this use case, the vehicle owner or user has to enter
into a contractual relationship with a financial service provider.
The service provider then allows the owner’s vehicle to charge
while handling billing. In a document describing this relation,
in a technical implementation, the financial service provider
issues some kind of certificate, which the charging station then
accepts to start charging. These relations are based on roles
and contractual relations that can be implemented in a trust
management system with the described approach.

c) VANETs: VANETs are a special network in which
vehicles, RSUs, and other devices like mobile devices owned
by Vulnerable Road Users (VRUs) communicate directly to
exchange information about the current environment to en-
able cooperative driving functions or to increase road safety.
In this scenario, devices within the automotive environment
may communicate without the participation of a stakeholder.
Involvement of service and infrastructure providers, operators,
and drivers is possible, as advertised services are contained in
the standardization of VANETs. Trust relations are interesting
in this scenario, as no clear and pre-defined interactions exist
in this ad-hoc network. Because of this, many automotive
trust management systems concentrate on VANET applications
[62].

Applying the proposed integration of stakeholders is un-
necessary here, as no stakeholders are directly involved in the
communication. This is one reason why trust in VANETs is
so extensively analyzed, as there are no binary, pre-defined
relations.

VIII. CONCLUSION AND FUTURE WORK

Trust is an essential concept necessary for decision-making
between people. The stakeholders involved and their relations
must be known in order to evaluate trust and develop trust
management systems in the automotive domain. As a com-
parable analysis did not yet exist, the relevant stakeholders
have been collected in multiple sessions with different people
working or researching in the automotive and automotive se-
curity domain. The interactions and trust relations between the
collected stakeholders were determined by analyzing relevant
use cases. To characterize the stakeholders, the lifecycle phase
of vehicles in which they are involved, the user agents or
devices they utilize to communicate in the automotive ecosys-
tem, and their roles and responsibilities were used. The gained
insights are used in a formalized framework to represent the
findings more specifically. Based on the formal framework, the
difference between trust relations between artificial agents, as
studied in many trust management systems, and trust relations,
including stakeholders, is discussed. An approach to integrate
both types in a common system is presented by applying trust
values to stakeholders at either end of the value range.

The stakeholders and their descriptions are general to pro-
vide an overview of the automotive domain. Although this was
necessary for this work, it is a limitation, as in some scenarios,
the same stakeholder groups are involved multiple times. A
more in-depth analysis is required for specific scenarios. This
also applies to the description of the automotive ecosystem,
which can be considered in much more detail. Furthermore,
the evaluation of the proposed stakeholder set can be extended
to close possible gaps and ease the model’s application in
other studies. Moreover, the decision-making and enforcement
of trust-based decisions, including the proposed approach
to integrate stakeholders, will be discussed in future work.
Despite the limitations, the insights gained can be used to
define requirements for a trust management system that can
map different use cases in the automotive ecosystem.
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Abstract—This paper builds upon a previous study that
analyzed phishing detection using eye-tracking data from 103
participants tasked with classifying 18 emails. Additionally, a
phishing awareness system (PAS) was introduced, highlighting
relevant information for half of the participants. While the
original analysis found no significant improvements in detection
effectiveness, the eye-tracking data did reveal that participants
using the supportive software spent less time examining key
phishing indicators. Expanding on these findings, this work
incorporates further questionnaire data and a more advanced
Area of Interest (AoI) analysis to provide deeper insights.
The results indicate that demographic factors such as age,
gender, and education have no significant impact on phishing
detection. However, industry sectors and weekly screen time
did influence performance, particularly in terms of the time
required for classification. A qualitative eye movement analysis
further revealed distinct AoI hit patterns between participants
who correctly classified all emails and those who misclassified
more. Additionally, gaze behavior varied based on participants’
usability and user experience ratings of the supportive software,
highlighting a potential impact for specific user groups, when it
comes to phishing detection efficiency.

Keywords-Phishing; Security Awareness; Eye-Tracking; IT-
Security; Usability and UX.

I. INTRODUCTION

This paper builds on previous research that investigated
phishing detection using eye-tracking analysis [1]. Despite
widespread awareness of phishing and its associated risks,
these attacks remain a persistent daily threat. The German
Federal Office for Information Security (BSI) highlighted in
its 2024 IT-Security report that many individuals continue
to underestimate the severity of phishing, often realizing the
long-term consequences only when it is too late [2]. Phishing
attacks typically disguise themselves as legitimate emails
or messages to deceive individuals into revealing sensitive
information, such as login credentials, financial details, or
confidential data. As the volume of emails continues to rise
and phishing tactics grow more sophisticated, individuals
are becoming increasingly vulnerable. Historically, phishing
emails primarily impersonated financial institutions, requesting
monetary transfers; however, in recent years, they have shifted
towards everyday communications, making these attacks both
more pervasive and harder to detect [2].

Given the increasing prevalence and complexity of phishing
attacks, equipping individuals with the skills to recognize these
threats is more crucial than ever, both in personal and corporate

settings. Traditional in-company security awareness trainings
- often based on theoretical knowledge - have sparked a
debate regarding their effectiveness in preventing such attacks.
Some argue that humans are the weakest link in cybersecurity
[3] [4] and that dedicated training can significantly improve
individuals’ ability to recognize phishing threats [5]. However,
studies such as the one conducted by Lain et al. suggest that
such training has no significant impact on a person’s ability
to detect phishing emails [6].

Phishing research is typically conducted using
questionnaire-based studies [7] [8] [9]. However,
questionnaires may not fully capture an individual’s decision-
making process, often providing an incomplete or distorted
picture of the cognitive mechanisms involved in phishing
detection. Eye-tracking technology, on the other hand, offers
a more precise representation of decision-making processes
[10]. This journal paper first conducts a statistical analysis to
determine whether and which demographic factors influence
phishing email detection and then explores how eye-tracking
data can provide deeper insights into decision-making patterns
that remain hidden in traditional phishing studies.

Section II reviews recent literature published since the initial
study. Sections III to V define and address eight research
questions, beginning with statistical tests on questionnaire
data and ending with a qualitative analysis of eye movement
patterns. These sections also provide a detailed overview of the
participants, the technical setup, and the study design. Section
VI further investigates the usability and user experience of
a software add-on designed to highlight phishing-relevant
information. Finally, Sections VII and VIII discuss the study’s
limitations, summarize key findings on the effectiveness of
phishing training, and outline directions for future research.

II. RECENT DEVELOPMENTS IN LITERATURE

The literature review in [1] revealed that previous eye-
tracking research studying phishing either relies on relatively
small sample sizes or focuses on adaptive mechanisms
designed to enhance users’ ability to recognize phishing
attempts. However, there remained a significant gap in
understanding how users engage with available tools and
warnings, as well as which phishing indicators they tend to
overlook when falling victim to such attacks. To address these
gaps, the study in [1] was developed. Since the literature
review for that article had to be carried out before the start
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of the study and the implementation of the study itself took
several months, the literature review did not include articles
published after February 2024. In the last 12 months, several
new papers have been published studying phishing emails
with eye-tracking technology. For this reason, a discussion
of these new papers and how their results compare to those
found in [1] is included here.

In [11], published in November 2024, the authors exam-
ined how individuals visually inspect phishing and legitimate
emails. A key hypothesis was that participants would pay
more attention to the sender’s identification in phishing emails
compared to legitimate ones, which was confirmed by the
results. However, contrary to expectations, participants were
not more likely to misidentify phishing emails; instead, they
tended to misclassify legitimate emails more frequently.

The study involved 68 participants, predominantly women
(77.9 %), with an average age of 23.91 years (ranging from
18 to 48). More than half of the participants (51.5%) had
completed their 12th grade education.

Data was collected using Tobii Pro Fusion Eye-Trackers. A
total set of 28 emails was examined, consisting of 13 phishing
emails, 13 legitimate emails, and two control emails, each with
predefined areas of interest (AOI), including the header of
the email, the subject line, the sender’s information, the body
of the email, the salutation, the links, misspellings, financial
indicators, threats, and urgency signals. Each participant was
shown 15 randomly selected emails from two groups.

The study analyzed the total number of fixations and the
fixation duration (in milliseconds) within each AOI. Statistical
comparisons were conducted using Mann-Whitney U-tests.
The general setup of the study is very similar to that presented
in [1] and the results show that participants spent more time
looking at the sender information in phishing emails. Since [1]
only tested whether AOI hits on the sender information differ
between the group with PAS and the group without, this result
will be tested against the original data set from [1] in research
question 6, to see whether the collected data is consistent.

Furthermore, the authors of [11] suggest that future research
should differentiate between specific phishing characteristics,
such as financial content, threats, spelling errors, and urgency
cues. This was already addressed in [1]. Another suggestion
was to examine the visual inspection patterns of phishing
experts and previous victims, which is addressed in research
question 7 below.

In [12], a literature review with the search string [phishing
AND EEG], [phishing AND “eye-tracking” OR eye-tracking],
[phishing AND BCI] in Elsevier ScienceDirect, IEEE Xplore,
Research-Gate, Springer, and the ACM Digital Library is
presented. Similarly to the literature review in [1], the found
papers are compared with regards to participants, types
of investigated phishing attacks and results. The examined
literature suggests that user personality traits, such as attention
control, may have a direct impact on their susceptibility to
phishing. The paper describes the controversy surrounding

the impact of demographic factors on phishing susceptibility
and the limited scope of current studies. It suggests further
research to explore other phishing types, assess resilience to
multiple attacks, and incorporate advanced AI methods and
real-world conditions.

[13] presents an eye-tracking study with n = 40 participants
and 18 emails. This study explores the effects of visual risk
indicators on phishing detection behavior using an eye-
tracking experiment, and provides implications for how
organizations can effectively integrate and calibrate such
indicators to mitigate phishing attempts. It studied how
displaying a phishing risk indicator affects visual attention,
trust, and time taken to come to a decision. It was discovered
that the visual risk indicator has a significant impact on
trust, which subsequently influences the behavior of the
participants’ email responses.

[14] investigates how workload influences an individual’s
likelihood of falling for phishing attacks, utilizing eye-tracking
technology to track how participants read and engage with
personalized phishing emails. By combining both quantitative
and qualitative approaches, it analyses participants’ focus
on two key phishing cues: the sender’s email address and
hyperlink URLs. Results reveal that paying attention to the
email sender helps reduce phishing vulnerability, but no link
between noticing the actual URL and improved phishing
detection was found. In contrast, focusing on the text hiding
the links tends to increase phishing risk. These suggestions
are addressed in Research Questions 6 and 7.

Lastly, [15] presents an eye-tracking study with 42 partic-
ipants that focuses on spear phishing. The results show that
the participants have shorter total fixation durations on spear
phishing emails than on legitimate emails. Phishing training
was not shown to have a main effect on eye movement behav-
iors. Participants tended to focus their attention on the email
body, followed by the subject line and sender information, but
neglected the sent time.

III. RESEARCH OBJECTIVES

Several new questions arise from the review of literature
published in the last year. Together with further analysis of
the data set presented in [1], this gives rise to the following
set of research questions:

RQ1 How do demographic differences such as age, gender, and
education affect phishing recognition?

RQ2 Are there differences between employees of different
industries in regards to effectiveness and efficiency of
phishing recognition?

RQ3 Does the ability to recognize phishing emails differ
among employees based on their weekly screen time?

RQ4 Does knowing the sender company affect the recognition
of phishing emails?

RQ5 Are IT security experts better at detecting phishing emails
than laypersons?
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RQ6 Do users focus more on the sender when examining
phishing emails compared to legitimate emails?

RQ7 How do gaze patterns differ between individuals who
correctly identify a high versus a low number of phishing
emails?

RQ8 How do gaze patterns differ between individuals who rate
the usability and user experience (UX) of the PAS as low
compared to those who rate it as high?

Based on these research questions, the following hypothesis
were developed:
H1 Age, gender and education level have little to no effect

on phishing recognition rates.
H2 Employees of different industries express different lev-

els of phishing recognition efficiency and effectiveness,
proportional to their use of email in daily life.

H3 Participants with increased weekly screen-based work
hours show higher rates of phishing recognition.

H4 Knowing the sender company will effect phishing recog-
nition rates.

H5 IT security experts are expected to perform better at the
phishing recognition task than laypersons.

H6 In line with the results found in [11] it is expected that
users focus more on the sender when examining phishing
emails.

H7 Individuals who correctly identified more phishing emails
used the PAS more compared to the individuals that
misclassified phishing emails.

H8 Individuals who rated the usability and especially the
UX as high spend more time interacting with the PAS
compared to those who rated both low.

IV. STUDY DESIGN

As described in [1], this eye-tracking study was conducted
at the University of Applied Sciences in Regensburg (OTH
Regensburg) and as part of a service offered by the Eu-
ropean Digital Innovation Hub "Digital Innovation Ostbay-
ern" (DInO). DInO offers free consulting services to small
and medium-sized enterprises (SMEs) and the public sector
(PSEs), especially in Eastern Bavaria. Since IT security train-
ing is mandatory for many German companies, this study was
designed as an interactive extension to traditional theoretical
training.

Beyond corporate use, the study also aimed to help indi-
viduals develop a better awareness of phishing emails and
improve their ability to detect them. To ensure relevance and
familiarity, the phishing emails used in the study were sourced
primarily from real interactions. All were genuine phishing
attempts, collected from colleagues and relatives. In some
cases, minor modifications—such as translations or company
name changes—were made to prevent reputational harm to
smaller businesses.

Notably, while all participants were exposed to the same
phishing emails, half of the group had access to an additional
tool called the "Phishing Awareness System" (PAS), which
highlighted specific information. This system will be intro-
duced in Section IV-D.

A. Participants

A total of 120 participants took part in the study. However,
since the study was also offered as a complementary phishing
training, eleven participants opted to participate only in the
training without being included in the study. Their recordings
were deleted immediately after the session and were not
included in the final dataset. Additionally, six participants had
to be excluded due to severe visual impairments, as they failed
to meet the calibration threshold of 0.75°, primarily due to
extreme diopter levels or incompatible glasses and contact
lenses. Before beginning, all participants filled out a consent
and demographic form.

In the final dataset, 103 participants remained, of whom
36.89% were female (n = 38) and 63.11% were male
(n = 65), with an average age of 32.81 years. Among them, 52
had access to the Phishing Awareness System (PAS), while 51
relied solely on the email content for their decisions. 91.26%
(n = 94) reported knowing what phishing emails look like,
and 60.19% (n = 62) had attended at least one phishing
training session in the past. Additionally, 38.83% (n = 40)
received phishing emails daily, 28.85% (n = 30) weekly,
8.65% (n = 9) monthly, and 23.30% (n = 24) rarely or never.

A closer look at participants’ educational backgrounds re-
vealed an atypical distribution. Based on the German education
system, four educational attainment groups were identified:

• 57 participants had a general or subject-specific university
entrance qualification (German: Abitur/Allgemeine oder
fachgebundene Hochschulreife).

• 10 participants had a technical college entrance qualifi-
cation (German: Fachhochschulreife).

• 23 participants had a general secondary education
diploma (German: Realschulabschluss/Mittlere Reife).

• 11 participants completed basic secondary schooling
(German: Hauptschulabschluss).

• 2 participants reported other forms of schooling.
Participants were also asked about their professional qualifi-

cations and degrees. Since this was a multiple-choice question,
the number of responses exceeds the total number of partici-
pants:

• 52 participants had completed an apprenticeship or pro-
fessional training (German: Berufsausbildung)

• 31 participants had a bachelor’s degree
• 32 participants had a master’s degree
• 2 participants had a PhD
This distribution is particularly noteworthy since eye-

tracking studies are often academically biased, predominantly
consisting of students and university employees as well as
teachers [16] [17] [18]. The fact that over half of the partici-
pants had completed an apprenticeship or professional training
highlights not only the scale but also the diversity of this study.
A further demographic analysis showed that 85.44% (n = 88)
of participants were employed, while 14.56% (n = 15) were
self-employed. Among all, 66.99% (n = 69) worked full-
time, 18.45% (n = 19) worked part-time, and the remaining
participants reported other forms of employment, including
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apprenticeships or mini-jobs. The average weekly working
hours were 35.90 (min = 8, max = 55, std = 9.05), with
participants spending an average of 27.16 hours in front of
a computer screen (min = 0, max = 55, std = 12.21).
The average work experience was 14.27 years (min = 0,
max = 45, std = 12.99).

B. Technical Setup

Up to nine Tobii Pro Fusion eye-trackers were used to record
the data, with a recording frequency of 250Hz. Participants
were positioned approximately 65 cm from a 21-inch monitor
set to a resolution of 1920×1080 pixels, running at 60Hz.
These specifications align with the quality analysis and rec-
ommendations in [19]. Following these guidelines, participants
were instructed to remain still during the recording and avoid
head movements.

The study was conducted using Tobii Pro Lab software
(Version 1.232.52758) and employed the Tobii I-VT fixation
filter. The Tobii Pro Fusion devices operated on firmware
version 1.19.22.

C. Stimuli

To enhance the study design, emails were categorized into
three groups, each representing a common type of phishing
attack. A total of 18 emails were included in the study, evenly
distributed as follows:

• Control emails
Legitimate, harmless emails, such as notifications from
energy providers or PayPal.

• "Badly made" phishing emails
Contained multiple red flags, such as cryptic sender
addresses or severe misspellings, making them easier to
identify.

• "Well-crafted" phishing emails
More sophisticated attempts with only minor mis-
spellings, subtle anomalies, or unusual attachments, for
example Word documents containing macros.

These distinguishing features, which allow for the classifica-
tion of phishing emails, will be referred to as phishing markers
throughout the study. Each email category was further divided
into three common phishing attack techniques:

• Two emails with attachments containing relevant docu-
ments, primarily invoices or monthly billing statements.

• Two emails urging the recipient to click a link to complete
an action, such as reactivating an account.

• Two emails requesting money, either through a direct
demand or an implicit threat of financial consequences.

To create a realistic testing environment, emails were dis-
played within a typical Outlook email interface. Outlook was
chosen because it is among the most widely used email clients
[20] and often used in corporate settings.

D. Phishing Awareness System

As mentioned earlier, this eye-tracking study followed an
in-between-subject design, with one group having access to
a prototype of the Phishing Awareness System (PAS). This

Figure 1. Email from the control group containing an attachment without the
PAS.

Figure 2. Email from the control group containing an attachment with the
PAS at the right side of the screen.

system aggregated and displayed key information to assist in
identifying phishing attempts. It highlighted critical elements
such as the sender domain, URLs within links, and attachment
types, helping to expose spelling errors and other suspicious
indicators. An illustration comparing the same email with and
without the PAS system is shown in Figures 1 and 2.

Participants in the PAS group were introduced to the tool
and its functionality during the study briefing. However, in
order to prevent potential bias, they were not required to use
it.

A secondary objective of this study was to evaluate whether
the PAS improved participants’ accuracy and efficiency in
detecting phishing emails, as well as assessing their perception
of its usefulness. Section VI will provide a detailed analysis
of usability and user experience related to the PAS.

E. Areas of Interest

To analyse participant gaze patterns more effectively, Areas
of Interest (AoIs) were predefined. These AoIs represent
specific screen regions crucial for determining whether an
email is phishing or legitimate. They were drawn over key
phishing markers in each email, allowing for the aggregation
of eye movements within these targeted areas [21]. By using
predefined AoIs, the study systematically examined where
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Figure 3. Highlighted AoIs for the email from the control group containing
an attachment with the PAS at the right side of the screen.

participants focused their attention and how gaze behavior
differed between groups.

Figure 3 provides an overview of these AoIs. In this study,
four distinct types of AoIs were defined:

• Sender Address and Email Subject
This information appears twice within the Outlook en-
vironment — once at the top of the email and again in
the preview pane on the left-hand side. It includes the
senders email address, its domain, and the email subject.

• Email Body
This AoI covers the main content of the email, including
all text, embedded links, and any other relevant details.

• Attachment
Attachments are typically displayed between the sender
information and the email body. This AoI captures the
attachment name, file extension, and its icon, all of which
provide visual cues about the file type.

• PAS
This AoI is exclusive to the PAS group and consists of:
One large area covering the entire PAS interface and three
smaller AoIs highlighting the sender domain, included
URLs, and attachment details within it.

F. Study Environment and Methodological Challenges

Since this study was also integrated into existing IT se-
curity training programs for SMEs and PSEs, it required a
different approach compared to traditional eye-tracking studies
conducted in laboratory settings. The challenges between these
two environments differ significantly, with mobile studies
being inherently more complex, particularly when participants
have no prior experience with eye-tracking technology [22].

One of the primary concerns in mobile eye-tracking studies
is data quality, which is influenced by two key factors:
External distractions where Participants may be interrupted by
background noise, other participants, or changes in the study
environment and technical as well as environmental factors
such as poor lighting conditions, calibration problems, and
recording errors [19], [22], [23].

To ensure reliable data collection, the eye-tracking system
was calibrated to each participant before the study began. Due

Figure 4. Exemplary study setup for conducting eye-tracking studies in a
workshop format.

to the study’s relatively short duration (average of 6 : 40
minutes), re-calibrations were not performed between stimuli.
However, a strict calibration and validation threshold of 0.75°
was set, and any participant failing to meet this standard was
excluded from the study.

To minimize distractions and external influences, several
measures were implemented: Firstly, the laptop screen was
turned away from participants to prevent distractions. Fur-
thermore, participants were seated directly behind each other
to obstruct the view of other screens. Secondly, direct and
overhead lighting was turned off and blinds were closed
whenever possible to reduce glare. Figure 4 illustrates the
typical setup used during workshops.

Beyond technical and environmental factors, participant
behavior also played a significant role in data quality. Despite
clear instructions to ask questions only during the introduction,
some participants raised concerns mid-study, often triggering a
chain reaction where others looked away from their screens to
listen. In rare instances, discussions emerged among partici-
pants, particularly when encountering unusual or suspicious
emails. When this occurred, the conductors intervened as
discreetly and quickly as possible to minimize disruptions.

For future studies, introducing dedicated breaks between
stimuli for questions and short rest periods could be beneficial
and combat such behavior. This would allow participants to
clarify doubts without disrupting the study flow and help
prevent eye strain—an issue raised by participants who needed
more time to process all emails.

Despite these challenges, the study demonstrates that
parallelism-by-design can enable efficient eye-tracking studies
in workshop settings with multiple participants at a time. This
was achieved by relying on questionnaires for triangulation,
allowing study conductors to oversee multiple sessions si-
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Figure 5. Total number of correctly identified emails for male and female
participants.

multaneously. This would not be possible when using think-
aloud-protocols or requiring input and validation through the
researchers during the study. Self-paced digital instructions
further helped the participants progress at their own speed
and take out additional stress - which could potentially even
introduce bias. All introductions were integrated into the
Tobii Pro Lab project, ensuring that everybody received the
same information. This had the additional benefit that gaze
recordings could be reviewed post-study to verify whether
participants actually read the provided instructions.

By implementing these strategies, the study balanced data
collection challenges with the practical constraints of real-
world IT security training environments, enabling researchers
to monitor a higher number of participants while maintaining
data integrity.

V. RESULTS

Since no significant differences in phishing detection were
found between the group with the Phishing Awareness System
(PAS) and the group without it [1], this section further analyses
possible correlations by testing demographic differences across
the entire dataset, without differentiating between participants
with or without PAS.

To test RQ1, a Shapiro-Wilk test [24] revealed that the
dependent variable "correctly identified emails" was not nor-
mally distributed within the "male" and "female" groups.
Therefore, a Mann-Whitney U-test was used, which found no
significant differences in the number of correctly identified
emails between the two groups at α = 0.05 (z = 1473.00,
p = 0.099, r = 0.16). Figure 5 displays the results for
male and female participants, respectively. Furthermore, no
significant group differences were found when comparing the
total time taken to complete the task.

Secondly, the results were compared based on partici-
pants’ highest level of general education. The assumption
of normality was assessed using Shapiro-Wilk tests, which
revealed non-normal distributions across all groups. Given the
lack of normality, non-parametric statistical tests were used.

The Kruskal-Wallis test [25] was applied to assess overall
group differences, with Mann-Whitney U tests used for post-
hoc comparisons. Due to tied ranks in the dataset, p-values
were approximated, and continuity correction was applied.
Additionally, a Bonferroni correction [26] was used to adjust
p-values for multiple comparisons. The Kruskal-Wallis test
showed no statistically significant differences between edu-
cational attainment groups with regard to Correctly Identified
Emails Total (χ2(3) = 3.72, p = 0.293, η2 = 0.01). This
suggests that educational attainment had a negligible effect
on email identification accuracy. Post-hoc Mann-Whitney U
tests with Bonferroni correction confirmed the absence of
significant differences between any pair of groups, as shown
in Table I.

TABLE I. PAIRWISE MANN-WHITNEY U-TEST RESULTS FOR
EDUCATIONAL LEVELS

Abitur Fachhoch-
schulreife

Realschul-
abschluss

Hauptschul-
abschluss

Abitur p = 1.000 p = 1.000 p = .604
Fachhoch-
schulreife p = 1.000 p = 1.000 p = 1.000

Realschul-
abschluss p = 1.000 p = 1.000 p = 1.000

Hauptschul-
abschluss p = .604 p = 1.000 p = 1.000

However, statistically significant differences were observed
when analysing the time participants needed to complete the
study. The Kruskal-Wallis test revealed values of χ2(3) =
15.10, p = 0.002, η2 = 0.12, indicating a significant
difference at α = 0.05 with a moderate effect size.

Pairwise comparisons using Mann-Whitney U tests showed
significant differences at α = 0.05 between the ’Abitur’
and ’Hauptschulabschluss’ groups (p = 0.015), as well as
between the ’Fachhochschulreife’ and ’Hauptschulabschluss’
groups (p = 0.026). These comparisons were conducted with
approximated p-values, continuity correction, and a Bonferroni
correction applied by multiplying the p-value by the number
of tests performed. The results are shown in Figure 6.

Figure 6. Total time needed to complete the study by highest general
education degree
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Figure 7. Total number of correctly identified emails by industry sector.

Lastly, the relationship between the number of correctly
identified emails and age was examined. The data is
described using the median (Mdn), interquartile range (IQR),
and sample size (n): For the number of correctly identified
emails, Mdn = 15.00, IQR = 2.00, and n = 103. For age,
Mdn = 32.00, IQR = 18.50, and n = 103. Both variables
are not normally distributed as accessed with Shapiro-Wilk
tests: For the number of correctly identified emails the test
yields W = 0.90, p < .001, which is significant at α = 0.05,
indicating that the sample is not normally distributed. For
age, the test yields W = 0.92, p < .001, which is significant
at α = 0.05 and again indicates that the sample is not
normally distributed. Due to the non-normal distribution
of both variables, median (Mdn) and interquartile range
(IQR) were used to describe the sample. As a result, a
non-parametric test was conducted. Of the two popular
non-parametric correlation analyses, Spearman’s [27] and
Kendall’s [28], the latter is considered more conservative
(i.e., more likely to not identify significance when it does
not exist). Therefore, Kendall’s correlation was used in
this analysis. Given the presence of ties in the data (i.e.,
multiple measurements of one variable with the same value),
the p-value was approximated. The Kendall’s correlation
test showed no significant correlation between age and the
number of correctly identified emails at α = 0.05, with
z = −0.14, p = 0.889, and r = 0.01. These findings suggest
that there are no statistically significant relationships between
email identification accuracy and participants’ age, gender, or
highest level of general education. Despite some variation in
median scores, effect sizes were negligible, and no pairwise
comparisons reached statistical significance. The amount
of time required to complete the study varied significantly
based on participants’ highest general education level, but
age and gender did not have an effect. These results imply
that education plays a significant role in phishing detection,
whereas demographic factors such as gender and age do not.

For the second research question, participants were asked
to state the industry sector they work in. Any sector that

was listed less than three times is listed under "Other", to
allow for more accuracy in the statistical tests. To test whether
the groups differ in effectiveness and efficiency of phish-
ing detection, it was tested whether the dependent variables
"number of correctly identified emails" and "total time spent
for the task" were normally distributed. Since this was only
the case for 7 out of the 9 groups, non-parametric tests
were employed. Here, Kruskal-Wallis test should be used to
test for group differences, while Mann-Whitney-U tests with
adequate Bonferroni correction may be used as post-hoc tests.
For the latter, as there are sample sizes of each two groups
are higher than 20, the p-value can be extracted very well
from an approximation. Due to unequal sample sizes for both
groups, continuity correction is applied. For post-hoc tests in
general, the p-values must be adjusted since multiple tests are
calculated on the same data. Here, Bonferroni correction is
used, which means that p-values are multiplied by the number
of pairwise comparisons tests. The Kruskal-Wallis test showed
no significant difference in effectiveness at α = 0.05 with
merely no effect, as shown by χ2(8) = 8.05, p = .428,
η2 = .00. This can also be seen in Figure 7. However,
for the efficiency, a significant difference between the groups
was detected. Further pairwise testing with Mann-Whitney U-
tests confirmed that the sectors "IT" and and "Construction"
differed significantly, shown by a p-value of .015, as well as a
significant difference between the groups ’IT’ and ’Utilities’,
shown by a p-value of p = .003 after Bonferroni-Correction.
None of the other groups showed significant differences in
efficiency. The differences between the three relevant industry
sectors are shown in Figure 8.

This shows that employees of companies in the IT sector
need significantly less time to decide whether an email is
legitimate or not than employees in the construction or utilities
sector. This effect might be due to familiarity with emails and
phishing attempts, advanced knowledge on how possible email
scams can look like, and overall confidence in working with a
computer. While the industries did not differ in effectiveness
of phishing recognition, a difference in efficiency is a good
starting point and it should be further analyzed if and how
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Figure 8. Total time spent on the email sorting task for industry sectors

employees of other industries could be enabled to catch up to
the level of expertise shown by employees in the IT sector.

To further evaluate this difference, research question 3 tested
whether the weekly screen-based work hours had an effect on
the effectiveness and efficiency of phishing recognition. Since
employees in the IT-sector naturally spent more of their weekly
work hours in front of a computer screen than employees in
the Utilities or Construction sector, this is to be expected.
And, similarly to RQ2, it was found that while weekly screen-
based work hours have only a negligible effect on the total
number of correctly identified emails, it has a significant
effect on the amount of time needed to complete the task.
Since none of the variables are normally distributed, Kendall’s
correlation analysis was employed and showed that both the
total weekly screen-based work hours and the relative weekly
screen-based work hours (in relation to total weekly work
hours) are significantly correlated to the total amount of time
needed to complete the task, as shown by values of z = −3.13,
p = .002, r = .22 and z = −2.71, p = .007, r = .19
respectively. This is shown in Figure 10. Furthermore, work
experience measured in years had no effect on the efficiency
and effectiveness of phishing recognition. To double-check, it
was tested whether the number of correctly identified emails
and the time spent on the task were correlated, but this was
not the case.

Research question 4 answers whether previous knowledge
of the sender affects the recognition rates of phishing emails.
To test this, the question "From which of the following com-
panies have you already received emails (newsletters, etc.)?"
was implemented into the questionnaire for each company pre-
sented in the stimuli. Afterwards, the data "correctly classified
or not" and "previously known sender or not" were compared
for each participant and each email stimulus. A chi-square test
of independence (also called a chi-square contingency test)
[29] was used to check whether the two binary variables are
statistically related. The test revealed a Chi-square statistic of
2.96 and a p-value of 0.085, thus no significant association
could be found. Figure 9 shows that participants recognized

phishing emails from known senders slightly better than those
from unknown senders, but not enough to reach statistical
significance.

Figure 9. Proportion of correctly identified phishing emails depending on
whether the sender was previously known to the participant

To answer research question 5, participants were asked to
indicate their agreement or frequency of behavior based on
the statements shown in Section II. Responses were recorded
using binary values or a 5-point Likert scale whenever suitable,
with the values Never, Rarely, Sometimes, Often, Always. The
5-point scale allows for a nuanced assessment of participant
behavior rather than a binary yes/no response. Statements are
formulated in the first-person to enhance self-reflection and
reduce response bias.

TABLE II. QUESTIONNAIRE TO ASSESS PARTICIPANTS IT-SECURITY
KNOWLEDGE LEVEL

Statement Response
I am familiar with the appearance of phishing emails

and can identify examples of suspicious characteristics. yes/no

I use the same password for multiple accounts. yes/no
I use multi-factor authentication whenever possible. yes/no

When an update for software or operating systems is
available, I install it immediately.

Likert scale
(1–5)

I verify the sender’s email address
before clicking on a link in an email.

Likert scale
(1–5)

I check the URL before clicking on a link in an email. Likert scale
(1–5)

I verify the format of attachments before opening them. Likert scale
(1–5)

I open attachments from senders I do not know. Likert scale
(1–5)

For evaluation, the answer "yes" was translated to the
numerical value "1" and the answer "no" to "0", except for
the question "I use the same password for multiple accounts.",
where the value 1 was given to the answer "no" and the
value 0 to the answer "yes". This way, a higher score
represents a deeper understanding and internalization of IT-
security awareness actions. Similarly, for the questions with
a Likert scale response, the values were translated as 0 =
Never, 0.25 = Rarely, 0.5 = Sometimes, 0.75 = Often,
1 = Always, except for the last question were the values are
reversed in order for the higher score to represent a higher level
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Figure 10. Total time spent on the email sorting task versus weekly screen-based work hours

of IT security awareness. Using these numerical values, the
maximum attainable IT-security awareness score was 8, and
the minimal score was 0. The mean score was 6.4 (min = 2.5,
max = 8, std = 1.26), with a median score of 6.75. The IT-
security knowledge level of participants is displayed in Figure
11. The scores varied slightly between industries sectors, with
employees in the IT sector showing slightly higher scores than
employees in the construction or utilities sector, but not enough
to reach statistical significance. Similarly to before, Kendall’s
correlation test was not able to detect a correlation between
the level of IT security knowledge and the number of correctly
identified emails. Only a correlation between the IT security
knowledge level and the time needed to complete the task
was detected (z = −2.94, p = .003, r = .20). Grouping
the participants into IT security experts (25th percentile) and
novices (75th percentile) shows no differences in number of
correctly identified emails (see Figure 12).

Figure 11. IT security awareness knowledge level of participants

To answer RQ6: it was found that the AOI hits on the Sub-

Figure 12. Correctly identified emails by IT security knowledge level

ject and Sender differ significantly between phishing emails
and legitimate emails. However, the study was not able to
replicate the results found in [11]. On the contrary, it was
found that users focused more on the sender when examining
legitimate emails than when examining phishing emails. The
total AOI hits on all Subject and Sender AOIs were combined
(including the PAS-Sender-Address, where the sender address
was displayed in the PAS) and it was tested whether these AOI
hits differ between phishing emails and legitimate emails. A
significant difference was detected by a Mann-Whitney U-test
with the values z = 454328.00, p < .001, r = .15, showcasing
a significant difference at α = 0.05 with small effect. The
median for AOI hits on legitimate emails was Mdn = 494.00,
as compared to a median of Mdn = 314.00 for the group of
phishing emails. This is shown in Figure 13. This effect might
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be explained by the difference in data sets between the two
studies. It might have been the case that the phishing emails
were easy to spot for the participants, whereas the legitimate
ones proved to be more of a challenge. Participants expectancy
to be "fooled" could have played a role in their skepticism
towards legitimate emails. To test this, it was tested whether
participants tended to misclassify legitimate emails more often
than phishing emails. In [11], the authors found participants to
be more likely to misclassify legitimate emails. The same is
the case here, where a total of 85% of phishing emails were
recognized correctly, in contrast to only 80% of legitimate
emails being recognized as such.

Figure 13. AOI hits on the Subject and Sender Area for phishing emails and
legitimate emails

RQ7 builds upon research questions four and five from the
original paper [1], offering a deeper analysis of eye-tracking-
specific metrics with a focus on the presence of the PAS and its
influence on the time spent examining phishing markers. The
original paper’s AoI analysis indicated that participants with
access to the PAS could accurately identify phishing emails
equally as efficient while spending less time examining the
relevant areas compared to those without the add-on. However,
this evaluation was conducted at the group level, without
analysing individual participants or emails. Therefore, RQ7
seeks to explore how individual gaze patterns differ between
participants who correctly identified most phishing emails and
those who misclassified more.

To achieve this, a qualitative analysis is conducted using
scarf plots. These visualizations - which are becoming increas-
ingly popular in eye-tracking studies - allow for aggregating
gaze movements over time, particularly between AoIs [30].

To compare data at the participant level, appropriate groups
must first be defined. Since RQ7 focuses on extremes —
participants who correctly identified all phishing emails and
those who struggled the most — the groups are determined
using quartiles. Examination of the 5th and 95th percentiles for
correctly identified phishing emails shows Q0.05 = 8 (n = 10)
and Q0.95 = 12 (n = 22).

Figure 14. Scarf Plot for the off-brand shoe store email: Visualizing AoI
Transitions between phishing markers from participant NOT using the PAS.
Participants 1 to 3 are within the Q0.05 and participants 4 to 16 are within
the Q0.95 of correctly identified emails.

Figure 15. Scarf Plot for the off-brand shoe store email: Visualizing
AoI Transitions between phishing markers from participant using the PAS.
Participants 1 to 7 are within the Q0.05 and participants 8 to 16 are within
the Q0.95 of correctly identified emails. AoI hits from the PAS and the email
itself are combined.

In this case, the 95th percentile consists entirely of par-
ticipants who correctly identified all 12 phishing emails. In
contrast, the 5th percentile group misclassified at least one-
third of the phishing emails. Table III provides an overview
of participants within the Q0.05 range and the phishing emails
they misclassified. For clarity and readability, the original
participant IDs have been omitted, and participants are renum-
bered sequentially starting from 1. For all following scarf plots
the two groups - with and without the PAS - are separated by
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TABLE III. PARTICIPANTS WITHIN THE Q0.05 OF FALSELY IDENTIFIED EMAILS. THE PHISHING EMAILS THEY FELL FOR ARE MARKED AS "X"

Harmful Attachment Harmful Link Injunction to send money
Study Design Shoe store Zalando Mediamarkt Pustet Edeka GMX DB iCloud Schufa Amazon Spotify DHL

Without PAS X X X X
Without PAS X X X X
Without PAS X X X X
With PAS X X X X
With PAS X X X X
With PAS X X X X
With PAS X X X X X X X X
With PAS X X X X X X
With PAS X X X X
With PAS X X X X
Sum 7 2 5 5 4 0 8 5 1 3 3 3

a blank row, with the group that misclassified the most emails
listed at the bottom.

All original data, including participants’ responses, the
stimuli used, and the raw eye-tracking data, can be found on
Zenodo (see Section VIII).

Upon reviewing the table, two emails stand out: one from a
no-name shoe store and another from the german railway op-
erating company Deutsche Bahn (DB). These were mistakenly
classified as legitimate by 7 and 8 out of the 10 participants,
making them the focus of the qualitative analysis.

The first of the two phishing emails contained a .zip
attachment and a misspelled email address, making it a "bad"
phishing email according to the study design.

When analysing the group without the PAS, a clear trend
emerges: participants who correctly identified all phishing
emails spent more time examining the email body, often
scanning this AoI for large sections at a time (see Figure 14).
However, participants 5, 15 and 16 stand out in particular,
as they spent considerable time looking at irrelevant areas
of the screen, areas that could not have contributed to their
decision-making. Among those who misclassified the email as
legitimate participant 3 stands out. He spent most of his time
focusing on the .zip attachment, suggesting that he recognized
the potentially harmful file type but did not consider it suf-
ficient enough evidence of a phishing attempt. Interestingly,
Participants 1 and 2 ignored the attachment entirely, with
Participant 2 not even looking at relevant areas at all.

However, it has to be noted that during the training, several
employees emphasized that sending files as a .zip archive is
still common practice in small and medium-sized enterprises.
Many participants mentioned that in their daily work, they
would have reached out or asked a colleague for clarification
before making a judgment. Since this option was unavailable
in the study, most leaned toward classifying the email as
legitimate rather than fraudulent.

A different pattern emerged in the group with the PAS. Here,
participants had access to both the email content and additional
information from the PAS, highlighting phishing markers. For
visualization reasons the scarf plots combine AoIs hits from
both the email and the PAS, meaning that participants could

examine attachment details within the email or through the
PAS, with both being represented as one in the diagram.
Participants who correctly identified all phishing emails spent
longer periods examining AoIs, switching mainly between
different types of information. In contrast, participants who
misclassified more emails exhibited fragmented AoI patterns,
with frequent short glances at phishing markers (see Figure
15). This suggests they may have mistrusted the PAS and
cross-referenced the highlighted phishing markers with the
original email content to verify the information manually.

Figure 16. Scarf Plot for the off-brand shoe store email: Visualizing AoI
Transitions within the PAS. Participants 1 to 7 are within the Q0.05 and
participants 8 to 16 are within the Q0.95 of correctly identified emails.

However, this trend is not universal. Figure 16 visualizes
AoI hits specifically within the PAS. Participants 2 to 4
engaged in the verification process by spending only short
periods reviewing the phishing markers highlighted by the
PAS, while others barely interacted with the PAS at all.
This indicates that participants who misclassified the email
either did not trust the PAS or preferred to verify the details
manually, if they used the add-on at all. On the other hand,
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participants 8 to 16, despite rarely using the PAS, all except
one looked at the attachment information at least once. Even
this brief engagement with this information may have been
enough to help them recognize the email as a phishing attempt.

The second phishing email, from Deutsche Bahn, claimed
that the recipient’s account would be deactivated unless they
took action and clicked on a re-activation link. Unlike the pre-
vious email, this one included the company logo and had only
a minor misspelling in the sender domain (missing the letter
"e": support@deutsch-bahn.de). Due to its more convincing
appearance, it was categorized as a "good" phishing email in
the study design.

Figure 17. Scarf Plot for the Deutsche Bahn email: Visualizing AoI
Transitions between phishing markers from participant NOT using the PAS.
Participants 1 to 3 are within the Q0.05 and participants 4 to 16 are within
the Q0.95 of correctly identified emails.

For participants without the PAS, Figure 17 shows no clear
difference between those who fell for the email and those who
correctly identified it as phishing. As with the previous email,
Participant 2 barely looked at any relevant areas, which might
suggest he did not take the study seriously or maybe was
overwhelmed with the task. The same is true for participant
16 in this scarf plot.

However, when analysing the group with the PAS, a similar
trend to the previous phishing email emerges. Participants who
misclassified the email as legitimate exhibited more frequent,
short, and abrupt switches between different AoIs (see Figure
18).

Interestingly, when focusing solely on PAS usage, partici-
pants who correctly identified the email as phishing showed
significantly higher engagement with the PAS compared to
the previous "bad" phishing email (see Figure 19). This
suggests that the PAS is particularly helpful in more subtle
cases where crucial phishing markers are easy to overlook.
Additionally, the increase in PAS usage toward the end of the
decision-making process indicates that participants trusted the

information provided by the PAS, using it either as the basis
for their decision or at least as a final verification.

Figure 18. Scarf Plot for the Deutsche Bahn email: Visualizing AoI Transi-
tions between phishing markers from participant using the PAS. Participants
1 to 7 are within the Q0.05 and participants 8 to 16 are within the Q0.95

of correctly identified emails. AoI hits from the PAS and the email itself are
combined.

Figure 19. Scarf Plot for the Deutsche Bahn email: Visualizing AoI Transi-
tions within the PAS. Participants 1 to 7 are within the Q0.05 and participants
8 to 16 are within the Q0.95 of correctly identified emails.

Concluding this, RQ7 can be answered: gaze patterns do
differ between individuals who correctly identified all phishing
emails and those who misclassified more to some extent.
However, these differences are not uniform but manifest in
multiple ways. First of all, participants who misclassified
more emails tend to have shorter, more abrupt AoI viewing
patterns, frequently switching between AoIs, particularly in
the group with the PAS. Secondly, PAS usage varies based on
phishing email complexity. When phishing markers were less
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obvious, participants who correctly identified all emails were
more likely to use the PAS toward the end of their decision-
making process. Adding to this, for easier-to-detect phishing
emails, participants who sorted all emails correctly studied
the email body more carefully, suggesting they were quick to
identify obvious phishing markers and validated their findings
by examining additional cues.

A. Summary of results

Demographic factors such as age, gender, and highest
general education degree were found to have no significant
impact on phishing recognition rates. However, working in
different industry sectors and the number of weekly screen-
based work hours had a notable effect on the time participants
needed to recognize phishing attempts. Employees from the
IT sector were able to recognize phishing emails much faster
compared to those from the construction or utilities sectors.
Interestingly, prior knowledge of the sender before the study
did not influence participants’ ability to identify phishing
emails.

Grouping the participants into IT security experts and
novices revealed that participants with higher IT security
knowledge were significantly faster at recognizing phishing
attempts. However, this did not translate to a higher accuracy
in identifying phishing emails. This finding partially aligns
with the results of Ribeiro et al. [11], where users were more
likely to misclassify legitimate emails than phishing ones.
However, unlike the results reported in [11], participants in
this study spent significantly more time examining the sender
area in legitimate emails, while phishing emails did not garner
as much attention in this area.

Further analysis of Areas of Interest (AoI) hits revealed
that participants who misclassified more phishing emails
tended to glance at relevant phishing markers for shorter,
more abrupt periods. In contrast, participants who correctly
identified phishing emails appeared to engage with the AoIs
more thoroughly, especially when the phishing email was well-
made. Notably, AoI hits on the PAS indicated that participants
who successfully identified phishing emails relied on the PAS
primarily when the email was particularly convincing and
typically just before making their final decision.

VI. USABILITY ANALYSIS

The previous paper already highlighted a positive correla-
tion between high usability ratings of the PAS and participants’
ability to correctly identify phishing emails [1]. Combining
these findings with insights from RQ7, the question arises:
Do usability ratings of the PAS also correlate with the users’
gaze patterns, particularly when interacting with the PAS
itself? Previous research in fields such as machine learning
and human-computer interaction has shown that specific eye
movement patterns can reflect the usability of a system [31]
[16]. This observation leads to the introduction of the last
research question 8: Does the usability (and possibly the user
experience) of the PAS relate to participants’ gaze patterns
during their?

For RQ8, only participants who interacted with the PAS
will be considered. Furthermore, since this analysis is not tied
to specific email stimuli, gaze patterns from all emails in the
study will be aggregated into a single timeline and analyzed
as a whole.

1) Usability and UX Questionnaires: Two types of ques-
tionnaires were used to assess usability and user experience
(UX): the System Usability Scale (SUS) and the short version
of the User Experience Questionnaire (UEQ-S).

The SUS measures perceived system usability through a
ten-item questionnaire. Developed by John Brooke in the
late 1990s, the SUS was designed to align with the ISO
9241-110 standard, making it universally applicable across
different systems and contexts [32]. Respondents answer on
a five-point Likert scale, with half of the items formulated to
elicit agreement and the other half to elicit disagreement. The
final usability score is calculated by weighing the responses,
yielding a score between 0 and 100, with higher scores
indicating better usability. In some cases, this score is further
categorized into grades from A to F, with a score around 50
or lower indicating poor usability [33].

In contrast, the UEQ assesses not only usability but also the
overall user experience (UX). Developed by Laugwitz et al.,
the UEQ distinguishes between pragmatic quality (associated
with usability) and hedonic quality (related to UX) [34]. It’s
important to note that these two dimensions represent one
of many perspectives on usability and UX, with alternative
definitions existing in the literature [35]. The UEQ originally
consists of 26 items; however, since evaluating the PAS’s
usability and UX was not the primary focus of this study,
only the short version - UEQ-S - was used. This version
contains eight items, offering a concise but comprehensive
assessment of both pragmatic and hedonic quality [36]. Like
the SUS, it uses a Likert scale, but with seven points instead
of five. Scores for both pragmatic and hedonic quality are
calculated by averaging the responses to the relevant items,
with scores below 3.2 indicating poor results and those above
4.8 indicating high results [37].

2) Usability and UX Results: Similar to RQ7, percentiles
are employed to categorize individuals into groups represent-
ing opposite extremes on the usability scale. Yet, in this case,
the Q0.10 and Q0.90 percentiles are used, as the usability and
UX scores fluctuated more than the number of correctly iden-
tified phishing emails. This leads to the following percentiles:

• SUS Q0.1 = 52.75 (n = 6)
• SUS Q0.9 = 92.5 (n = 7)
• UEQ-S Pragmatic Quality Q0.1 = 4 (n = 8)
• UEQ-S Pragmatic Quality Q0.9 = 7 (n = 10)
• UEQ-S Hedonic Quality Q0.1 = 3.25 (n = 7)
• UEQ-S Hedonic Quality Q0.9 = 6.25 (n = 7)
Starting with usability, an analysis of PAS usage — mea-

sured by any Area of Interest (AoI) hits within the sidebar
— reveals a significant difference in behavior between partic-
ipants who rated the tool as less usable and those who rated
it as highly usable. Participants who perceived the PAS as
less usable (SUS Score ≤ 52.75) used the tool significantly
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Figure 20. Scarf plot visualizing AoI hits within the PAS in relation to the
SUS score. Participants 1 to 6 are within the Q0.1 and participants 7 to 14
are within the Q0.9 the SUS score.

less (see Figure 20). In the scarf plots, green areas indicate
PAS usage, while grey areas represent time spent looking
at the email itself or other PAS-unrelated screen areas. This
viewing behavior was expected, as both low usability and user
experience typically leads to reduced acceptance and adoption
of software [38].

In contrast, participants who rated the PAS as highly usable
(SUS Score ≥ 92.5) tended to use the tool more frequently and
for longer periods. A similar pattern emerges when examining
the pragmatic quality results of the UEQ-S (see Figure 21).
Those who rated the PAS’s pragmatic quality as low to neutral
(UEQ-S Pragmatic Quality Score ≤ 4) also used the tool less.
However, one outlier - participant 2 - used the tool just as
much as participants who rated the pragmatic quality as high
(UEQ-S Pragmatic Quality Score = 7).

Figure 21. Scarf plot visualizing AoI hits within the PAS in relation to the
UEQ Pragmatic Quality score. Participants 1 to 6 are within the Q0.1 and
participants 7 to 14 are within the Q0.9 the UEQ Pragmatic Quality score.

Interestingly, the results for hedonic quality show an unex-
pected trend. As seen in Figure 22, participants who rated the
hedonic quality as low to neutral (UEQ-S Hedonic Quality
Score ≤ 3.25) actually spent more time looking at the tool
than those who rated it as high (UEQ-S Hedonic Quality Score
≥ 6.25). This could indicate confusion or a lack of trust in
the PAS, leading to prolonged examination of the tool. Al-
ternatively, participants proficient in detecting phishing emails
may generally need less time overall, and their efficiency leads
to them spending less time with the PAS. In a study setting
where participants are primed and racing against the clock,
this seems plausible — there is little time to appreciate the
design, while visual irregularities may cause the participant
to stop. However, without additional UX data, this cannot be
explained definitively.

Figure 22. Scarf plot visualizing AoI hits within the PAS in relation to the
UEQ Hedonic Quality score. Participants 1 to 6 are within the Q0.1 and
participants 7 to 14 are within the Q0.9 the UEQ Hedonic Quality score.

Despite these contradicting findings, all three scarf plots
clearly demonstrate that gaze patterns vary between individ-
uals with differing usability and UX ratings. Nevertheless,
hypothesis H8 must be partially rejected: While higher us-
ability did indeed lead to increased PAS usage, participants
who perceived UX as high actually spent less time looking at
the tool.

VII. LIMITATIONS

It is a consistent pattern throughout the entire study that
differences between groups were only observed in the amount
of time needed to complete the email classification task, but
never in the number of correctly identified emails. This could
be attributed to the nature of statistical tests: many tied values
within a recorded quantity reduce the statistical power to detect
significant differences. As a result, while participants may vary
in the speed at, which they complete the task, their accuracy
appears to remain consistently high across all groups. This
finding emphasizes the importance of measuring multiple di-
mensions of performance when evaluating differences between
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groups. Focusing solely on one aspect, such as accuracy, may
overlook meaningful variations in other areas, such as task
efficiency.

VIII. CONCLUSION AND FUTURE WORK

The findings from this study indicate that prior training or
specific knowledge, such as being an IT security expert, do not
influence the number of correctly identified phishing emails.
This suggests that errors in identifying phishing emails are
more likely because of genuine user mistakes and oversights,
rather than a lack of knowledge. Despite this, it was observed
that certain factors, such as education level, industry sector,
IT security knowledge, and weekly screen-based work hours,
had a significant impact on the time required to recognize
phishing attempts. Participants with higher education levels,
more IT security knowledge, greater weekly screen exposure,
or those working in the IT sector, performed the task more
efficiently, needing less time to identify phishing emails.
Interestingly, no significant differences were found between
individuals with IT-related backgrounds and those without,
indicating that phishing detection training may be beneficial
for all participants, regardless of their profession or expertise.

The nature of statistical testing, particularly with discrete
variables like the number of correctly identified emails, makes
it difficult to detect significant differences between groups
when there are many tied values. While it is challenging to
present participants with large datasets due to time constrains,
especially demographic correlation analysis would benefit
from a bigger dataset. With more data it could even be possible
to measure influences of demographic factors, which yielded
no effect in this study. However, this data limitation lies in the
nature of eye-tracking studies, which are not infinitely scalable
due to the need for specific technical equipment and participant
monitoring by the conductors.

Future research could explore ways to improve phishing
detection across all user groups, including those with lim-
ited IT security knowledge. Further studies could investigate
whether longer or more detailed training sessions can enhance
detection accuracy and speed for participants with less prior
knowledge. Additionally, expanding the study to include larger
and more varied dataset, perhaps with more frequent exposure
to phishing attempts or even a redesigned version of the PAS,
would help address the limitations of the current approach and
provide further insights into the role of experience and training
in phishing recognition.
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Abstract—Kolmogorov–Arnold Networks have emerged as
promising architectures thanks to their adaptive activation func-
tions and enhanced interpretability. However, their robustness
under adversarial conditions remains underexplored. In this
study, we evaluated four variants of Kolmogorov-Arnold Net-
works, Linear, Fourier, Jacobi, and Chebyshev against Gaussian
noise and two gradient-based attacks (the Fast Gradient Sign
Method and Projected Gradient Descent). Through detailed
comparative analyses and adversarial training experiments with
varying mixes of perturbed data, we reveal substantial differ-
ences in resilience across variants and relative to a multilayer
perceptron baseline. Our results show that targeted adversarial
training materially improves robustness under strong adversarial
attacks. In particular, including only 5% Fast Gradient Sign
Method examples and 5% Projected Gradient Descent examples
in the training set restores between 60 and 90 percentage points
of accuracy against these attacks. These findings clarify the
factors influencing Kolmogorov–Arnold Network robustness and
validate adversarial training as a practical hardening strategy
for deployment in adversarially challenging environments.

Keywords-Kolmogorov-Arnold Networks; KAN; MNIST; FGSM;
PGD; Classification; Adversarial Training.

I. INTRODUCTION

The rapid advancement of Machine Learning (ML) has led
to increasingly sophisticated models that perform well across
a variety of tasks. Among these developments, Kolmogorov-
Arnold Networks (KANs) represent a novel approach based
on the Kolmogorov-Arnold representation theorem. KANs
enhance interpretability and flexibility through learnable acti-
vation functions, dynamically adapting to data variations and
potentially improving model robustness and generalization.
Their robustness, however, especially under Adversarial At-
tacks (AA) and noisy data, remains an underexplored domain.

This paper extends our previous work [1], which analyzed
the robustness of KAN architectures under AA. In that study,
the focus was on evaluating the performance of different
KAN implementations against Gaussian noise, Fast Gradi-
ent Sign Method (FGSM), and Projected Gradient Descent
(PGD) attacks, comparing their vulnerabilities to a Multi-
Layer Perceptron (MLP) classifier. Our findings showed that
while KANs achieved higher accuracy than MLPs in clean

environments, they exhibited significant drops in accuracy
when subjected to adversarial perturbations, with PGD having
the most severe impact.

Traditional MLPs often struggle with capturing complex
nonlinear relationships due to their reliance on fixed activation
functions and linear weight matrices. This limitation can lead
to suboptimal generalization in adversarial settings or when
handling noisy data. To address these challenges, KANs in-
troduce learnable activation functions on edges, allowing them
to adapt dynamically to input variations, offering potential
advantages in robustness and interpretability over traditional
models [2].

The increasing sophistication of AA poses significant chal-
lenges for deep learning models, particularly in security-
critical applications such as autonomous systems and cyberse-
curity. Attacks like the FGSM and PGD exploit weaknesses in
models by introducing subtle alterations to input data. Addi-
tionally, the growing deployment of ML models in real-world
applications exposes them to environmental noise, which can
further degrade performance [3]–[5]. As a result, robustness
against both AA and noise is an important requirement for
deploying ML models in production and practical settings [6].

This extended paper expands our prior findings [1], [7]
by systematically evaluating adversarial training as a novel
approach to enhance the robustness of multiple KAN archi-
tectures. Specifically, we evaluate how different adversarial
training compositions impact KAN resilience to AA. Our
primary contributions include:

• A reassessment of the vulnerabilities of KAN architec-
tures under adversarial conditions.

• Analyzing the impact of adversarial training with varying
proportions of clean and adversarially perturbed samples.

• A comparative analysis of how different KAN models
respond to adversarial training, highlighting the strengths
and weaknesses of each approach.

• A discussion of the broader implications of KAN robust-
ness and future research directions.

Key Results: Unprotected KAN models can lose up to
88% accuracy under strong PGD attacks. Injecting just 5%
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adversarial samples per AA into the training set restores 60 to
90 percentage points of robustness against FGSM and PGD
across all KAN variants. However, the Fourier KAN remains
highly sensitive to Gaussian noise. Its noise accuracy stays
below 20% even after adversarial training. These findings
underscore the need for variant-specific hardening strategies.

Figure 1. Model Accuracy Degradation After Noise Attack.

Figure 2. Model Accuracy Comparison After FGSM Attack.

Figure 3. Model Accuracy Comparison After PGD Attack.

To support our initial findings, we include a series of
visualizations. Figure 1 illustrates the accuracy degradation
of MLPs and KANs under varying levels of Gaussian noise.
Figure 2 shows accuracy degradation under increasing FGSM
attack strength (eps.), highlighting KANs’ greater sensitivity
compared to MLPs. Finally, Figure 3 presents accuracy degra-
dation under PGD attacks, where KANs demonstrate the most
significant performance drop.

Paper Structure: The remainder of this paper is organized
as follows: Section II reviews related work, including research
on adversarial robustness and KAN applications. This section
provides an overview of prior studies on KANs and AAs,
positioning our work within the existing body of research. We
discuss advancements in adversarial training techniques and
their effectiveness in improving model resilience.

Section III details the methodology, including dataset prepa-
ration, attack methodologies, and adversarial training strate-
gies. We describe the experimental setup, including the ar-
chitecture of the tested KAN models, the parameters used
for adversarial training, and the generation of adversarial
examples using FGSM and PGD. This section also explains
how different compositions of training data impact model
robustness.

Section IV presents experimental results, evaluating the im-
pact of adversarial training on model robustness. We provide a
comparative analysis of the tested models under various adver-
sarial conditions, supported by visualizations and performance
metrics. This section highlights key trends observed across
different KAN architectures and discusses the significance of
adversarial training in mitigating accuracy degradation.

Sections V and VI conclude with a discussion of key find-
ings and future research directions. We summarize the major
contributions of this work, analyze the broader implications
for secure ML applications, and propose areas for future
exploration, including testing on more complex datasets and
refining adversarial training techniques for enhanced KAN
resilience.

II. RELATED WORK

The robustness of ML models under adversarial condi-
tions is critical for ensuring their reliability in real-world
deployments, particularly in safety-critical applications. While
traditional Neural Network (NN) architectures like MLPs have
been extensively studied for their vulnerability to adversarial
perturbations, KANs, with their unique architecture based on
learnable activation functions, presents new opportunities and
challenges in terms of robustness. This section provides an
overview of foundational concepts and prior research related to
KANs architectures, the underlying Kolmogorov-Arnold rep-
resentation theorem, AAs, and adversarial training strategies,
highlighting key insights and existing gaps in the literature.

A. Kolmogorov-Arnold Representation Theorem

KANs represent a novel NN architecture derived from
the Kolmogorov-Arnold representation theorem, providing a
compelling alternative to traditional MLPs. Figure 4 from
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[2] clearly illustrates the architectural differences between
traditional MLP and KAN models. This innovative architecture
fundamentally changes the traditional NN paradigm by in-
troducing learnable activation functions along network edges,
replacing the conventional fixed activation functions applied
at nodes. The learnability of these functions allows for greater
flexibility and interpretability, enabling the KAN models to
dynamically adapt their internal transformations during train-
ing, potentially resulting in improved model generalizations,
and adaptability to diverse and complex datasets.

The foundational basis of KAN architectures lies in the
Kolmogorov-Arnold Representation Theorem, first introduced
by Andrey Kolmogorov in 1957 and later refined by Vladimir
Arnold in 1963. Commonly referred to as the superposition
theorem, it mathematically states that any continuous mul-
tivariate function f(x1, . . . , xn) defined within a bounded
domain can be represented as a superposition of continuous
univariate functions. Formally, the theorem is expressed as
follows:

f(x) = f(x1, . . . , xn) =

2n+1∑
q=1

Φq

(
n∑

p=1

ϕq,p(xp)

)
(1)

In (1) ϕq,p : [0, 1] → R are continuous inner functions, and
Φq : R → R represent continuous outer functions.

KAN models leverage this theorem by explicitly learn-
ing these univariate functions, typically using spline-based
methods due to their computational efficiency, smoothness
properties, and interpretability.

However, alternative activation functions beyond splines
exist and may offer advantages depending on specific applica-
tions [8], [9]. Fourier-based activation functions, such as those
employed in Naı̈ve Fourier KAN [8], effectively handle peri-
odic data and signals due to their inherent periodic properties.
Polynomial-based activations, such as those used in Jacobi
KAN and Chebyshev KAN [9], can provide computational
simplicity while offering superior approximation capabilities
in scenarios requiring less flexibility or complexity. Chebyshev
polynomials, in particular, are notable for their numerical
stability and efficient approximation characteristics for certain
classes of functions [9].

Ultimately, identifying the optimal activation function in-
volves balancing computational efficiency, robustness to ad-
versarial perturbations, and task-specific performance require-
ments. This critical consideration, along with practical impli-
cations and empirical evaluations under adversarial scenarios,
is addressed thoroughly in the experiments and results pre-
sented in later sections of this paper.

B. Potentials and Limitations of KANs

KANs have been proposed as an innovative NN architec-
ture offering unique advantages in interpretability and com-
putational efficiency. Several studies have investigated their
performance across various tasks, especially in computer vi-
sion. For instance, [10] evaluated KANs against established

architectures such as MLP-Mixer, Convolutional Neural Net-
works (CNNs), and Vision Transformers (ViTs) on widely-
used benchmarks. The study highlighted that KAN models
notably outperformed MLP-Mixer on datasets like CIFAR-
10 and CIFAR-100, demonstrating the model’s potential for
achieving competitive accuracy. However, the same research
observed that KAN architectures fell short when compared
directly with deeper convolution-based models, specifically
ResNet-18. Still, the computational efficiency advantage was
evident, indicating that KANs could offer significant benefits
in scenarios where resource constraints and computational
efficiency are critical [11].

Further illustrating KANs’ potentials, [10] also showed that
KAN architectures achieve performance comparable to CNN
and traditional MLP architectures on simpler image datasets,
such as MNIST and CIFAR-10, with a considerably reduced
number of parameters and lower computational requirements.
This efficiency positions KANs as particularly suitable for
deployment in resource-constrained environments, such as
edge devices or embedded systems, where model size and
computational efficiency are critical constraints.

Nevertheless, several studies have also highlighted notable
limitations of KANs, particularly their sensitivity to noise.
Research presented in [3] and [4] emphasizes that KANs ex-
hibit significant performance degradation even when exposed
to relatively small noise perturbations. These studies revealed
that KANs can sometimes underperform compared to MLPs
when the input data contains noise or irregularities, suggesting
potential vulnerability in practical, real-world conditions. The
spline-based activation functions used within KANs, while
beneficial for smooth and continuous approximations, may
contribute to increased sensitivity when encountering noisy
inputs, as subtle perturbations can alter spline approximations
disproportionately.

Moreover, the computational demands associated with
spline optimization may exacerbate the sensitivity to noisy
inputs, as these functions inherently attempt to closely fit
the training data, increasing susceptibility to overfitting on
noisy samples. These observations are further supported in
[12], that highlight potential limitations of KANs in hardware
and computational settings, particularly when working with
complex datasets that demand higher computational resources.
Their findings indicate that the increased complexity of learn-
able spline functions might lead to diminishing returns, where
additional computational costs do not necessarily translate into
proportional performance gains.

Similarly, [11] concludes that the practical advantages of
KANs might not be evident for more challenging, complex
datasets such as CIFAR-10, where traditional NN architectures
like CNNs and ResNets typically dominate. They argue that
despite their theoretical appeal and potential interpretability
advantages, the practical benefits of employing KANs in more
challenging or high-dimensional scenarios remain uncertain
and require further validation.

Given these mixed findings, the robustness and practical
efficiency of KANs need careful evaluation across diverse
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Figure 4. KAN vs MLP architectures compared, source: [2].

scenarios, datasets, and types of perturbations. While KANs
clearly demonstrate potential for specific use-cases, particu-
larly those prioritizing interpretability and computational effi-
ciency, their sensitivity to adversarial and environmental noise
requires comprehensive assessment and mitigation strategies,
motivating further research into enhanced training techniques,
such as adversarial training, which will be explored in subse-
quent sections of this paper.

C. Adversarial Attacks

Recent advances in ML have sparked significant interest in
understanding and mitigating vulnerabilities inherent to deep
learning models. Central to this investigation are AAs, which
strategically exploit vulnerabilities in models by introducing
carefully crafted perturbations to the input data. The research
into AAs has been especially vigorous in the computer vision
domain, given the sensitivity of image-based models to subtle
input changes that can drastically alter outputs [6], [13]. This
has significant implications for applications relying heavily
on image recognition, such as autonomous vehicles, security
systems, and facial recognition technologies.

Among the numerous AA techniques developed, the FGSM
and PGD have emerged as prominent benchmarks. FGSM,
introduced by [14], crafts adversarial examples by leverag-
ing gradients to add minimal perturbations that mislead the
model’s predictions. Due to its computational simplicity and
effectiveness, FGSM remains widely used for initial robustness
assessments. Conversely, PGD, introduced by [15], applies
an iterative optimization-based procedure to find more potent
perturbations, typically resulting in stronger attacks that are
more challenging for models to withstand. Due to its iterative

nature, PGD has become the de facto standard for rigorous
robustness evaluations, especially in the context of image
classification tasks where even minor perturbations to input
data can lead to substantial accuracy degradation [16].

Several defenses against these attacks have been proposed,
ranging from detection and preprocessing approaches to robust
training methodologies. Techniques such as adversarial exam-
ple detection [17], diversity-enhancing strategies to mitigate
attacks [18], and methods leveraging momentum to optimize
the defense mechanism against PGD [19], have shown varying
degrees of effectiveness. Despite these advancements, FGSM
and PGD remain critically important for the systematic eval-
uation of model robustness due to their simplicity, efficiency,
and established status in literature.

Tools like the Adversarial Robustness Toolbox (ART) [20]
have been instrumental in facilitating systematic experimenta-
tion and reproducibility in adversarial research by providing
standardized methods for generating adversarial examples and
evaluating defenses. Likewise, benchmark datasets such as
MNIST [21] (Modified National Institute of Standards and
Technology handwritten-digit dataset) continue to serve as
fundamental resources for comparative analyses due to their
widespread acceptance, ease of use, and established bench-
marks across a variety of ML models.

While KANs have begun to attract attention for their
interpretability, adaptability, and computational advantages,
their resilience to AA attacks remains significantly under-
researched. Given the importance of robustness in safety-
critical applications, understanding how various KAN archi-
tectures perform against established adversarial techniques like
FGSM and PGD is crucial. In this extended study, we bridge
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this critical research gap by systematically evaluating and
comparing multiple KAN implementations under FGSM and
PGD AAs. By doing so, we aim to identify the strengths
and vulnerabilities inherent in these architectures, thereby
laying the foundation for future research into targeted defense
mechanisms specifically optimized for KAN-based models.

D. Adversarial Training in ML

Adversarial training has emerged as one of the most promi-
nent and effective strategies for improving the robustness of
ML models against AAs. Initially introduced by [14] as a
defense against the FGSM, adversarial training involves the
augmentation of training datasets with adversarially perturbed
samples. This augmentation forces the model to encounter
and learn from specifically crafted examples during training,
thereby facilitating the development of more robust decision
boundaries and improving model generalization to unseen
adversarial inputs.

Subsequently, [15] significantly enhanced adversarial train-
ing by employing PGD as the adversarial example generator.
PGD-based adversarial training iteratively applies small per-
turbations to input data, guiding the model toward learning
highly robust and generalizable features. Due to its iterative
nature, this method has been established as the state-of-the-art
approach for benchmarking robustness in deep learning mod-
els. Empirical results consistently confirm that PGD-trained
models exhibit significantly improved resilience compared to
models trained using traditional or non-adversarial methods.

Building on these seminal studies, [22] proposed the
TRADES method, introducing a theoretically-principled
framework that explicitly balances the trade-off between
adversarial robustness and natural accuracy. The TRADES
framework introduces a regularization term that penalizes
deviations from robust behavior while maintaining model
performance on clean data. This approach has demonstrated
notable improvements in robustness compared to standard ad-
versarial training techniques, especially in image classification
benchmarks.

Furthermore, [23] proposed integrating feature denoising
techniques within adversarial training frameworks, enhancing
the resilience of models against AAs by explicitly denoising
intermediate feature representations during training. By em-
bedding feature denoising mechanisms directly into adversarial
training procedures, their method not only mitigates adversar-
ial perturbations but also reduces the model’s vulnerability to
natural variations in data. These advancements underscore ad-
versarial training as a continually evolving field, with methods
becoming progressively sophisticated to counter increasingly
powerful AAs.

However, despite the proven efficacy of adversarial train-
ing in enhancing model robustness, it introduces significant
computational overhead and complexity [15]. Training models
using adversarial techniques typically require extended com-
putational resources and time due to the iterative generation
of adversarial examples. Moreover, selecting suitable param-
eters, such as perturbation magnitude, training composition,

and learning rates, becomes critical to achieving optimal
performance without compromising model accuracy on clean
data. Careful dataset preparation, hyperparameter tuning, and
rigorous empirical validation remain essential to leveraging the
full benefits of adversarial training methodologies. Addressing
these computational challenges and identifying efficient adver-
sarial training strategies tailored to specific NN architectures,
including KANs, remain vital areas for ongoing research and
development.

E. Adversarial Training Applied to KANs

At the time of the publication of our original paper, the
robustness of KAN architectures under adversarial conditions
had begun receiving increased attention. Recent studies have
expanded on the initial exploration of KAN vulnerabilities,
systematically evaluating their performance under various ad-
versarial perturbations and comparing them against traditional
NN architectures. For instance, [24] investigated the applica-
tion of KANs in Wi-Fi-based positioning systems, examining
their response to adversarial manipulations in wireless signal
inputs. Similarly, [25] assessed robustness aspects of KANs
across a range of image classification benchmarks, providing
valuable comparative analyses that underscore both strengths
and limitations of KAN models in adversarial conditions.
Another recent study by [26] evaluated the resilience of KAN
architectures to AAs within broader applied ML contexts,
highlighting the nuanced sensitivity of spline-based activation
functions used within KAN models.

Despite the increasing focus on evaluating KAN robustness,
the specific application of adversarial training methodologies
to KAN architectures remains notably underexplored. To date,
adversarial training has predominantly been applied to well-
established models such as CNNs and transformers, whereas
its impact on KAN models has yet to be rigorously inves-
tigated. Although the inherent flexibility and adaptivity of
KANs suggest that adversarial training could significantly en-
hance their robustness, systematic empirical studies in this area
are scarce. Consequently, many aspects remain unexplored,
including how different compositions and intensities of adver-
sarially perturbed data influence the training process, as well
as the specific interactions between spline-based activation
functions and adversarial samples.

Given this substantial gap, there is an important opportunity
for research that specifically investigates adversarial training
tailored to the unique properties of KAN architectures. De-
tailed analyses examining the relationship between adversarial
perturbation strategies (such as FGSM and PGD) and the
adaptability of KAN activation functions could provide es-
sential insights for designing more robust models. Addition-
ally, exploring computationally efficient adversarial training
methodologies suitable for the unique structural properties of
KANs could further unlock their potential for secure, real-
world deployment. Addressing these open questions will be
critical for future research, ultimately informing best practices
for integrating adversarial training strategies into the design
and deployment of KAN models.
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III. METHODOLOGY

The primary objective of our methodology is to assess how
different KAN architectures respond relative to each other
and the baseline MLP classifier under adversarial perturba-
tions, placing emphasis on comparative robustness rather than
absolute performance optimization. While we acknowledge
that each evaluated model could potentially benefit from
further tuning through parameter optimization, architectural
adjustments, or advanced regularization methods, we operate
under the assumption that the relative effects of AAs will
remain consistent regardless of these enhancements.

Figure 5. MLP Architecture, source: [7].

This assumption provides a clear foundation for comparing
the intrinsic robustness characteristics of various KANs im-
plementation. Nevertheless, future research should rigorously
investigate the validity and generalizability of this assumption
by exploring the impact of advanced training techniques on
robustness outcomes.

The general structure of the KAN networks architecture
used in our experiments is illustrated in Figures 5 and 6,
which highlight the key differences between traditional MLPs
and KAN models. All evaluated KAN models follow this
fundamental architectural concept, where traditional node-
based activation functions are replaced with edge-based learn-
able activation functions. The adversarial robustness of four
distinct KAN implementations is systematically examined:
Linear (Efficient) KAN [27], Naı̈ve Fourier KAN [28], Jacobi
KAN [29], and Chebyshev KAN [30].

Figure 6. KAN Architecture, source: [7].

The robustness of each model is evaluated under controlled
adversarial conditions, involving Gaussian noise as well as
two widely recognized AAs technique: the FGSM, and PGD.
These adversarial perturbations are generated and administered
using the ART [20]. Performance robustness metrics such as
accuracy, precision, recall, and F1-scores are utilized to pro-
vide a comprehensive understanding of model sensitivity to ad-
versarial perturbations. The well-known MNIST dataset [21],
consisting of 33,600 training samples and 8,400 test samples of
handwritten digits, provides a standard benchmark that ensures
consistency and comparability of results across models.

Furthermore, to extend our previous findings and explore
potential improvements in model robustness, we introduce
adversarial training by augmenting the original training dataset
with adversarially perturbed examples. Specifically, we con-
struct three training sets with varying proportions of clean
MNIST samples combined with adversarial samples generated
by FGSM, PGD, and Gaussian noise. The training dataset
compositions are (i) 85% clean data and 5% of each per-
turbation type, (ii) 70% clean data and 10% each of noise,
FGSM, and PGD, and (iii) 55% clean data and 15% each of
noise, FGSM, and PGD. Through this systematic approach,
we aim to evaluate how the inclusion of adversarial examples
during training influences the robustness and generalizability
of different KAN architectures.

In the subsequent sections, detailed results from these exper-
iments will be analyzed, highlighting insights into the relative
effectiveness of adversarial training strategies across diverse
KAN implementations. Metrics including accuracy, precision,
recall, and F1-scores provide a comprehensive understanding
of robustness gains and vulnerabilities under adversarial con-
ditions, guiding future research directions toward optimized
KAN training strategies.

A. Model Architectures

In this research, we evaluate the robustness of different
KANs architecture against AA and compare their performance
with a traditional MLP baseline. All architectures use the
MNIST dataset [21] and share common parameters for train-
ing, such as an AdamW optimizer with a learning rate of
0.001, weight decay for regularization, and an exponential
learning rate scheduler to adjust the learning rate dynamically
throughout training.

MLP Classifier is utilized as a baseline reference. The
model comprises five fully-connected layers, progressively
decreasing in size: 784 → 512 → 256 → 128 → 64 → 10.
ReLU activation and dropout layers with probability 0.2 are
employed after each layer, ensuring model regularization and
reduced overfitting. The final output layer utilizes a softmax
activation function, providing classification probabilities for
each of the ten MNIST digit classes.

The primary models under investigation are four distinct
implementations of KANs, each employing unique activation
functions along their edges. All KAN implementations share
a similar basic architecture, as depicted in Figure 6, but differ
substantially in their choice of edge-based activation functions.

82International Journal on Advances in Security, vol 18 no 1 & 2, year 2025, http://www.iariajournals.org/security/

2025, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



Linear KAN (Efficient KAN) [27] utilizes spline-based
activation functions parameterized by spline order and grid
size. Specifically, the implementation uses spline order 3
and grid size 5, corresponding to a computationally efficient
parameterization recommended by the authors. The archi-
tecture employs the standard configuration derived from the
Kolmogorov-Arnold theorem, where the input dimension of
784 (the MNIST image size of 28 × 28) is decomposed into
one-dimensional spline functions along the network edges.
This configuration results in (28× 28)× 2 + 1 = 1569 spline
parameters, providing the model with substantial flexibility for
capturing MNIST data patterns efficiently.

Naı̈ve Fourier KAN [28] modifies the standard spline-
based KAN by employing Fourier series coefficients to param-
eterize the learnable activation functions. Fourier-based acti-
vation functions provide smooth and periodic approximations,
which inherently bound the activation functions numerically
and avoid the common issues associated with spline parame-
terizations going out of grid bounds. Specifically, the Fourier
KAN configuration used in our experiments employs grid size
56, corresponding to twice the dimension of input features,
along with initialization parameters that ensure numerical
stability and smoothness of learned functions.

Chebyshev KAN (ChebyKAN) [30] substitutes spline
functions with Chebyshev polynomials. Chebyshev polynomi-
als, due to their orthogonality and numerical stability, provide
efficient approximations suitable for polynomial interpolations
over bounded intervals. In our experiments, we employed
Chebyshev polynomials of degree 7, aiming to balance approx-
imation accuracy and computational efficiency. ChebyKAN
requires fewer parameters to achieve comparable performance
relative to spline-based KANs, making it appealing for sce-
narios where computational resources are constrained.

Jacobi KAN (JacobiKAN) [29], derived from the
ChebyKAN framework, uses Jacobi polynomials, a broader
family of orthogonal polynomials parameterized by two addi-
tional parameters (a, b) controlling polynomial shape. In our
experiments, we selected a polynomial degree of 7 with default
parameters a = 0.0 and b = 0.0 - a special case of Jacobi,
the Legendre polynomials. This is typically used for MNIST
classifications. JacobiKAN provides an adaptive and flexible
framework capable of adjusting polynomial forms according
to task-specific data characteristics. However, this flexibility
introduces additional complexity, requiring careful parameter
tuning during training.

All four KAN implementations share a fundamental archi-
tectural structure illustrated in Figure 6, differing primarily in
the form of their learnable activation functions. By evaluating
these architectures systematically, our study seeks to quantify
and understand the impact of different parameterizations on
model robustness against adversarial perturbations and noise.

B. Attack Architecture

Noise Attack: We conducted Gaussian noise attacks at a
noise level of 100 to evaluate the robustness of the models

Figure 7. The Gaussian Noise Attack Example.

under extreme conditions. This high noise level was deliber-
ately selected to amplify performance degradation, facilitating
a clear comparison across the different KAN architectures and
the baseline MLP model. Our prior research [7] valuated the
noise sensitivity of a single KAN model by incrementally
increasing noise levels to determine its robustness relative
to the MLP. In the current study, we shift our focus to
systematically comparing multiple KAN variants, maintaining
the MLP as a consistent baseline for robustness benchmarking.
An MNIST digit example (digit ’1’) corrupted by Gaussian
noise at the level of 100 is shown in Figure 7, illustrating the
extreme noise conditions used in our robustness assessments.

FGSM Attack: The ART [20] was utilized to generate
adversarial examples and implement the FGSM attack across
all models. Perturbations were introduced into the MNIST
test dataset to create adversarial samples, with the epsilon
parameter typically ranging from 0.1 to 0.8. A higher epsilon
increases perturbation visibility in images. For this research,
an epsilon value of 0.5 was selected, sufficient to significantly
degrade model performance without introducing visually no-
ticeable distortions, thus preserving realism in the adversarial
scenario. An example of an MNIST digit (digit ’1’) subjected
to the FGSM attack is shown in Figure 8, highlighting how
subtle perturbations can drastically alter model predictions.

PGD Attack: We also employed ART [20] to facilitate
the PGD AAs. PGD iteratively generates small random per-
turbations to the input data, progressively maximizing the
loss function. Each iteration incrementally adjusts perturbation
magnitude, while carefully controlling the maximum perturba-
tion size to maintain imperceptibility to human observers. This
iterative approach positions PGD as one of the strongest first-
order AAs methods available, significantly more potent than
FGSM. Consistent with the FGSM setup, a perturbation level
of 0.5 was adopted to simulate realistic adversarial conditions.
Figure 9 presents an MNIST digit example (digit ’1’) after a
PGD attack, demonstrating the iterative nature of this strong
adversarial perturbation and its effect on model classification.

Tools and environment: All KAN implementations are
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Figure 8. The FGSM Attack Example.

Figure 9. PGD Attack Example.

obtained from publicly available GitHub repositories [28]–
[31], alongside ART [20]. The baseline MLP classifier was
implemented independently using PyTorch and Scikit-learn
Python libraries. The Google Colab cloud environment was
utilized to conduct all experiments, ensuring consistency in
hardware and software configurations. This standardized ex-
perimental environment is intended to facilitate reproducibility
and validation of our results.

C. Experiments

All models, including the four KAN architectures: Linear
(Efficient) KAN, Naı̈ve Fourier KAN, Jacobi KAN, Cheby-
shev KAN, and the MLP baseline, were initially trained
and evaluated in a controlled, non-adversarial setting using
the MNIST dataset [21]. Figure 10 illustrates example digits
from the MNIST dataset used in all experiments. Performance
metrics, including accuracy, precision, recall, and F1 scores,
were recorded for each architecture to establish a robust
baseline for subsequent adversarial analyses.

We then assessed each model’s robustness under adversar-
ial conditions by subjecting them individually to Gaussian

Figure 10. MNIST Dataset Example.

noise, FGSM, and PGD attacks. For each attack scenario,
we computed the relative change in performance metrics
compared to their baseline values. These results provided
insights into the vulnerabilities of each KAN variant relative
to the MLP classifier, allowing for a systematic analysis of
model-specific weaknesses and strengths under adversarially
perturbed conditions.

Expanding on this initial analysis, adversarial training ex-
periments were conducted to explore strategies for enhancing
model robustness. Specifically, models were retrained with
adversarially augmented datasets composed of varying pro-
portions of clean and perturbed data, as follows:

• 85% clean MNIST data combined with 5% each of
Gaussian noise, FGSM, and PGD perturbed samples.

• 70% clean MNIST data combined with 10% each of
Gaussian noise, FGSM, and PGD perturbed samples.

• 55% clean MNIST data combined with 15% each of
Gaussian noise, FGSM, and PGD perturbed samples.

This adversarial training strategy aimed to quantify how
incorporating a controlled proportion of adversarially gener-
ated data into the training set affects model performance and
robustness. Each model was retrained separately under these
three training set compositions, and performance metrics were
reevaluated on clean as well as adversarially perturbed test sets
(noise, FGSM, PGD). The goal was to identify optimal training
compositions capable of significantly enhancing robustness
without severely compromising accuracy on clean data.

To ensure consistency and reproducibility, all training
sessions employed identical hyperparameters, including the
AdamW optimizer with a learning rate of 0.001, weight decay
for regularization, and an exponential learning rate scheduler.
Each training scenario was repeated multiple times to ensure
the reliability of observed improvements in robustness metrics.

In the results section that follows, detailed analyses will
be presented, comparing performance outcomes from standard
training versus adversarial training across all tested models.
This comprehensive experimental approach provides critical
insights into the efficacy of adversarial training for improving
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KAN robustness, contributing valuable guidance for future
research into secure and robust NN architectures.

IV. RESULTS

This section presents a comprehensive analysis of our exper-
imental results, structured systematically into five subsections.
We begin by establishing baseline performance metrics for
all evaluated models in the absence of adversarial conditions.
Subsequent subsections report detailed findings on model ro-
bustness under Gaussian noise, FGSM, and PGD AAs. Finally,
we present a thorough evaluation of the impact of adversarial
training on model resilience, comparing performance across
varying proportions of adversarially perturbed training data.
The analyses provided herein offer valuable insights into the
relative strengths and vulnerabilities of different KAN archi-
tectures compared to the baseline MLP classifier, highlighting
critical considerations for enhancing model robustness.

A. Before Attacks

Initially, we evaluated all models under clean (non-
adversarial) conditions using the MNIST dataset, as detailed
in Table I. This baseline evaluation provides an essential refer-
ence point for assessing subsequent robustness to adversarial
perturbations.

TABLE I
ACCURACY BY MODEL. TRAIN SET: 100% MNIST.

Model Clean Noise100 FGSM 0.5 PGD 0.5

Classifier 0.98 0.94 0.79 0.66

KAN Linear 0.98 0.86 0.29 0.11

Naı̈ve Fourier 0.92 0.16 0.11 0.22

Jacobi 0.93 0.51 0.08 0.05

Cheby 0.92 0.39 0.05 0.04

Accuracy results before AAs are visualized in Figure 11,
clearly indicating that the MLP Classifier and the Linear
KAN both achieve nearly identical accuracy (98%), estab-
lishing a strong performance baseline. Conversely, the other
three KAN variants: Naı̈ve Fourier, Jacobi, and Chebyshev
exhibit somewhat lower accuracy scores (92-93%). Although
the primary objective of this study focuses on evaluating
relative robustness under adversarial conditions rather than
absolute accuracy, these performance discrepancies warrant
further exploration. Future research may investigate whether
model-specific architectural differences, parameter settings, or
alternative optimization strategies might account for these per-
formance gaps and potentially improve the absolute accuracy
of the affected KAN architectures.

Another notable observation relates to computational com-
plexity and training duration. Despite improvements from the
use of Google Colab’s free-tier T4 GPU, training times for
KAN models remained substantially longer compared to the
simpler MLP architecture. Specifically, KAN architectures
typically required roughly ten times longer to train than

the baseline MLP. This discrepancy, attributed primarily to
the computational overhead associated with spline-based and
polynomial-based activation functions, highlights a significant
practical consideration for real-world deployment and iterative
training workflows.

Figure 11. Model Accuracy Comparison Before Attacks.

An additional intriguing finding involves the class-wise
balance of model performance, particularly evident from ex-
amining the F1 scores for individual digit classes, as illustrated
in Figure 12. The Linear KAN model demonstrates generally
balanced F1 scores across most digit classes but exhibits
a pronounced drop in performance on digit 9. Other KAN
models similarly reflect class imbalance patterns, suggesting
inherent limitations or biases within their activation func-
tion parameterizations, and suggesting that certain activation
functions or training methodologies may disproportionately
impact specific digit classes. Investigating the causes of these
class-specific discrepancies may offer valuable insights into
further optimizing KAN architectures or identifying data-
specific challenges. Such analyses remain outside the scope of
this current study but represent promising avenues for future
research.

Figure 12. Model F1 Score Comparison Before Attacks, source: [1].

Overall, these baseline performance evaluations provide
essential context for subsequent analyses of model robust-
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ness under various adversarial perturbations, enabling precise
quantification of robustness changes attributed explicitly to
adversarial conditions.

B. Gaussian Noise Attack Results

All evaluated models exhibited reduced accuracy when
exposed to Gaussian noise at the extreme level of 100, as
detailed in Table I. Figure 13 clearly illustrates the drop in
accuracy for each model before and after the noise attack.

The MLP Classifier demonstrated robust performance,
maintaining high accuracy at 94%, reflecting only a modest
reduction of approximately 4%. The Linear KAN model also
performed relatively well under noisy conditions, achieving
an accuracy of 86%, though this still represents a notable
accuracy drop of about 12%. In contrast, the other evaluated
KAN architectures: Naı̈ve Fourier, Jacobi, and Chebyshev,
experienced severe degradation in performance, with accuracy
declining dramatically to 16%, 51%, and 39%, respectively.

Figure 13. Model Accuracy Comparison After Noise Attack.

Figure 14 provides a visualization of the percentage accu-
racy losses, further underscoring the pronounced vulnerability
of polynomial-based KAN models to Gaussian noise attacks.
While Linear KAN demonstrates comparatively moderate
sensitivity to noise, its accuracy loss is still substantially
higher than the baseline MLP, suggesting inherent architectural
vulnerabilities of KAN models under noisy conditions. These
observations emphasize the necessity of further investigation
into mechanisms underlying KAN models’ sensitivity to noise,
guiding future enhancements in model robustness.

TABLE II
ACCURACY REDUCTION, (%).

Model Noise100 FGSM 0.5 PGD 0.5

Classifier 4 18 31

KAN Linear 12 69 87

Naı̈ve Fourier 76 81 70

Jacobi 41 84 88

Cheby 53 88 88

Figure 14. Accuracy Loss Comparison by Attack.

C. FGSM Attack Results

Under the FGSM attack with a perturbation parameter
(ϵ = 0.5), all evaluated models experienced significantly
greater accuracy losses compared to the Gaussian noise attack.
Figure 15 clearly illustrates this reduction in accuracy scores
for each model when subjected to FGSM-generated adversarial
examples.

Figure 15. Model Accuracy Comparison After FGSM Attack.

Consistent with previous attack outcomes, the baseline
MLP classifier demonstrated the strongest resilience among
all models, yet it still experienced a substantial accuracy
drop from 98% to 79%, representing a relative accuracy
loss of approximately 18%. The Linear KAN model, while
maintaining higher absolute accuracy compared to other KAN
architectures, displayed a considerable accuracy reduction,
falling from 98% to just 29%. Notably, this corresponds to
a relative loss of approximately 69% in accuracy, highlighting
Linear KAN’s vulnerability to the FGSM attack.

Interestingly, the Naı̈ve Fourier KAN model, which ex-
hibited poor performance under Gaussian noise conditions,
showed a relatively stronger resilience compared to other
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polynomial-based KAN variants under FGSM perturbations,
achieving an accuracy of 11%. While still significantly af-
fected, this result contrasts sharply with its extreme vul-
nerability under noise attacks. Jacobi and Chebyshev KAN
models suffered the most severe accuracy losses, dropping
from initial accuracies around 92-93% to below 10% accuracy
post-FGSM attack, underscoring their heightened sensitivity to
adversarially generated perturbations.

The relative accuracy losses across models under different
attack conditions are summarized in Table II and visually
depicted in Figure 14. This comprehensive visualization em-
phasizes the particularly devastating impact of the FGSM
attack on the polynomial-based KAN models.

An intriguing observation from these results is the apparent
inverse performance relationship between the polynomial-
based KAN models’ responses to Gaussian noise and FGSM
attacks. This phenomenon, visually apparent in the comparison
of Figures 14 and 15, suggests distinct underlying vulnerabil-
ities to different perturbation types. This finding provides a
compelling direction for future research, potentially exploring
the underlying mechanisms driving these divergent responses,
and informing more targeted strategies for robustness enhance-
ment.

D. PGD Attack Results

Under the PGD attack at an intensity level of 0.5, all
tested models suffered severe accuracy degradation. Figure 16
illustrates a significant decline in accuracy for each model
when subjected to the PGD adversarial perturbations.

Figure 16. Model Accuracy Comparison After PGD Attack.

Interestingly, while the MLP classifier demonstrated the
highest absolute accuracy (66%) following the PGD attack,
it experienced a considerable relative accuracy loss of about
31%, highlighting significant vulnerability despite its robust-
ness under other conditions. The Linear KAN, which per-
formed well under noise attacks, showed an exceptionally high
sensitivity to PGD attacks, with accuracy plunging drastically
to 11%, reflecting an 87% relative loss.

On the contrary, other KAN architectures, particularly Naı̈ve
Fourier KANshowed slightly better resilience in relative terms
compared to Linear KAN, albeit their absolute accuracy scores
remained critically low (22%). Notably, Chebyshev and Jacobi
KAN displayed minimal accuracy retention at around 5%.

It is important to emphasize that the overall degradation was
catastrophic for all models. The accuracy for the majority of
digit classes dropped dramatically to zero or near-zero for all
models, indicating extensive vulnerability across all tested NN
variants.

Nevertheless, from a relative accuracy retention standpoint,
Naı̈ve Fourier showed marginally better resilience than other
KAN variants, making it the least affected architecture under
the PGD attack scenario. This nuanced difference, although
minor in absolute terms, presents an intriguing avenue for
future investigation into what specific properties of Naı̈ve
Fourier activation functions might contribute to improved
resilience against iterative adversarial perturbations like PGD.

These observations are visually summarized in Figure 16,
clearly highlighting the extensive accuracy loss across all
models, reinforcing the potent effectiveness of PGD attacks
on current NNs architectures.

E. Adversarial Training Results

To further examine the robustness of our models, we
conducted adversarial training experiments by progressively
reducing the proportion of clean MNIST data in the training
set (85%, 70%, and 55%) and simultaneously increasing the
adversarially perturbed examples. Tables III, IV, and V sum-
marize the performance of each model under these conditions.

TABLE III
ACCURACY BY MODEL. TRAIN SET: 85% MNIST.

Model Clean Noise100 FGSM 0.5 PGD 0.5

Classifier 0.97 0.93 0.96 0.88

KAN Linear 0.98 0.80 0.98 0.99

Naı̈ve Fourier 0.92 0.18 0.97 0.98

Jacobi 0.92 0.82 0.69 0.74

Cheby 0.92 0.50 0.88 0.90

TABLE IV
ACCURACY BY MODEL. TRAIN SET: 70% MNIST.

Model Clean Noise100 FGSM 0.5 PGD 0.5

Classifier 0.97 0.92 0.96 0.89

KAN Linear 0.97 0.76 0.98 0.98

Naı̈ve Fourier 0.92 0.18 0.94 0.97

Jacobi 0.92 0.80 0.66 0.72

Cheby 0.91 0.54 0.91 0.93

Our adversarial training experiments revealed significant
robustness gains across all evaluated models, demonstrating
substantial resilience improvements against FGSM and PGD
attacks, even when training data contained high proportions
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TABLE V
ACCURACY BY MODEL. TRAIN SET: 55% MNIST.

Model Clean Noise100 FGSM 0.5 PGD 0.5

Classifier 0.97 0.92 0.96 0.89

KAN Linear 0.97 0.71 0.94 0.96

Naı̈ve Fourier 0.92 0.19 0.95 0.98

Jacobi 0.91 0.80 0.65 0.71

Cheby 0.91 0.60 0.92 0.96

of adversarial samples. Linear KAN exhibited remarkable
improvement, achieving 98% accuracy under FGSM and 99%
accuracy under PGD with 85% clean data. Even at the lowest
clean data level (55%), Linear KAN maintained 94% and 96%
accuracy for FGSM and PGD respectively, though accuracy
dropped significantly to 71% under high-level noise attacks.
Figure 17 visually highlights the robustness improvement
across adversarial scenarios, and Table VI provides detailed
information.

Figure 17. Model Accuracy by Train set Linear KAN.

The Naı̈ve Fourier KAN demonstrated a dramatic trans-
formation, jumping from poor performance (11% FGSM and
22% PGD accuracy at 100% MNIST clean data) to 97% and
98% accuracy respectively at 85% clean data. Even further
reduction to 55% clean data sustained high performance,
achieving 95% for FGSM and 98% for PGD (Figure 18,
Table VII). However, Naı̈ve Fourier continued to underperform
in noise attacks across all data compositions, never exceeding
20% accuracy.

Jacobi and Cheby KAN models also improved significantly,
albeit with more moderate gains. Jacobi KAN, which initially
had catastrophic performance under FGSM (8%) and PGD
(5%) at 100% MNIST, improved considerably to 69% and
74% respectively at 85% MNIST clean data. However, further
reduction in clean data slightly diminished robustness, settling
at 65% FGSM and 71% PGD at 55% MNIST (Figure 19,

TABLE VI
PERFORMANCE METRICS BY ATTACK. KAN LINEAR.

TestSet Precision Recall F1-score Accuracy

10
0%

M
N

IS
T Clean 0.98 0.98 0.98 0.98

Noise 0.90 0.86 0.86 0.86

FGSM 0.50 0.29 0.30 0.29

PGD 0.20 0.11 0.07 0.11

85
%

M
N

IS
T Clean 0.98 0.98 0.98 0.98

Noise 0.86 0.80 0.81 0.80

FGSM 0.98 0.98 0.98 0.98

PGD 0.99 0.99 0.99 0.99

70
%

M
N

IS
T Clean 0.97 0.97 0.97 0.97

Noise 0.83 0.76 0.75 0.76

FGSM 0.98 0.98 0.98 0.98

PGD 0.99 0.98 0.98 0.98

55
%

M
N

IS
T Clean 0.97 0.97 0.97 0.97

Noise 0.82 0.71 0.71 0.71

FGSM 0.94 0.94 0.94 0.94

PGD 0.96 0.96 0.96 0.96

Figure 18. Model Accuracy by Train set Naive Fourier.

Table VIII).

Cheby KAN showed an impressive recovery from initial
single-digit accuracy figures to consistently high performances
(88% FGSM and 90% PGD at 85% MNIST), improving
further as clean data proportion decreased, reaching 92%
FGSM and 96% PGD at 55% MNIST (Figure 20, Table IX).

The MLP classifier displayed robust and consistent improve-
ment, maintaining high performance with minor fluctuations.
With 85% clean data, the MLP reached 96% FGSM and 88%
PGD accuracy, and notably, further reductions of clean data
to 55% sustained performance, yielding 96% FGSM and 89%
PGD accuracy (Figure 21, Table X).
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TABLE VII
PERFORMANCE METRICS BY ATTACK. NAÏVE FOURIER.

TestSet Precision Recall F1-score Accuracy
10

0%
M

N
IS

T Clean 0.92 0.92 0.92 0.92

Noise 0.17 0.16 0.16 0.16

FGSM 0.22 0.11 0.07 0.11

PGD 0.53 0.22 0.20 0.22

85
%

M
N

IS
T Clean 0.92 0.92 0.92 0.92

Noise 0.19 0.18 0.17 0.18

FGSM 0.97 0.97 0.97 0.97

PGD 0.98 0.98 0.98 0.98

70
%

M
N

IS
T Clean 0.92 0.92 0.92 0.92

Noise 0.20 0.18 0.17 0.18

FGSM 0.94 0.94 0.94 0.94

PGD 0.97 0.97 0.97 0.97

55
%

M
N

IS
T Clean 0.92 0.92 0.92 0.92

Noise 0.20 0.19 0.19 0.19

FGSM 0.95 0.95 0.95 0.95

PGD 0.98 0.98 0.98 0.98

Figure 19. Model Accuracy by Train set Jacobi.

V. EVALUATION AND DISCUSSION

Our experiments show that the same spline flexibility that
gives KANs their predictive power also makes them prone to
overfitting. Under adversarial perturbations, KANs can lose far
more accuracy than a standard MLP, creating a serious risk in
security-sensitive contexts.

Adversarial training is an effective countermeasure. Inject-
ing a small fraction (5%) of adversarial samples per AA type
into the training set restores robustness across all variants,
improving accuracy by more than 60 points under strong PGD
attacks. Although generating those perturbed samples adds
computational cost, the resulting resilience gains justify this
overhead for any real-world KAN deployments.

Not all KANs respond equally. Linear and orthogonal-spline
(Jacobi, Chebyshev) variants recover most of their robustness
with modest adversarial mixing. The Fourier KAN, while
nearly perfect under adversarial attacks after training, remains

TABLE VIII
PERFORMANCE METRICS BY ATTACK. JACOBI.

TestSet Precision Recall F1-score Accuracy

10
0%

M
N

IS
T Clean 0.93 0.93 0.93 0.93

Noise 0.68 0.51 0.52 0.51

FGSM 0.07 0.08 0.05 0.08

PGD 0.05 0.05 0.02 0.05

85
%

M
N

IS
T Clean 0.92 0.92 0.92 0.92

Noise 0.83 0.82 0.82 0.82

FGSM 0.69 0.69 0.69 0.69

PGD 0.74 0.74 0.73 0.74

70
%

M
N

IS
T Clean 0.92 0.92 0.92 0.92

Noise 0.82 0.80 0.80 0.80

FGSM 0.66 0.66 0.65 0.66

PGD 0.72 0.72 0.72 0.72

55
%

M
N

IS
T Clean 0.91 0.91 0.91 0.91

Noise 0.82 0.80 0.80 0.80

FGSM 0.66 0.65 0.65 0.65

PGD 0.71 0.71 0.70 0.71

Figure 20. Model Accuracy by Train set Cheby.

highly vulnerable to Gaussian noise. Its noise accuracy never
exceeds 20 % even at high perturbation ratios. This tells us
that adversarial training alone cannot address stochastic-noise
weaknesses; techniques such as input denoising is required.
The Jacobi KAN shows the smallest net gain overall and may
benefit from hybrid hardening tailored to its spline structure.

The next section outlines future directions, including sys-
tematic tuning of adversarial and noise ratios for each KAN
type, theoretical analysis of spline susceptibility, and more
efficient adversarial-sample generation methods.

VI. CONCLUSION AND FUTURE WORK

In this work, we have: 1) Quantified the vulnerability of
four KAN architectures, revealing up to 88% under adversarial
attacks (and up to 76% under noise conditions). 2) Shown
that modest adversarial training (5% perturbed samples per
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TABLE IX
PERFORMANCE METRICS BY ATTACK. CHEBY.

TestSet Precision Recall F1-score Accuracy
10

0%
M

N
IS

T Clean 0.93 0.92 0.92 0.92

Noise 0.56 0.39 0.38 0.39

FGSM 0.08 0.05 0.03 0.05

PGD 0.01 0.04 0.01 0.04

85
%

M
N

IS
T Clean 0.92 0.92 0.92 0.92

Noise 0.65 0.50 0.51 0.50

FGSM 0.88 0.88 0.88 0.88

PGD 0.91 0.90 0.89 0.90

70
%

M
N

IS
T Clean 0.92 0.91 0.91 0.91

Noise 0.68 0.54 0.55 0.54

FGSM 0.91 0.91 0.91 0.91

PGD 0.93 0.93 0.92 0.93

55
%

M
N

IS
T Clean 0.91 0.91 0.91 0.91

Noise 0.70 0.60 0.61 0.60

FGSM 0.92 0.92 0.92 0.92

PGD 0.96 0.96 0.95 0.96

Figure 21. Model Accuracy by Train set Classifier.

AA type) recovers more than 60 points of robustness. 3)
Identified that Fourier KANs remain noise-sensitive even after
adversarial training, highlighting the need for future research
and hybrid noise–adversarial defenses.

Our results demonstrate significant variation among KAN
models in their response to AA and provide a comparative
analysis against traditional MLP classifiers. Consistent with
previous findings [1], [7], in the unprotected setting, the
MLP baseline outperforms all KAN variants under FGSM and
PGD attacks. However, after adversarial training, Linear and
Fourier KANs exceed the MLP’s robustness, reaching nearly
99% accuracy against PGD, highlighting the effectiveness of
targeted hardening for these architectures.

One critical observation in our study was the significant
imbalance across classes within KAN models, particularly
evident in Figure 12. Further investigation into the underlying
causes of this imbalance could provide valuable insights into

TABLE X
PERFORMANCE METRICS BY ATTACK. CLASSIFIER.

TestSet Precision Recall F1-score Accuracy

10
0%

M
N

IS
T Clean 0.98 0.98 0.98 0.98

Noise 0.94 0.94 0.94 0.94

FGSM 0.79 0.79 0.79 0.79

PGD 0.66 0.66 0.65 0.66

85
%

M
N

IS
T Clean 0.97 0.97 0.97 0.97

Noise 0.93 0.93 0.93 0.93

FGSM 0.96 0.96 0.96 0.96

PGD 0.89 0.88 0.88 0.88

70
%

M
N

IS
T Clean 0.97 0.97 0.97 0.97

Noise 0.92 0.92 0.92 0.92

FGSM 0.96 0.96 0.96 0.96

PGD 0.89 0.89 0.89 0.89

55
%

M
N

IS
T Clean 0.97 0.97 0.97 0.97

Noise 0.92 0.92 0.92 0.92

FGSM 0.96 0.96 0.96 0.96

PGD 0.89 0.89 0.89 0.89

improving the robustness and general performance of KANs.
Understanding these mechanisms might not only enhance our
theoretical understanding of KAN architectures but also guide
practical improvements for diverse applications.

Adversarial training experiments provided substantial new
insights. Introducing progressively greater proportions of ad-
versarial data into the training sets notably improved resilience
across all models. This approach significantly enhanced KAN
models’ robustness, especially Linear and Naı̈ve Fourier
KANs, which achieved near-perfect accuracy (98%–99%)
under both FGSM and PGD attacks with 85% clean data.
Remarkably, even reducing clean training data to as low as
55%, these models maintained high accuracy (above 94%),
demonstrating their considerable potential for adversarial ro-
bustness. In contrast, Jacobi and Cheby KANs showed sub-
stantial, though less pronounced, improvements, indicating
that different activation functions significantly influence ad-
versarial training outcomes.

Our study did not specifically address training efficiency,
but the substantial training time observed for KAN models
highlights a potential area for future research. Understanding
and optimizing the trade-off between training efficiency and
adversarial robustness, especially for novel architectures like
KANs, is critical for broader adoption and practical applica-
tions.

Future Research Directions

Building on our results, we identify several promising areas
for future investigation:

• Deepening theoretical understanding of why certain KAN
models (e.g., Fourier) exhibit greater resistance to PGD
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attacks, potentially guiding new architectural designs or
activation function choices.

• Developing specialized adversarial robustness training
strategies tailored explicitly for different KAN architec-
tures to further leverage their inherent strengths.

• Exploring additional AA methodologies and evaluating
KAN robustness on more diverse datasets. Future work
should rigorously test KAN robustness using datasets
beyond MNIST, such as CIFAR-10 or ImageNet, to
validate the generalizability of our findings and their
practical implications.

• Investigating and addressing the observed class imbalance
issue within KAN models to improve both robustness and
general classification performance.

• Assessing the balance between computational efficiency,
training time, and model robustness to enhance the prac-
tical deployment of KAN models in real-world applica-
tions.

Pursuing these identified research directions will significantly
deepen our theoretical understanding of KAN robustness,
fostering advancements toward practically deployable, secure,
and interpretable ML models.
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Abstract—We present a Generative Artificial Intelligence (AI)
based cognitive architecture and an agent specifically developed
for the complexities of knowledge workers, such as Cybersecurity
analysts. White-collar roles, exemplified by Cybersecurity analysts,
are multifaceted and rely on declarative knowledge, procedural
understanding, and diverse tools. The ability to learn and adapt to
the nuances of the job is crucial. This paper introduces CorpIA, a
cognitive architecture that provides an agent with knowledge, tools,
and the capacity to acquire on-the-job experience. This system en-
hances human performance by providing suggested solutions and
continuous mentoring. CorpIA includes a programming language
for AI agents, ContentCreate, that allows non-programmers to
create workflows involving AI agents. Our research demonstrates
that the CorpIA agent can learn from interactions using Bloom’s
Taxonomy. We provide the source code for these experiments.

Keywords-AI Agents; Cybersecurity; Automation.

I. INTRODUCTION

This is a follow-up article to a paper presented at the
Eighteenth International Conference on Emerging Security
Information, Systems and Technologies (SECURWARE 2024).
Our initial research into augmenting Cybersecurity analysts
with AI agents was presented in [1], where we introduced
the concept of using Bloom’s Taxonomy [2] to measure the
learning of an AI agent. This paper extends that work by fully
outlining the cognitive architecture and framework used to
perform the study, CorpIA, and introduces a programming
language, ContentCreate, to coordinate workflows amongst AI
agents.

Digital systems and the Internet are critical to our everyday
lives. Cyber threats from bad actors require robust Cybersecu-
rity measures.

Cybersecurity analysts are prototypical white-collar profes-
sionals who rely on large amounts of knowledge and data and
use their experience and skills to collaborate in the workplace.

Moreover, as security threats, methods, tactics, techniques, and
tools evolve, there is lifelong learning.

The challenges for Cybersecurity analysts are numerous.
There are skill requirements to be proficient in many tools
and technologies, which also change over time. There are
challenges to ongoing learning with emerging threats.

There is a need for advanced Artificial Intelligence (AI)
support for Cybersecurity analysts. We have identified the
need for Generative AI solutions specifically tailored for these
professions [3], [4].

Artificial Intelligence has a long history and can be traced
back to Alan Turing in the 1930s and his Turing Machine
[5], an abstract machine that could implement any computer
algorithm. Generative models also have a long history, with
models of generative data sequences, such as speech and time
series, available since the 1950s [6].

A recent breakthrough in the field was the introduction of
the transformer model architecture [7] in 2017. The transformer
is the architecture of many state-of-the-art models, including
GPT-3 [8]. These have generally scaled in performance with the
number of parameters. Advancements in hardware, specifically
GPUs, have enabled the training of huge models, and the cloud
has allowed these resources to be available to anyone with an
internet connection.

Large Language Models (LLMs) are Generative AI models
that implement transformer models to generate text and
other content. They can automate tasks previously done by
humans [9]. Since ChatGPT became available, many knowledge
professionals have been using these tools [10]. These evolved
into more general frameworks such as ChatDev [11] and
Autogen [12], allowing users to create multiple autonomous
agents which can run through workflows. ChatDev specializes
in software development roles, and Autogen provides for the
creation of more general roles.

92International Journal on Advances in Security, vol 18 no 1 & 2, year 2025, http://www.iariajournals.org/security/

2025, © Copyright by authors, Published under agreement with IARIA - www.iaria.org



These frameworks are evolving quickly, according to Cheng
et al. [13] all of these frameworks are headed to (a) autonomy,
where the agents independently perceive, make decisions, and
take actions; (b) perception to allow them to gather information;
(c) decision making; (d) actions that alter the state of the
environment.

Our proposed approach is described next.
1) Use the CorpIA architecture to create a Cybersecurity

Analyst AI agent and show that the agent can use declarative
and procedural knowledge and learn and apply additional
information from the chat.

2) Apply Bloom’s Taxonomy [2] to measure the AI agent’s
levels of understanding and application of that knowledge.

3) Explore using Human AI collaboration to design systems
that mentor professionals.

In continuation of our proposed approach, the following are
our contributions in this paper:
1) Introduction of the CorpIA architecture for creating AI

agents for knowledge workers. This novel architecture
simplifies the creation of a knowledge worker agent. We
demonstrate several knowledge worker agents developed in
the accompanying GitHub repository.

2) Enhancement of Human Performance. We demonstrate how
AI agents can help human professionals in complex tasks.

3) On The Job Learning of AI Agents. We show how AI agents
can learn from interactions. We show these agents can
progress through Bloom’s taxonomy in practical scenarios.

4) Introduction of the ContentCreate language allows for
programming AI agent workflows. This simple language
can be easily used by non-programmers, allowing any
knowledge worker to create complex workflows.

5) Source Code. We offer the CorpIA source code for replica-
tion, validation and further development.

Starting with the introduction in Section I, the rest of
the paper is organized in this manner. A literature review
is presented in Section II, followed by Bloom’s Taxonomy in
Section III and the CorpIA architecture in Section IV. Section
V discusses the methodology; Section VI discusses the Results.
We discuss the results in Section VII and ethical considerations
in Section VIII. The conclusion is drawn in Section IX.

II. LITERATURE REVIEW

In this section, we will review various topics discussed in
this paper.

A. Digital Labour

Digital labour represents an emergent form characterized
by value production through interaction with information
and communication technologies such as digital platforms or
artificial intelligence [14]. With the emergence of Generative
AI agents comes the possibility of augmentation agents acting
as assistants for knowledge professionals.

We can emulate the best professionals in the field. For
example, the best Cybersecurity analyst agent with the best
knowledge acts with the most successful experiences and
presents the best personality for the specific client.

Work on enhancing human intellect has also evolved.
Engelbart [15] is one of the most influential and prolific
inventors of devices we use today. He focused mainly on
physical aids to augment humans. We have now evolved to
digital aids to augment professionals. Vella and Sharieh [16]
have introduced a framework that defines knowledge workers
as a set of knowledge, experience and skills.

B. Autonomous Agent Frameworks

Building on simple graphical tools such as OpenAI’s
ChatGPT [17], autonomous agent frameworks have been built
using the underlying APIs. Autogen [12] is an example of
such a framework that allows for the definition of agents and
workflows between those AI agents.

There are many such agent frameworks and some excellent
summaries of their construction. Two good sources are Cheng
et al. [13] and Wang et al. [18]. These frameworks allow for
the definition and creation of agents to perform tasks and
interactions. They include memory, tools, and a workflow
engine.

There is a problem today with programming directly to one
of the many frameworks that are evolving. There are often
incompatibilities and deprecations of interfaces as these frame-
works evolve. That means that a Python program that works
today may not work tomorrow. This means that programming
agent programs are limited to those with strong programming
skills in these evolving frameworks.

In the computer language world, assembly language was
eventually replaced by high-level languages such as COBOL
[19] and FORTRAN [20], depending on the usage. These
significantly accelerated the use of technology and the speed
of development of applications. Applications could be more
easily developed with fewer skills, and there was a level of
abstraction such that the same program could work on multiple
hardware architectures, given the proper code compiler. It is
a testament to this approach that many applications in the
financial industry are still written in COBOL despite many
changes in computer architectures.

For AI agent programs, the same kind of evolution from
low-level programming to higher-level abstracts is needed for
the same reasons as the move from assembly language to
higher-level languages.

C. Memory and Learning

There is extensive research on memory add-ons for au-
tonomous agent systems. A good summary of the research
areas is found in [18]. Most frameworks include systems
for short—and long-term memory and various options for
moving short-term memories into long-term memory. We can
additionally learn from other work on memory.

One area of interest is episodic memory. These are more vivid
memories about what has happened and the context regarding
time, place, and associated emotions. Episodic memory can be
helpful as an experience for a knowledge professional.

The Soar and ACT-R (Adaptive Character of Thought -
Rational) models discussed by Nuxoll et al. [21] and Anderson
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[22] are also relevant as additional memory models to emulate.
Memory is crucial for augmentation agents, as on-the-job
learning is critical to learning institutional knowledge and
continuing learning in the specific role.

ACT-R introduces the concepts of the following:
• Declarative memory consists of facts such as Canada is a

country in North America.
• Procedural memory is made of productions. Productions

represent knowledge about how we do things, such as how
to get information from the Internet.
Both are important to any knowledge worker augmentation

agent, especially to this work, which focuses on gaining job
experience while on the job.

Moreover, the learning system must be dynamic in that
experiences happen daily and augment and shape human
performance at work. This paper will focus on short—and
long-term memory and include episodic memory.

We need to create a model for knowledge workers. Vella
and Sharieh [16] [23] have discussed an initial framework for
Digital Labour, including knowledge, experience and tools. The
work shows that AI agents can learn through experience, like
on-the-job experience for knowledge professionals.

Bloom’s Taxonomy [2], [24] is a valuable framework for
categorizing educational goals. This taxonomy represents a
progression from basic information remembering through a
series of steps to the ability to create new, original work.

Figure 1. Bloom’s Taxonomy.

Bloom’s Taxonomy has six cognitive skill levels, from low-
level skills requiring less cognitive processing to high-level
skills requiring more cognitive processing. Figure 1 shows the
hierarchy of cognitive skills.
• Remember refers to the ability to retain discrete pieces of

information.
• Understand refers to the ability to classify, describe, and

explain ideas or concepts.
• Apply refers to using information in a new situation.
• Analyze refers to the ability to compare, contrast, and draw

connections between ideas.
• Evaluate refers to the ability to be able to appraise, judge

or critique a decision
• Create refers to the ability to produce new or original work.

This way, we measure the on-the-job learning that a
knowledge professional experiences. They learn new facts,
apply them to the workplace, and eventually create original
work based on their learning.

We use Bloom’s Taxonomy to devise questions and exercises
to test an agent’s learning and cognitive abilities.

D. Use Cases

Cybersecurity is an area where Generative AI impacts both
from an attack and a defence perspective [25]. With its ability
to analyze large amounts of data, Gernative AI can help with
threat detection, incident response and cyber security reporting.
These are all tasks that Cybersecurity analysts perform today
in an environment with massive data growth [26]–[28].

Generative AI is used in commercial products such as
Github’s Co-pilot [29] [30] to convert English into program-
ming languages. Generative AI has also been used to create
policies for robotics from natural language [31]. A good survey
of techniques for the conversion of natural language into code
can be found in [32].

Miller [33] and Davenport [34] discuss the concept of
Augmentation versus Automation, where humans prefer aug-
mentation (helping the human) versus automation (replacing
the human). Miller provides good guidelines for companies
implementing AI to ensure they keep humans in the loop.

Davenport [34] describes a Five Ways of Stepping Frame-
work when dealing with AI. These are outlined below, and
he shows the possible reactions of Financial Advisors to the
introduction of AI. These options are essential to consider as
AI technologies are introduced into companies. They range
in responses from Stepping In to becoming experts in online
advice and helping clients benefit from the technology, to
Stepping Aside and avoiding using it to provide guidance.

III. BLOOM’S TAXONOMY

Bloom’s Taxonomy [2] is a valuable tool for designing
learning objectives and creating assessment strategies.

Bloom’s Taxonomy was originally developed by Benjamin
Bloom and associates [35]. It was meant to provide a clas-
sification of goals for an education system. The framework
helps educators and administrators able to discuss these with
more precision. This original taxonomy had six levels in
hierarchical order: Knowledge, Comprehension, Application,
Analysis, Synthesis and Evaluation.

In 2001, Anderson and Krathwohl [36] created a revision
to the original taxonomy. In this revision, Anderson and
Krathwohl focused on how the taxonomy acts upon different
levels and types of knowledge - factual, conceptual, procedural
and metacognitive. The revised taxonomy still has six levels in
hierarchical order, and these are: Remembering, Understanding,
Applying, Analyzing, Evaluating and Creating.

The knowledge component is important to developing a
cognitive architecture, and we will describe it in sequence
here:
1) Factual Knowledge. These are the basic facts of a specific

discipline.
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2) Conceptual Knowledge. These are the classifications, prin-
ciples and generalizations associated with a discipline.

3) Procedural Knowledge. These are the procedures or algo-
rithms to do something in a discipline.

4) Metacognitive Knowledge. This is the awareness of one’s
cognition and ability to evaluate work in the discipline.

For any knowledge worker, such as a Cybersecurity Analyst,
all of these kinds of knowledge are important to the role.
A knowledge worker initially gains factual and conceptual
knowledge from formal courses. This could be a degree
program, other courses, or books. As they work, they gain
additional domain and company-specific knowledge. Procedural
knowledge can be very domain and company-specific, with
specific policies and procedures for a company. Finally, the
knowledge worker needs to be aware of whether they are doing
a good job and be given feedback and mentoring advice.

IV. THE CORPIA COGNITIVE ARCHITECTURE

This section introduces and describes the cognitive ar-
chitecture of CorpIA (Corporate Intelligence Augmentation),
using a Cybersecurity analyst as an example. We define
an augmentation agent as an AI that helps a knowledge
professional. It can provide answers, learn on the job, and
provide ongoing mentoring advice.

A. Introduction to the CorpIA Cognitive Architecture

The CorpIA Cognitive Architecture is an architecture and
implementation for defining AI agents, an implementation
to take the AI agents through a series of work where they
learn over time and a programming language to program the
interactions between AI agents.

The CorpIA architecture has three components. It has a
component that allows one to define AI agents in a simple
JSON format. It has a runtime component to be able to run
the AI agents and execute tasks through a 4-step Perceive -
Reason - Act - Learn loop. Finally, it has a scripting language,
ContentCreate, to program the interactions between AI agents
and their workflows to execute complex processes.

Each of these is described in turn.
1) CorpIA Agent Definition

CorpIA provides the ability to define AI agents in detail. The
framework provides the ability to define the characteristics
of the agent itself (definition, personality), the declarative
or factual knowledge of the role, the procedural knowledge
of the role and a set of learning cues that enable the agent
to grow its expertise over time.
The framework also allows for the definition of teammates,
AI agents who can be called upon to help answer an inquiry.
Moreover, the framework allows for the provision of
mentoring assistance to the knowledge worker.

2) CorpIA Agent Operation
For every request, the agent goes through a 4-step process.
The process steps are Perceive - Reason - Act - Learn.
In the Perceive step, the agent gathers all the information
it has access to about the inquiry. The Reason step is to
plan how the inquiry will be answered. The Act step is the

execution of the inquiry by the agent, and the Learn step
is the retrospection to provide the knowledge worker with
optional mentoring help and add any new learnings into
the agent’s memory for later use.

3) ContentCreate Agent Programming Language
CorpIA provides a programming language for the creation
of programs that orchestrate the actions of CorpIA agents.
The language is called ContentCreation, CC for short. In
a content creation workflow with knowledge workers, the
document will be from the subject matter expert who creates
the original content to a set of reviewers who may augment
the content, to an editor for more generic reviews, to legal
reviews and final approvals and distribution.
Today, without a programming language, such flows require
extensive programming in Python or other languages using
existing APIs and frameworks. The CC language enables
non-programmers to create AI agent workflows.

B. CorpIA Agent Definition

CorpIA allows the definition of knowledge workers through
a set of parameters. This allows for the reuse of definitions
and makes it easy to define new roles.

Figure 2. Basic elements of an Augmentation Agent.

Figure 2 shows the basic elements of a knowledge worker
agent. Firstly, a set of knowledge is provided to the agent. This
is both declarative (or base) knowledge and procedural (or
functional) knowledge. There is also experience that is built
up to supplement the original knowledge that was provided.
Here, episodic memory (of events in the past), reflection and
integration of explicit feedback and role-specific learning are all
elements. Also, there is mentoring that the system can provide
to the knowledge worker. There are tools that the agent can
use, and finally, the agent has a personality that can be defined.

Parameter inputs are provided to define a new role. Figure
3 provides a detailed role description of the Cybersecurity
Analyst agent. Note that it defines the role description, the
kinds of knowledge the role will have, the kinds of experience
needed, the skills and tools needed and the personality for the
role.

Figure 4 is a part of the JSON description of the Cyber-
security Analyst agent. These are the key parameters in the
definition of the agent.
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Figure 3. Definition of a Cybersecurity Analyst Agent.

Figure 4. Parameters for the Cybersecurity Analyst Agent.

These parameters that define the AI agents are specified in
easy-to-use JSON format so that agents can be created and
reused across multiple workflows. Each AI agent definition is
part of a library of agent definitions that can be reused. The
key fields will be described below.
• Role Definition. This is a description of the role, the general

knowledge the role has, the experience the role has gained,
the skills required for the role, the tools to be used and the
ideal personality for the role. The role is described in natural
language. This definition can be detailed, as the example
here shows, or it can be short.

• Declarative Memory File. This is the path to the file which
contains the declarative memory. This can be a book or other
file of knowledge for the role. If no Declarative Memory files
are specified, then the agent will use the knowledge within the

model. While useful for prototyping, real implementations
require grounded knowledge, so Declarative Memory files are
expected for any production implementation. In the example
of the Cybersecurity Analyst, the declarative knowledge
is of the Cyber Safety Review Board report on the log4j
vulnerability. [37]

• Procedural Memory File. This is the path to the file that
contains procedural memory. This is a book of procedures
on how to perform tasks. If no Procedural Memory files
are specified, then the agent will rely on knowledge within
the model. Like Declarative Memory files, omitting this
knowledge may be useful for prototyping. For production
implementations, the knowledge of job-specific processes
and procedures will be required, and thus, the Procedural
Memory files specified. In the example of the Cybersecurity
analyst, the Procedural memory is the National Institute
of Standards and Technology (NIST) Computer Security
Incident Handling Guide. [38]

• Has Declarative Memostore. This is a toggle to turn on
episodic memory. This parameter works with the listening
cues parameter to listen and store information relevant to the
role. This is a way for the agent to build its own on-the-job
learning, which is critical for any knowledge worker.

• Listening Cues. These are the cues to remember facts about.
In the case of a Cybersecurity Analyst, information about the
client and about vulnerabilities is key to remember for follow-
up conversations. These are topics relevant to the specific
agent role. The agent will introspect to see if anything in
the conversation matches the learning cues, and if it does,
the information will be stored for further conversations. In
this case, there are two listening cues that the agent will
listen for and learn from. One is security threats, and it will
save information about these for later use. The other is ABC
Bank, the bank for which the fictional Cybersecurity analyst
works. Additional details about the bank and its environment
are stored for later use.

• Helpful Agents. These are teammates that can be created
based on the situation. A lawyer or an IT analyst may
be useful to help with some parts of the inquiry for the
Cybersecurity Analyst. These may be predefined CorpIA
agents, each with Declarative and Procedural knowledge. If
an agent has not been predefined, then the CorpIA system
will create one dynamically, and by default, it will use the
language model’s memory and knowledge. In this case, there
are two teammates defined. One is an IT Specialist to help
answer any IT questions that may arise, and the other is a
Lawyer who can help provide legal advice on any questions.

C. CorpIA Agent Operation

Once the agent has been defined, the system is ready to
progress in answering questions from the user. An interactive
interface and a batch interface are provided for convenience
depending on usecase. The interactive interface allows for one
query at a time to be made to the agent. The batch interface
sends a set of requests to the agent. Logging of all of the
responses is provided.
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The Agent’s Operation goes through a four-step process for
every request. The steps are Perceive - Reason - Act - Learn.
These are steps to allow the agent to collect all information
relevant to the inquiry and to be able to reason and come up
with a plan to answer the inquiry. Once there is a plan, the
inquiry is answered and information is returned to the user. The
agent then goes through a learning step to provide mentoring
information back to the user and then inspects the information
provided to see if any of the information should be stored for
later use. This includes both a log of the user queries and the
ability to listen for cues specific to the role.

The operation of the agent is further described in the
following section.

1) Perceive

Figure 5. CorpIA - Perceive Step

This is the collection of information needed to perform the
tasks. The following data sources are used:
a) Role Definition. This is provided as part of the prompt

for all requests.
b) Declarative Knowledge. The declarative knowledge is

queried for information relevant to the question.
c) Procedural Knowledge. The procedural knowledge is

queried for information relevant to the question.
d) Learned Knowledge (Episodic and Role specific). This

set of acquired knowledge is queried for information
relevant to the question. Note that this knowledge base
starts as empty and is added to as conversations occur.
It can also be pre-initialized with a set of institutional
knowledge. Specific listening cues can be specified to
isolate particular types of information that are relevant.

2) Reason

Figure 6. CorpIA - Reason Step

This is the formation of the execution plan based on
the information collected. In this step, a Critic agent is

used to double-check the step-by-step plan created by the
augmentation agent. For this, we use two agents:
a) A Project Manager agent who is an expert in breaking

down a problem into steps.
b) A Critic agent that is an expert in double-checking an

answer. In this case, the Critic will double-check and
improve the output from the Project Manager agent.

3) Act

Figure 7. CorpIA - Act Step

This is the actual execution of the plan created in the
Reasoning step.
The Act step uses helpful agents. The possible teammates
are listed in the definition of the agent.
For example, if "Lawyer" is specified as one of the possible
helpful agents to be used and the execution plan calls for
a legal review in one of its steps, then the Lawyer helpful
agent will be called, and if the agent has not been defined,
the agent is dynamically created and answers that part of
the execution plan.
As a final step, all of the information from the Perceive
step, all of the answers from the applicable helpful agents
(if any), and the execution plan are given to the agent, in
this case, the Cybersecurity Analyst entity, to answer the
question and provide an output.

4) Learn Once the answer is provided, learning can occur

Figure 8. CorpIA - Lstep Step

during further conversations. These are:
a) Mentor feedback for the human. This is advice from

an expert agent on what was learned from this question
and what could be applied to future situations.

b) Specific learning for the future
i) Cues based on the definition of the augmentation

agent. In the case of a Wealth Advisor, the cues
to listen for are the specific client name as well as
client and customer information in general.
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ii) Episodic memory is the conversation’s history,
which is saved for future reference if the same
or similar question is asked.

A summary of the process is described below:
• We define a Cybersecurity Analyst and provide it with a set

of base knowledge (declarative and procedural memory) and
learning tools to learn over time.

• We proceed through Perceive - Reason - Act - Learn cycles,
and over time, the augmentation agent learns more knowledge
and can provide better answers.

• We use Bloom’s Taxonomy to evaluate the learning of the
augmentation agent over time.

D. ContentCreate - A Programming Language for AI Agent
Workflows

The third component of CorpIA is a programming language
to orchestrate AI agents for content creation work. The agent
definition through XML allows for the easy creation of domain-
specific agents with specific knowledge and the ability to learn.
The agent operations module allows for each agent to go
through a Perceive - Reason - Act - Learn loop to answer
specific inquiries. The final component is a language to be able
to take these agents through a workflow where content may
be created by one agent and then consumed by another.

We have created ContentCreator, a domain-specific language
for executing knowledge worker procedures. This is intended
as a language that non-programmers can easily use to be able
to create workflows that involve several agents, each with their
own specialized knowledge and experience.

We have defined the language’s Backus-Naur form (BNF)
and a portion is provided in Figure 9. The BNF contains a
number of statements relevant to knowledge worker environ-
ments.
1) Define an Agent. It can be any role. Agents can be

predefined with domain-specific knowledge, and they can
learn. If not predefined, then the system will dynamically
create an agent.

2) Create content as a specific role.
3) Review and update content as a specific role
4) Print the final output

The language also includes the ability to ask questions of
documents and has some control statements - IF and WHILE.

We will illustrate the language with a simple and fun Hello
World! example. Suppose we have the description of robotic
safety standards, and we have the description of a robot. Now,
in the person of Stephen King, we can brainstorm a number of
fictional horror stories. This simple program combines multiple
pieces of information in a simple workflow and uses a persona,
Stephen King, to create some story ideas. The program is
shown in Figure 10.
1) The ASK DOC command gets information from an Inter-

national Organization for Standardization (ISO) document
that specifies safety questions about robots.

2) The variable, $RobotDescription, is provided to the system
and defines the robot.

Figure 9. Backus-Naur Form of the ContentCreate Language

Figure 10. Hello World! for the ContentCreate Language

3) The CREATE AS $StephenKing command tells the system
to, acting as Stephen King, the horror and science fiction
author, use the safety questions asked previously and the
definition of the robot to create 10 new science fiction story
ideas.

The CC language makes it easy to create content with AI
agents and allows workflows to be created where the output
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of one step is used in follow-on steps.
Figure 11 shows the output from the simple program. We

note that the stories’ ideas relate to the safety standards and
the specific robot defined in the program. Only a part of the
output is included here. Note that the answers combine the
information from the ISO robotics safety standard with the
actual robot provided, and, acting as Stephen King, the author,
creates realistic story suggestions. This simple yet powerful
example shows how information from multiple sources can
be combined, and then an agent acting as a person creates
content. This has been done in 3 lines of code plus 2 PRINT
statements.

Figure 11. Hello World! Output

AI Agents can easily be created from default definitions or
pre-set configurations that specify the knowledge, tools and
experience.

Documents are able to be created, reviewed, updated and
then released in a workflow, each by a different agent, as would
happen in a knowledge worker workflow with a number of
subject matter experts participating the creating and review of
documents.

We have created an interpreter for the language, which
allows us to convert existing natural-language procedures into
the language and execute the procedure. Further study will be
required on more complex procedures and what features will
be needed to support these.

V. METHODOLOGY

We will use the role of a Cybersecurity analyst to demon-
strate the operation of the augmentation agent as an aid for

the knowledge professional. A Cybersecurity analyst has both
declarative and procedural knowledge and, over time, gains
a set of episodic memories. This role has the challenges of
a knowledge professional role where learning on the job is
essential, and we can show the augmentation agent improving
over time. Moreover, the augmentation agent provides an
ongoing mentoring dialogue with the Cybersecurity analyst.
CorpIA is used to create the agent with its declarative and
procedural knowledge, and we give it the ability to learn
through conversations.

A. Exercising the Cybersecurity Analyst Augmentation Agent

We synthesize a set of conversations between the Cyber-
security analyst and the agent to show the agent’s ability
to go through the Perceive-Reason-Act-Learn cycle for each
interaction. Over a set of interactions, the agent becomes more
proficient and learns based on the listening cues for the role.
We use CorpIA for this step to ask questions and get responses.

B. Evaluating the Cyber Security Analyst Augmentation Agent

We will measure the performance of the augmentation agent
using Bloom’s Taxonomy, a method for classifying learning
objectives. Bloom’s Taxonomy provides a way to measure
learning, ranging from remembering facts to organizing facts,
and to use these facts to create novel content.

C. AI Agent Program using the Cyber Security Analyst Aug-
mentation Agent

We will demonstrate the usage of the augmentation agent
that has been created in other content creation scenarios.
Specifically, we will define a scenario where a cybersecurity
strategy will be created and there are a number of roles -
CIO, CISO, Gartner consultant, McKinsey consultant, lawyer,
communications specialist in addition to the cybersecurity
analyst working on the task. ContentCreate will be used as the
programming language, and the predefined agent will be used
in the program.

VI. RESULTS

A Cybersecurity analyst is an expert in computer security,
vulnerabilities, and remediation of those vulnerabilities. They
possess a deep knowledge of computer security issues and can
translate them into their working environment. As the computer
security landscape changes often, they are lifelong learners.

A. Defining the Cyber Security Analyst Augmentation Agent

We start with the role definition of the Cybersecurity analyst,
which includes a description of the role, the knowledge -
declarative and procedural, the skills of the role, the tools
used, and the personality of the role.

We have given an in-depth report on the Log4j vulnerability
[39] as its declarative knowledge and a NIST manual on
responding to computer security incidents [40] as its procedural
knowledge. We have the agent listening for computer threats
and ABC Bank to build its episodic memory, and we have a
lawyer and an IT specialist as possible helper agents.
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B. Exercising the Cyber Security Advisor Augmentation Agent

Bloom’s Taxonomy [24] is used to create student learning
outcomes. We will use the framework to measure the learning
ability of the Cybersecurity augmentation agent. We will look
at the outcomes of a conversation with the augmentation agent
to determine if the agent has demonstrated that level of Bloom’s
Taxonomy.

The cybersecurity agent will go through a series of steps
while storing additional information in a persistent store to
serve the customer later. Using a simulated client conversation
with the Cybersecurity analyst, we demonstrate the agent’s
ability to learn and retain relevant information. Cybersecurity
analysts have a set of knowledge, are given a set of skills, and
develop their experience through a set of cognitive skills.

In the first request (Figure 12), we add information about the
client. Having specified "ABC Bank" as one of the listening
cues, CorpIA extracts information about the client and stores
this for later use.

Prompt:
ABC Bank information:
- large multinational bank
- 10 data centres across four countries
- cloud and on-premise data centres
- 20,000 servers
- 3,000 applications
- 10 million customers
How do I know if Log4j affects our organization?

Figure 12. Augmentation Agent Prompt.

C. Evaluating the Cybersecurity Analyst Augmentation Agent

After the augmentation agent has been exercised with several
queries, we ask it a set of questions to see how well it has
learned the materials using Bloom’s taxonomy.

After joining a firm, this on-the-job learning is familiar to all
human Cybersecurity analysts. Starting with basic knowledge,
they learn about the company and its specific configurations
and processes as they do their job.

Figure 13 shows an example of the output created. Only
a portion of the output is shown here. Still, one can see that
information learned about the client, including the bank’s IT
landscape information, is incorporated into the answer.

To determine if Log4j affects ABC Bank, a systematic and thorough
approach should be taken, particularly given the scale of your
organization, which includes 10 data centers across four countries,
20,000 servers, and 3,000 applications. Here’s how you can assess
the situation effectively:
Steps to Assess the Impact of Log4j (CVE-2021-44228) on ABC
Bank:
Step 1: Formulate a Cross-Functional Team
- Action: Assemble a team comprising members from IT, Cybersecurity,
application development, compliance, and operations departments.
- Purpose: A diverse team ensures a comprehensive evaluation of the
bank’s operations and assessment capabilities.
...

Figure 13. Augmentation Agent Output.

Figure 14 exemplifies the mentoring feedback provided. This
would be helpful advice for the white-collar professional to
review and use in future interactions.

As a mentor guiding you in your role as a Cybersecurity Analyst, I
want to emphasize the importance of structured processes like the
one you’ve outlined for assessing the impact of Log4j at ABC Bank.
Here are some tailored pieces of advice to enhance your effectiveness
in this role:
1. Emphasize Collaboration in Your Cross-Functional Team
While you mentioned forming a cross-functional team, actively foster
collaboration among team members. Encourage open communication
and regular meetings to discuss progress, hurdles, and insights. This
will create a sense of ownership and encourage knowledge sharing,
which is invaluable in a complex environment such as yours.
...

Figure 14. Augmentation Agent Mentoring.

We show that information is assimilated over time. We
demonstrate that the agent can understand what information is
essential to store for later use, additional information about the
client, its performance, and information about how the client
wishes to be served, and does that in long-term memory across
chat sessions.

We use Bloom’s Taxonomy to test the augmentation agent
as a final exam. These are questions to validate the learning.
We provide a qualitative evaluation here, and the full transcript
is available at [41].

TABLE I. BLOOM’S TAXONOMY EVALUATION.

Bloom’s
Taxonomy
Step

Question / Exercise Evaluation

Remembering What is the IT profile
for ABC Bank

The agent is able to
recall the IT profile the
user provided.

Understanding Describe the aspects of
ABC Bank that are
vulnerable to Log4j

The agent can use the
information in the
profile to provide an
answer.

Analyzing Creating a strategy for
ABC Bank to deal with
the Log4j vulnerability

The agent can create a
strategy integrating the
profile and its
understanding of the
bank’s vulnerability.

Applying What are the potential
impacts for ABC Bank
of Log4j, including
legal impacts

The agent provides a
comprehensive answer.

Understanding What should ABC
Bank have done in
preparation for the
Log4j vulnerability?
Talk about the people,
process and tools.

The agent provides a
complete retrospective.

Creating What is the long-term
strategy for ABC Bank
to ensure similar
vulnerabilities are
promptly identified and
addressed in the
future?

The agent provides a
structured and
comprehensive set of
recommendations.

We have shown that we can use the CorpIA framework to
create an autonomous agent that enhances the Cybersecurity
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analyst’s performance. We have used Bloom’s Taxonomy to
test the agent’s learning.

D. Agent Workflows

We can use the definition of a cybersecurity analyst in a
complex workflow that includes many different roles. The
scenario chosen is the creation of a cybersecurity strategy. The
task in NLP form is shown in Figure 15. In this figure, one can
see the NLP of the task to be solved. It is part of a prompt to
an LLM where we also provide the BNF of the ContentCreate
language and ask the LLM to create the CC language program.
The OpenAI o1 model [42] was used to generate the code.

In this case, it’s the creation of a cybersecurity strategy. This
is shown in Figure 15. There are inputs required from the
Chief Information Officer (CIO) and the Chief Information
Security Officer (CISO), followed by a series of reviews from
a number of subject matter experts, before the document is
updated and sent for final reviews and communication. This
is a typical workflow in knowledge work, with a number of
workers working on a set of content.

Figure 15. Prompt to create the ContentCreate Program

Figure 16 provides the code that was generated by the
LLM and can be run by the CC interpreter. Note that the
Cybersecurity Analyst was already defined with its specific
declarative and procedural knowledge. CorpIA will use this
predefined agent as it already exists.

The above shows a complex content creation and review
scenario working across many roles, some of which are created
as rich CompIA clients, such as the Cybersecurity Analyst.

Moreover, the CC code has been generated using OpenAI’s
o1 model [42] using a prompt which includes the BNF
specification for the language and the description of the task
in natural language.

The simplicity of the language and the ability to generate
most, if not all, of the code via an LLM translation makes
this language accessible to any knowledge worker without the
need for programming skills.

Figure 16. ContentCreate Program of the Procedure

VII. DISCUSSION

We will start by recapping the research’s aims, which are
outlined below.

• Introduction of the CorpIA architecture for creating AI
agents for knowledge workers. This novel architecture
simplifies the creation of a knowledge worker agent. We
demonstrate several knowledge worker agents developed in
the accompanying GitHub repository.
We have introduced CorpIA, a cognitive architecture for
knowledge work. We have introduced the three components
of CorpIA:
– The CorpIA Agent definition allows for the definition of

AI agents with the knowledge and the ability to learn.
– The CorpIA Agent runtime that can run through a 4-

step process, Perceive-Reason-Run-Learn loop. This loop
allows the agents to gain new information over time, much
like on-the-job learning.

– The ContentCreate language to create workflows and
programs using CorpIA agents.

• Enhancement of Human Performance. We demonstrate how
AI agents can help human professionals in complex tasks.
We have shown how the CorpIA agents and the Con-
tentCreate language can create complex workflows that non-
programmers can create.

• On The Job Learning of AI Agents. We show how AI
agents can learn from interactions. We show these agents can
progress through Bloom’s taxonomy in practical scenarios.
We have shown that the CorpIA agents can learn and meet
learning objectives as measured by Bloom’s Taxonomy. The
agents can remember facts, categorize facts, analyze them,
and even create new content.
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• The ContentCreate language, which allows for the program-
ming of AI agent workflows. This is a simple language that
can be easily used by non-programmers.
We have demonstrated several ContentCreate programs that
demonstrate the ease of creating programs from a simple
Hello World! program to more complex scenarios involving
many roles.

• Source Code. We offer the CorpIA source code for replica-
tion, validation and further development.
We make it available in the public GitHub repository.
CorpIA is a novel cognitive architecture for AI agents in

knowledge work. The implementation allows for the simple
creation of AI agents, has mechanisms for learning on the
job and has a programming language that allows for the
orchestration of a number of AI agents.

Just as computer programming evolved from assembly
language to high-level languages for speed, efficiency and
portability, the same will happen with large language models.
CorpIA is such a high-level architecture for the creation of
agents and the running of AI agent programs.

VIII. ETHICAL CONSIDERATIONS

Using frameworks such as CorpIA to augment knowledge
workers requires an examination of ethical implications. Re-
sponsible AI usage requires examination and understanding of
these possible ethical implications.
1) Bias and Fairness

AI systems will reflect the biases of the data on which
they are trained. These biases could perpetuate inequities.
To mitigate these risks, domain-specific models trained on
known bias-free data may be better choices for language
models.

2) Privacy and Data Protection
Much like existing knowledge workers, AI agents will
handle sensitive and proprietary data. These raise issues
of privacy and security of that data. Personal Identifable
Information (PII) must be anonymized if sent to large
language models on the cloud. In regulated environments
such as banking, language models that run on-premise as
opposed to the cloud may be better choices.

3) Human Autonomy and Oversight
One important part of ethical AI deployment is the preser-
vation of human autonomy. AI systems such as CorpIA
should serve as tools to augment human expertise, with the
final decision-making authority retained by human users.
One area that will need further study is the over-reliance
on AI systems and the loss of critical thinking, especially
as AI systems have higher success rates.

4) Impact on Employment and Skills Development
The automation of certain tasks traditionally performed by
human workers may lead to job displacement and skill
erosion. This is an open problem, as frameworks such as
CorpIA can automate human processes. There are new job
possibilities to be able to automate these tasks, audit these
processes and continue to provide critical review of the AI.

5) Accountability and Liability

Determining accountability in cases of erroneous or harmful
AI outputs is a complex challenge. Clearly defined protocols
must delineate the responsibilities of developers, operators,
and organizations.

6) Regulatory and Legal Compliance
Compliance with existing legal frameworks, such as the
General Data Protection Regulation (GDPR) and emerging
AI-specific regulations.

These are all important ethical considerations and challenges
as systems such as CorpIA are implemented in workplaces.

IX. CONCLUSION

We have shown that CorpIA can create AI agents that
augment knowledge workers through a simple set of parameters.
These include declarative knowledge, procedural knowledge,
tools and a set of listening cues to add additional information
as conversations occur.

We have shown the ability of these CorpIA agents to learn
over time. By defining the listening cues, the AI agent is able to
add new knowledge to its knowledge base. This is akin to On-
The-Job learning that every knowledge worker goes through,
learning domain-specific, company-specific, and client-specific
details. We have used Bloom’s Taxonomy to show that the AI
agents can meet higher-level goals, such as creating new novel
content in addition to being able to remember and classify
facts it has been given in conversations.

Finally, we have shown how a programming language,
ContentCreate, can orchestrate workflows amongst a number
of AI agents and is simple enough to be able to be done by
a non-programmer. The LLM can itself convert the natural
language version of the process into code that can be executed
by Content Create.

We need to recognize that, though there is progress on AI
agent technology with CorpIA, we need to consider the ethical
implications of this work. People, Processes and Tools are
three elements of any successful implementation. This paper
focused on the Tools aspect. There are a number of issues that
will have to be resolved for real-world implementation. The
people aspects, including training, integration of AI agents into
the workflow, allowing human workers agency, and issues of
psychological impact, are all aspects that need to be considered.
Similarly, there is work to be done on the process side,
including accountability and regulatory insight, where AI makes
some recommendations.

Though we have shown the potential in the technology in
this paper, there is much work to be done before these systems
can be productively used at scale in industry, and especially
so for regulated industries such as finance.
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Abstract—Device onboarding is the process of bootstrapping 

new devices into target systems or target domains, and further 

on to bring them into an operational state. Secure Device 

Onboarding has a direct relation to cybersecurity of the 

operation of the device in a system later on, as it establishes trust 

between the device and the domain based on device identities 

and associated cryptographic parameters. Moreover, new 

devices are provisioned with domain-specific security 

parameters. Different technologies for automated device 

onboarding have been specified. Having a reliable information 

on performed onboarding operations is important during 

operation, in which the identities and cryptographic parameters 

are maintained as part of device management. Currently 

available onboarding technologies do not explicitly consider a 

binding of this information to the device management during 

operation. The onboarding information may be specifically 

important to address upcoming vulnerabilities and threats. 

Specifically in cases of attacks, it can support the root cause 

analysis to derive immediate measures to further maintain the 

attacked service. This supports addressing requirements from 

existing and currently developed regulations and standards. 

This paper proposes enhancements to current onboarding 

approaches that provide this transparency of the onboarding 

process.    

Keywords–communication security; onboarding; trust 

establishment; industrial automation and control system; 

cybersecurity; system security management; Internet of Things. 

 

I. INTRODUCTION 

Security management comprises the setup and 
maintenance of security measures to protect the secure 
operation and service provisioning of a system, e.g., a cyber-
physical system or an Internet of Things (IoT) system. 
Security measures may protect in particular single devices or 
the interaction of these devices via communication networks, 
e.g., to protect data exchange. It also considers operational 
network internal interfaces between components but also 
external interfaces to offer a service or to connect to further 
information resources.  Security management therefore 
supports a reliable and trustworthy operation of systems. 
Security management depends on various information. One of 
the most important is the oversight of components and 
networks that form the managed system to enable a system 

view (inventory). This system view is the base to monitor the 
security state of the system and its components (devices). This 
may include information about the operating system, the patch 
level, potential known vulnerabilities and also the operational 
security parameters. Device introduction into a system is 
therefore the first step for a device-specific security state 
monitoring, contributing to the overall system security 
management. 

Device onboarding as described in [1] is the introduction 
of a new device into an operational environment. This 
introduction typically comprises different exchanges of 
information related to the identity of the onboarding device 
and its capabilities. Moreover, it contains the provisioning of 
the device with operational parameters of the deployment 
environment to serve the intended purpose. This typically also 
relates to domain specific security parameters, like a locally 
assigned device identity and associated credentials in the first 
place to ensure the new device can be identified as part of the 
operational environment. In a later stage, further operational 
security parameter are typically provisioned like cipher suites 
and session parameter for utilized security protocols. 

New devices in a system, specifically if they interact with 
others, likely have an influence on the security status of the 
overall system. Therefore, the introduction of new devices 
needs to be performed in a trusted and auditable way, which 
supports also root cause analysis in case of failures in or 
attacks to the system. 

Several technical solutions have been specified for secure 
onboarding of devices in new operational deployment 
environments. While they differ in their detailed functionality, 
they can be used to ensure that only known and intended 
devices are put into operation. Solutions range from so called 
“Trust-On-First-Use” (TOFU), which implicitly assumes a 
device trustworthy based on the initial use of this device in its 
new operational environment, up to automated, mutually 
trusted introduction of devices into the system to ensure that 
not only the system trusts the new device, but also to ensure 
the device trusts the operational environments likewise.   

As the onboarding of new devices directly relates to the 
security of the overall operational system, onboarding security 
is in the interest of the operator of the system to safeguard the 
continuous and reliable service provisioning during operation. 
Besides the business continuity requirements of an operator 
(e.g., an automation service provider), there are also more and 
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more regulative requirements defined that require the operator 
of specifically critical systems to operate the system in a 
resilient and secure way. This obviously affects the processes 
of the operator to maintain the system and components used 
in his operational environment. As a precondition, it already 
requires product manufacturers to support security in a holistic 
way to provide a secure product. This ranges from the 
development of the product starting with the idea up to the 
final product, covering the design and manufacturing 
processes and the technical features of the product. 
Meanwhile there exist regulative requirements for both, 
system operators and product manufacturers, to consider 
security as integral part of operation and manufacturing. As 
stated further, onboarding concerns the introduction of 
devices into an operational domain, it supports asset 
management and thus also supports keeping track of the 
security state of devices as part of continuous system security 
management.  

This paper is structured in the following way. Section II 
provides an overview about related work. It concentrates on 
regulative boundary conditions to outline the importance of 
device security starting with its system introduction and 
standardized system security requirements supporting the 
definition of various technical solutions and also their 
conformance evaluation. Section III gives an overview about 
device onboarding in general, the relation to product lifecycle 
and the supply chain interaction. Moreover, it provides 
examples of existing technologies and standards developed to 
perform onboarding. Section IV outlines potential onboarding 
enhancements that provide improvements specifically to 
support the auditing of trust establishment and maintenance 
started with the introduction of new devices into an 
operational environment. This in turn contributes to a 
consistent security view of an operational environment. 
Section V provides an evaluation of the proposed onboarding 
transparency and derives necessary functionalities in the 
devices and the operational environment. Section VI 
concludes the paper and provides an outlook to potential 
future work. 

II. RELATED WORK 

As stated in the introduction, several regulative 
requirements have been defined that have to be fulfilled by 
operators of critical infrastructures, by integrators, or by 
product manufacturers. They relate to the security of the 
products and systems and also their interaction and operation. 
They have a clear relation to monitoring of the security state 
of components, as well as of their operational security 
parameters. The introduction of devices into operational 
environments is considered as onboarding and thus constitutes 
an important point in the ability to monitor system security. 

A. Regulative Boundary Conditions  

An example of a regulation applicable in Europe is the 
NIS2 directive [2]. It describes minimum cybersecurity means 
to be realized by entities operating critical infrastructures in 
18 different sectors (application domains). Beyond others, this 
also relates to the system security management including 

keeping track of device security states to address disclosed 
vulnerabilities in time.  

The Radio Equipment Directive (RED) Delegated Act [3] 
is a further example, which is in force since May 2024 and 
targets product manufacturers. It requires that “radio 
equipment does not harm the network or its functioning nor 
misuse network resources, thereby causing an unacceptable 
degradation of service”. To address this requirement, 
oversight of the system security and specifically security 
handling of the utilized devices may be necessary.  

A further European regulation example targeting product 
manufacturers is the EU Cyber Resilience Act [4], which is in 
force since December 2024 with a 3-year transition period. It 
poses specific cybersecurity requirements on the products and 
the related product development process but doesn’t stop 
there. It additionally defines reporting obligations for 
manufacturers regarding potential vulnerabilities in their 
products and utilized components as well as the provisioning 
of security patches to address known vulnerabilities.  

An example from US is provided by the executive order 
EO 14028 [5], requiring operators beyond others to maintain 
a dedicated security level, obligate incident reporting, and 
specifically address the security within the supply chain.  

Figure 1 shows further examples of security regulations 
also from selected countries, to underline that there is a higher 
demand in cybersecurity also on country specific level.  

 

Figure 1. Examples for Security Regulation from different Countries. 

B. Requirements Engineering Standards 

Various requirement standards for procedural and 
technical security requirements have been specified. Here, 
two holistic frameworks are referenced as examples to show 
how they address device security, as well as credential and 
trust management throughout the lifecycle of devices. Both 
frameworks are broadly applied in industry. Moreover, they 
are consistently further developed to keep pace with the 
development of advances in security. 
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Figure 2. Onboarding Overview: From Imprinting Devices with Initial Security Credentials during Manufacturing to  
Operation with Domain specific Security Parameters. 

 
A holistic cybersecurity framework defining specific 

requirements for automation system operators, integrators, 
and manufacturers is provided by IEC 62443 [6].  

While it has been developed with the focus on industrial 
automation and control systems, it has already been adopted 
in industries like the power system automation and railway 
automation. Moreover, IEC 62443 is a main base for creating 
harmonized standards that address the regulative requirements 
(specifically for European regulation as outlined in Section 
II.A), and that provide requirements that can be used to show 
conformity with regulation. Besides providing requirements 
to operational and development processes, it specifically 
describes technical requirements on system and component 
level, targeting four different security levels, which relate to 
the strength of a potential attacker. Also, it contains 
requirements regarding security of devices and the lifecycle 
management of their security credentials in operative 
environments.  

The NIST Cybersecurity Framework (CSF) 2.0 [7] 
provides general guidance on managing cybersecurity risk 
along the operation, including the identification of risks, the 
detection of potential attacks, but also the recovery to 
addresses resilience for normal and adverse situations. 

III. ONBOARDING – OVERVIEW AND APPROACHES  

Device onboarding is the process to introduce devices into 
a target domain and to bring them into an operational state. 
This process has direct relation to cybersecurity, as it includes 
the establishment of trust between the domain and the device 
in the first step. There may be situations in which it is also 
required to ensure that a device is operated in fact in its 
intended target environment. Approaches that do not involve 

domain verification, are often called “Trust-On-First-Use” 
(TOFU), as they rely on the identification information of the 
device only. Other approaches that support explicit trust 
establishment may be understood as mutually trusted 
bootstrapping. 

Key for the trust establishment are identities and 
corresponding cryptographic key material and parameters, 
which are imprinted into devices during product 
manufacturing. Identity information of a device is provided, 
along the supply chain as shown in Figure 2 to ensure that the 
interaction is always done with the intended device. This 
identity is issued by the manufacturer together with 
cryptographic information, as X.509 certificate [8] and known 
as Initial Device Identifier (IDevID). This imprinted identity 
typically will not change during the device’s lifetime. 
Nevertheless, due to advances in quantum computing, 
currently used asymmetric cryptographic algorithms like RSA 
(Rivest, Shamir, Adleman) or ECDSA (Elliptic Curve Digital 
Signature Algorithm), which are used to bind the identity to a 
cryptographic credential, i.e., the X.509 certificate, are 
endangered [9]. This may require that also IDevIDs can be 
updated in the future to ensure secure identification and 
authentication during onboarding specifically for long-lived 
devices. 

In the target domain, the IDevID can be used to bootstrap 
mutual trust in an automated way and to support issuing 
domain-related identities and associated cryptographic keys, 
known as Locally significant Device Identifiers (LDevID), 
which are used as operational credentials. The reason to 
switch from manufacturer issued IDevIDs to operator issued 
LDevIDs relates to the maintenance of and complete reliance 
on operational credentials.  
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Figure 3. Onboarding Example: - Bootstrapping Remote Secure Key Infrastructure [10] 

 
Manufacturer-issued credentials should not be used 

beyond bootstrapping. While IDevIDs have a longer, 
sometimes even undetermined lifetime, LDevIDs are updated 
more regularly and are under control of the operator, 
responsible for the security of his operational environment. 

Based on the established trust relations and credentials, 
further operational data, like service-related configuration and 
engineering information including security parameters, can be 
provisioned on the device. To perform this comprehensive 
step, several technical approaches for onboarding have been 
developed, and furthers are likely to appear.  

Several variants and approaches for supporting mutually 
trusted onboarding have been standardized. They provide 
similar functionality in terms of onboarding a component into 
an operational environment but differ in the respective 
interaction model. This relates specifically to the involvement 
of different service actors in the onboarding process, like the 
manufacturer. While some solutions are intended independent 
from the later application, others are part of an application 
framework. The following overview provides examples for 
the different cases: 
- Bootstrapping Remote Secure Key Infrastructure (BRSKI, 

[10]), as shown in Figure 3, provides a standardized way 
to establish a mutually trusted relation between a new 
device (also called pledge) and a customer site network. It 
is supported by a manufacturer service known as 
Manufacturing Authorized Signing Authority (MASA) 
based on a voucher object for trust establishment. After 
discovery of the domain registrar, the pledge requests a 
voucher from its MASA via the domain registrar. The 
corresponding MASA is identified using the so-called 
MASA-URI extension, which is part of the IDevID 
certificate of the pledge. The voucher is a signed statement 
containing a trust anchor (as the "pinned-domain-cert") 
used to allow the pledge to verify the domain registrars 
certificate. During the onboarding procedure, the pledge 
voucher request (PVR) undergoes some intermediate 
processing by the domain registrar, in the target domain. 
The original voucher request from the pledge (PVR) is 

wrapped into a new registrar voucher request (RVR), 
which contains further information about the domain. The 
requests allow the MASA to verify it is issuing a voucher 
to a device produced by that manufacturer and that it has a 
certain trust relation to the target operative domain. Once 
trust has been established, domain specific security 
credentials (LDevID) can be enrolled to the new device. 
The LDevID credentials make the device a member of the 
domain and can be used to secure the further system 
interaction. The enrollment utilizes Enrollment over 
Secure Transport (EST) [11] for certificate management. 
Enhancements to BRSKI exist, supporting alternative 
enrollment protocols  as BRSKI-AE [12] using the 
Lightweight Profile LCMPP [13] of the Certificate 
Management Protocol (CMP) [14]). Further 
enhancements support scenarios in which the joining 
device acts as server, rather than as a client (BRSKI-PRM, 
[15]). It needs to be triggered for interaction rather 
initiating the discovery of domain components upon boot. 
Even further variations exist which take more constraint 
setups into account (cBRSKI, [16]). cBRSKI uses more 
compact encoding with the Concise Binary Object 
Representation (CBOR) instead of the JavaScript Object 
Notation (JSON) encoding and CoAP-over-DTLS instead 
of HTTP-over-TLS. 

- Secure Zero Touch Provisioning Protocol (SZTP) [17] 
specifies a further onboarding approach employing a so-
called ownership voucher, which accompanies a device 
along its lifecycle. As in BRSKI above, the voucher is 
issued by a MASA. SZTP supports mutual trust 
establishment and enrollment of domain specific 
credentials and further operational information is 
supported by a bootstrapping server. This SZTP defined 
component may provide operational information directly 
to the new device or provide redirect information allowing 
to incorporate already existing services in the operational 
environment.  

- FIDO Device Onboarding (FDO) [18] enables building a 
trust relation of a device to a new owner, based on trust in 
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the previous owner, also supported by an ownership 
voucher. As the manufacturer is only involved at the 
beginning, the interaction with the voucher is facilitated by 
a so-called rendezvous server instead of a service of the 
manufacturer as in BRSKI and SZTP. This server provides 
the rendezvous point between the device and the 
onboarding service in the new owner’s domain allowing 
to perform a mutual authentication between the device and 
the new owner, based on the ownership voucher and 
attestation information from the device.  

- OPC UA Device Onboarding specified in the OPC UA 
specification Part 21 [19] provides mechanisms for 
verifying the authenticity of devices to be onboarded and 
to set up their security configuration as part of the overall 
OPC-UA framework. It uses so-called tickets, which are 
similar to vouchers used in BRSKI. As BRSKI, also OPC-
UA includes manufacturer specific information in the 
IDevID certificate as Product-Instance-URI.  
As stated above, part of the onboarding is typically the 

enrollment of operational certificates to allow for domain-
specific identification and authentication of new devices. As 
for onboarding, a variety of approaches exist also for 
enrollment. Two of them, EST and CMP, have already been 
stated above.  

In addition to pure onboarding or provisioning standards, 
further standards support the propagation of security-relevant 
data. Specifically for the enrollment as part of the onboarding, 
certificate transparency [20] is known that provides an 
extension to PKI services for publicly logging issued 
certificates. As seen in the onboarding examples outlined 
before, certificates play a crucial role during onboarding but 
also during operation as they are used to identify and 
authenticate operational devices. This makes trust in the issuer 
even more important. Certificate transparency allows to 
identify certificates that have been issued inappropriately. 
Based on this information, potential impersonation attacks 
using unauthorized issued certificates can be detected. This 
underlines that logging information about issued security 
relevant parameters and procedures supports the root cause 
analysis in failure situation. The following section will outline 
an approach to providing enhanced information, which can be 
used for decision support and actually used onboarding 
techniques with the goal to have transparency that in turn can 
further support root cause analysis. 

IV. ONBOARDING TRANSPARENCY ENHANCEMENTS 

As discussed in Section III, several onboarding 
approaches are known. It is very likely that a device may only 
support a single or some few technical onboarding 
approaches, while the infrastructure likely supports multiple 
approaches. This will ensure that devices can be easily 
integrated in environments even if they originate from 
different manufacturers and support different onboarding and 
provisioning standards. To select the appropriate onboarding 
approach at the earliest point in time, the device-supported 
technical onboarding approach may be contained in the 
IDevID certificate, which can be analyzed by the first network 
component during network attachment. While standards like 

BRSKI or OPC-UA provide information from which the 
onboarding approach can be implicitly derived, the proposal 
here targets explicit information provisioning of the actual 
supported onboarding technique. 

As the IDevID certificate is essentially an X.509 
certificate, it can include so called extensions. An 
extension is added as certificate component similar to 

other certificate components like the subject or the 

issuer. If the extension is known to the relying party, it can 

be verified by the relying party. It is also possible to enforce 
the verification of such an extension by marking it as 
critical, which enforces the verification. If a relying party 

would not support the extension, it would not be allowed to 
further process the certificate. As the intention is here to 
support the onboarding in operational environments, which 
want to support transparency, but not to block usage in others, 
the extension is not marked as critical.  

To provide information about supported onboarding and 
provisioning approaches, a new X.509 certificate extension is 
defined as shown in Figure 4.   
 

supportedProvisioningMethods EXTENSION ::= { 

  SYNTAX SupportedProvisioningMethods 

 IDENTIFIED BY id-ce-SupportedProvisioningMethods } 

 

SupportedProvisioningMethods ::= ProvisioningDescription 

{{ ProvisioningMethod }} 

 

ProvisioningMethod::= SEQUENCE {  

  provisioningMethod Name, 

 provisiningId  OBJECT IDENTIFIER OPTIONAL,  

  provisioningVersion integer OPTIONAL 

} 

 

ProvisioningMethod ::= {CMP, SCEP, EST, CMC, ACME, FDO, 

OMA-DM, OPC-UA-P21, BRSKI, SZTP, …} 

 

Figure 4. Proposed Provisioning Certificate Extension 

Out of the listed ProvisioningMethod, a device 

may support one or multiple options. As an example, a device 
with an IDevID certificate containing the information 
ProvisioningMethod ::= {EST, BRSKI} provides 

the information that it supports BRSKI for onboarding and 
EST for certificate management. The proposed enhancement 
is independent of the specific chosen onboarding method as it 
relies only on the X.509 certificate utilized to carry the 
onboarding transparency information. This onboarding 
transparency information may then be used as following.  

A target network infrastructure may be designed in a way 
to have different virtual LANs (VLAN) defined for different 
onboarding mechanisms, to keep new devices contained 
within a separate network zone until they have received their 
LDevID. A motivation for this separation can be argued by 
different security properties of the onboarding mechanisms. 
As described in Section III, onboarding may be done based on 
TOFU, unilateral authentication of the device, or based on 
mutual authentication and trust establishment between the 
device and the domain. In case of a security breach, it may be 
desired to verify, how certain devices have been introduced 
into the operational environment and have established mutual 
trust to better find the root cause of a security problem.  
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Figure 5. Onboarding Decision Support and Onboarding Transparency.  

The proposed extension provides exactly this information, 
which can be utilized for auditing.  

During the onboarding process, if the IDevID carries the 
extension with the onboarding and provisioning information, 
the device can be assigned to the appropriate VLAN based on 
its supported provisioning methods. This is depicted in Figure 
5 above.  

The figure shows an example with two devices (IoT Dev 
1, IoT Dev 2). Depending on the provisioning methods 
supported by the respective device, they are connected by the 
network access switch to the onboarding VLAN1 (for local 
onboarding, e.g., OPC-UA-P21) or to VLAN2 (for 
infrastructure-based onboarding, e.g., BRSKI). 

The evaluation of the supported onboarding and 
provisioning methods and the decision is made in the example 
by the AAA server to which the IoT device authenticates itself 
during network access. This enables the AAA server to select 
a specific onboarding and provisioning method, if the IoT 
device supports different approaches. Thus, it is possible for 
the AAA server to provide information on the provisioning 
method to be used by the device based on the assigned VLAN. 
Note that this may require a specific naming of the VLAN to 
reveal the expected onboarding mechanism to be used. This 
has the advantage that the device does not have to try several 
provisioning methods to determine the one supported by the 
operational network and that the device can continue to 

temporarily block other provisioning methods so that they 
cannot be misused. As a sidenote, it is expected that 
specifically in the case of constraint devices a device will only 
support a single onboarding and provisioning mechanism, 
while the operational infrastructure is considered more 
capable and to support multiple mechanisms.  

While the proposed method eases the automated 
assignment of devices to the correct onboarding VLANs, the 
finally chosen onboarding variant should be logged in an 
onboarding transparency service. This is specifically helpful 
in case of security breaches, as the root cause may be related 
to the method how the device has been introduced into the 
network.  

The information about onboarding may be provided as 
data structure encoded in different formats like XML or JSON 
and is ideally signed by the onboarding server. The 
onboarding transparency log can then verify the signature 
either directly or in case of a security breach. The data 
structure may contain different sets of information like 
- Device identification (e.g., product serial number, 

fingerprint of the IDevID certificate of the device or the 
IDevID certificate directly) 

- Time stamp of the actual onboarding  
- Voucher issued during the onboarding. The voucher 

shows which device from which manufacturer was put 
into operation in which target (sub-)domain.  
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- Number of successful onboarding processes: Information 
on the history of the device can be provided, e.g., how 
often the device has already been put into operation in 
other domains.  

- Issued LDevID certificate for the device (or a fingerprint 
of the LDevID certificate). This information can also be 
linked to the known approach of Certificate Transparency 
[20].   
As stated, the information may be helpful in performing 

root cause analysis in case of discovered anomalies in an 
operational network. As shown in Figure 5, this information 
may be queried by an overall system security management and 
correlated to further information from monitoring, asset 
management or vulnerability databases.  

V. EVALUATION 

This section gives a preliminary evaluation of the 
presented concept regarding derived duties for the involved 
parties and components. 

Device manufacturer perspective: It is assumed that a 
manufacturer is able to imprint IDevID certificates to devices 
during production. Either an own Public Key Infrastructure 
(PKI) or PKI services of third-party providers can be used. To 
support the proposed extension, issued IDevID certificates 
need to be extended to encode the device’s onboarding 
capabilities. This may require an information exchange 
between the manufacturing site and a device database 
containing information to prepare for later onboarding 
operations.  

End device implementation perspective: Besides 
possessing an IDevID certificate including the onboarding 
extension, a device may need to be configurable with a VLAN 
identifier to be used for onboarding to support deployments 
where operators use a dedicated VLAN for onboarding. 
Alternatively, a default VLAN can be used for the onboarding 
network as outlined in [21]. Devices supporting multiple 
onboarding mechanisms may try to perform onboarding using 
one of the supported approaches by discovering onboarding 
components in the network as specified in [22] for the 
different variants of BRSKI.  

Domain operator network attachment perspective: The 
AAA server of the operator’s domain (given the example in 
Figure 5) should be able to inspect and validate the contained 
certificate extension during network attachment, either 
directly or via a service for certificate validation, to assign a 
specific VLAN for device onboarding and provisioning if 
desired. Alternatively, the AAA server itself may act as 
provisioning server and signal the onboarding variant.  

Domain operator onboarding server perspective: The 
onboarding and provisioning server may support multiple 
different onboarding mechanisms. An operator should support 
a discovery mechanism to allow devices to discover the 
onboarding server without additional configuration. The 
onboarding techniques described in Section III support this 
discovery in their specification already. In addition, as for 
BRSKI several variants are specified, [22] provides a solution 
approach to discover the specific BRSKI variants supported 
by the infrastructure.  

Domain operator system security management 
perspective: If onboarding transparency is supported in the 
operator’s domain, the information of the chosen onboarding 
and provisioning mechanism needs to be kept in either the 
onboarding server or directly in the system security 
management. An operator may also choose to store this 
information in its asset management database containing 
further details of the utilized components in his operational 
network. It allows verifying how and when a certain device 
has been onboarded within the operator domain, so that this 
information can be used for device security purposes. 

Engineering perspective: Leveraging the onboarding 
transparency extension may require the setup of different 
VLANs for the intended onboarding mechanisms (given the 
example in Figure 5). If different VLANs are used, the naming 
should be done accordingly to allow a device to utilize this 
information to select the associated mechanism. Alternatively, 
devices may use discovery functions to detect if the domain 
supports an onboarding server matching their technical 
capabilities.  

VI. CONCLUSION AND OUTLOOK 

This paper provides an overview on onboarding and 
provisioning as part of introducing devices into a network and 
to provision the devices with information to securely 
communicate with other devices. This is done from a 
requirements point of view by investigating regulative 
requirements as well as motivating the functionality from a 
general viewpoint to support root cause analysis in case of 
security breaches. Moreover, different standardized technical 
approaches have been investigated to underline the variety of 
possible onboarding approaches. In addition, the paper 
proposes enhancements to currently known approaches and 
processes to leverage information about supported onboarding 
and provisioning methods of new devices, as well as the 
finally chosen onboarding approach during introduction into 
the operational network.  

A main contribution of this paper is the usage of the 
onboarding method information to perform access decisions 
as well as in the aftermath of a security event, e.g., if the 
device or the network was compromised. The onboarding 
information may support system security management to 
identify, which network element caused the breach, which in 
turn can be used to provide a fast remediation.  

While the described approach has been investigated from 
a conceptual point of view, a further evaluation about required 
support from the devices and also from the operational 
infrastructure has been included. It is planned to investigate 
further into a proof of concept to verify effectiveness of the 
proposed approach. As outlined in the evaluation, such a proof 
of concept requires enhancements during the issuing of 
IDevIDs and LDevIDs to include the supported and chosen 
onboarding method in the extension of the utilized X.509 
certificates. Moreover, it also requires enhancements in the 
evaluation of the additional onboarding information during 
security decisions in the operational phase and the 
consideration in potential post-event analysis. 
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Abstract—Since the last decade, it is well known that Industrial
Control Systems (ICS) are under attack and attackers nowadays
increasingly use stealthy malware (i.e., stegomalware) imple-
mented by steganographic embedding methods to in- and exfil-
trate hidden information. Unfortunately, current mechanisms to
distinguish between network steganographic embedding methods
and embedded message types need improvement for a potential
attribution of attackers. For the analysis of steganographic em-
bedding methods which are utilized in stealthy malware, the work
presented in this paper builds upon a state-of-the-art analysis
testbed proposed earlier, which is recapitulated here. It offers
the opportunity to analyze network steganographic embedding
methods in ICS to elaborate methods to detect and distinguish
between them to gain forensic information for attribution of
potential attackers and their methods. In this work, we introduce
a novel machine learning based approach to distinguish between
five selected embedding methods and two embedded message
types. We use the analysis testbed to evaluate and determine the
accuracy of the novel approach compared to a state-of-the-art
approach. In our extensive evaluation, our novel approach has
shown to be able to distinguish between network steganographic
embedding methods with an average accuracy of 85.7%, which
is an improvement in comparison to the state-of-the-art by
+5.9% and enables a more accurate attribution of attackers.
Additionally, the novel approach is able to improve the accuracy
of distinction between embedding method and embedded message
type by +9.3% in comparison to the evaluated state-of-the-art
approach.

Keywords-Information Hiding; Intrusion Detection and Attribu-
tion; Network Steganography; Stealthy Malware; Industrial Control
Systems

I. INTRODUCTION

This paper is based on the conference publication in [1] and
significantly extends it. Some formulations and explanations
are taken directly from [1].

During the last decade, stealthy malware based on stegano-
graphic embedding techniques (i.e., information hiding tech-
niques) is increasingly used by attackers, confirmed by re-
cent attack vectors in [2], which show that attackers use
information hiding techniques to stay undetected. Stealthy
malware uses completely unobtrusive data to create hidden
channels, which for example are utilized to embed malicious
code or to command and control. Since the Stuxnet-Attack
in 2010, it has been clear that Industrial Control Systems
(ICS) are under attack with stealthy malware. In this attack,
Ink-files were utilized as cover data and in-memory code
injections were used to hide the attack [3]. Additionally, recent
attacks like the Ukrainian [4] and the Indian power grid attack

[5] demonstrate that attacks with information hiding based
malware on ICS become more and more common, especially
due to the motivation to stay undetected as long as possible
in order to in- and exfiltrate stealthy data.

Currently, several potential information hiding attack vec-
tors for stealthy malware with steganographic embedding
techniques and potential defense mechanisms are introduced
(e.g., in [6], [7], [8] and [9]).

In our earlier work [1], we presented an Analysis Testbed
for Steganographic Network Data (ATSND), which enables
the opportunity for comprehensive analysis and comparison
of these methods to identify potential similarities, differences,
and effects of the embedding methods on the cover data
and to derive defense and detection mechanisms for specific
embedding methods. The evaluation results of [1] show that
it is possible to distinguish between analyzed embedding
methods after a detection, which can lead to the opportunity
to identify the context of potential attackers (attribution) with
machine learning based methods.

The accuracy of the state-of-the-art approach in [1] to
distinguish between embedding methods is decent, but needs
improvement for a more reliable attribution. Furthermore, the
approach was evaluated to distinguish between a limited num-
ber of three embedding methods, which should be extended
for a more conclusive evaluation and to derive a more reliable
assumption about the separation precision of an approach.
Additionally, the results from [1] show that the detection of
embedded types (e.g., strings consisting of invariant single
characters vs. text messages consisting of heterogeneous com-
binations of characters) needs improvement.

Thus, the contribution of this paper is a significant exten-
sion of the work presented in [1] and can be summarized as
follows:

• Introduction of a novel feature space to train a novel
neural network driven classification model for the dis-
tinction between steganographic embedding methods and
embedded message types.

• Comparison between the classification results of novel
feature space and the state-of-the-art feature space from
[1] to derive an assumption about a potential improve-
ment of classification accuracy.

• Extension of evaluation by two (one novel, one from
state-of-the-art) to a total of now five steganographic
embedding methods and novel (extended) training and
test data for more meaningful evaluation results.
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In the evaluation, we analyze if there is an opportunity to
distinguish between five steganographic embedding methods
and if we are able to differentiate between embedded message
types (invariant and heterogeneous messages) with a machine
learning driven classification based on our novel handcrafted
feature space in comparison to a state-of-the-art feature space.

The paper is structured as follows: In Section II, we present
related work and fundamentals. In Section III, we deploy
our ATSND to our specific use case. Our evaluation setup
to analyze five embedding methods with ATSND, including
evaluation goals, data and environment, is presented in Section
IV. Section V presents the evaluation results, and Section VI
concludes the paper with a summary and future work.

II. FUNDAMENTALS AND RELATED WORK

In this section, we summarize fundamentals of network
steganography in ICS, describe recent steganographic attack
vectors for network steganography in ICS, and present our
previously introduced synthetic steganographic embedding
(SSE) concept to produce synthetic steganographic network
data for a fast and easy generation of network data with
recent steganographic embedding methods. Furthermore, an
overview of methods to analyze steganographic network data
for detection and attribution purposes is given.

A. Network Steganography in ICS

“Steganography is the art and science of concealing the
existence of information transfer and storage”, according to
[10]. Besides the various possibilities for unobtrusive em-
bedding, such as digital media data (images, audio, video
et cetera), the subdomain network steganography targets the
transfer and storage of hidden information in network com-
munication traffic. From attackers perspective, a warden (e.g.,
intrusion detection system) observes the network traffic and
the embedding of stealthy malware should be inconspicuous
in a sense that a warden would not be able to differentiate
between genuine communication and communication with
steganographic embedding [6]. An embedding of hidden in-
formation with steganographic techniques can be realized, for
example by manipulating the network packets payload on least
significant values or by modulating time intervals between
specific packets [11].

Network steganography and stealthy malware in ICS are
special, due to limited channel capacity and thus the lower
amount of available data for potential embedding compared
to traditional Information Technology (IT) networks. Further-
more, the transmitted network packets are usually smaller in
ICS since only meta-data or a few values (e.g., from sensors)
are transferred per packet. Additionally, ICS specific protocols
like OPC UA (Open Platform Communications Unified Ar-
chitecture) [12] or Modbus-TCP [13] are often encapsulated
in TCP/IP (or other transport protocols), which creates the
opportunity for utilizing the data fields of the ICS specific
protocols in addition to TCP/IP protocol headers. It is also
not uncommon for the ICS-specific payload to be transmitted
unencrypted, because ICS are often considered as closed
networks and not subject to attacks in practice.

Potential network steganographic embedding patterns and a
related terminology are summarized in [14]. A generic taxon-
omy and overview with the intention of a unified understand-
ing of terms and their applicability for network steganographic
methods can be found in [10].

B. Selected Steganographic Embedding Methods for ICS

In this section, we present four relevant exemplary attack
vectors with regards to their steganographic embedding meth-
ods in ICS. These Embedding Methods (EM ) are selected
because all of them use timestamp modulations (i.e., timing
channel) to embed hidden information, which is a plausible
attack vector, since every network packet includes them. We
are aware that there are alternative embedding concepts like
Least Significant Bit (LSB) embeddings in sensor data fields
of network packets, but in the context of this article, we focus
on timestamps only, because they can be applied regardless of
the category of the network communication (e.g., sensor data
or other) and suggest relatively higher capacity.

The state-of-the-art EM and one novel steganographic em-
bedding method will be presented in the following subsections
They will be analyzed and compared with the analysis testbed
presented in Section II-D from [1].

1) Steganographic Embedding Method 1 (EM1): The ap-
proach presented in [6] uses packet timestamps (Ti) for em-
bedding while utilizing a dynamic encoding approach based on
the hour, minute, and second values, as well as an embedding
key and an initialization vector. In the approach, low-value-
digits of the timestamp are manipulated. This approach is
able to hide one ASCII-symbol in four of the five highlighted
digits of a timestamp in the coding “HH:MM:SS.fffffffff”,
where H,M,S,f stand for digits of the hour, minute, second and
fractional digits of the second of the time value respectively
(Example: Ti= 10:00:00.123456789). The actual embedding
positions are determined using the embedding key, which
determines the first digit right of the floating point for the
fractional second values. Converting a sequence of ASCII-
symbols to binary values results in a bitstream BS which is
embedded in chronological order into every available packet.
Due to the different modulated values of the variables in-
volved, the encoding of the output values varies in perception.
The formalized algorithm description can be found in Section
III-B1.

2) Steganographic Embedding Method 2 (EM2): A quite
simple and easy to comprehend embedding method is in-
troduced in [8]. The embedding scheme assumes an attack
vector with a corrupted Programmable Logic Controller (PLC)
via Supply-Chain-Attack. The PLC sends delays in the mi-
crosecond range (µs1, µs2, µs3) to embed a hidden message
via timing delays. This means an exemplary timestamp Ti

= 10:00:00.123456789 is manipulated on the digit positions
µs1 = 4, µs2 = 5, µs3 = 6. The embedding scheme converts
an ASCII-message into a bitstream BS. For embedding a bit
of BS, timestamps in three consecutive OPC UA (server)
packets are altered (Ti, Ti+1, Ti+2). To stay inconspicuous,
the timestamps (Ti+3, Ti+4, Ti+5) of the following three
OPC UA packets remain completely untouched. The approach
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arbitrarily chooses the digit ‘4’ to embed bit = 0 and digit ‘9’
to embed bit = 1. For the algorithm formalization see Section
III-B2.

3) Steganographic Embedding Method 3 (EM3): EM3 is
based on EM2 and was introduced in [1]. EM3 extends
EM2 with the addition of a key for a dynamic encoding and
positioning of the embedding (see Section III-B3 for formal-
ization of algorithm). EM3 enables a more sophisticated and
unobtrusive embedding, introducing dynamic cipher digits C0

and C1 for bit values 0 and 1, which leads to an encoding
where the seed of the embedding is generated with a random
number.

4) Steganographic Embedding Method 4 (EM4): A sophis-
ticated steganographic embedding method is introduced in [15]
and was initially designed to alter transmitted sensor values
in ICS. The formalization of the embedding algorithm can
be found in Section III-B4. In this embedding method, each
character of a message is converted into an 8 bit representation
of its ASCII code cA. Afterwards cA is encrypted with an
encryption key KE creating the encrypted character cAE .
Prior to embedding, four consecutive digits from a single
OPC UA timestamp are transformed into a 16 bit long binary
representation and the embedding takes place on the 8 least
significant bits. cAE is then embedded replacing the last
8 digits of the binary timestamp. The binary timestamp is
transformed back into its four digit decimal representation and
replaces the original (unaltered) timestamp.

5) Steganographic Embedding Method 5 (EM5): Beyond
the state-of-the-art, we present a novel steganographic
embedding method EM5 in this work. It will be described
and formalized in Section III-B5.

To conclude this section, we want to align the embedding
methods EM1−5 to the generic taxonomy for steganographic
methods of [10]. EM1−5 can clearly be classified in the do-
main overlapping network and Cyber Physical System (CPS)
and can be assigned to the CPS sub-taxonomy. In this sub-
taxonomy, the embedding methods belong to the categories
E1.2c1. CPS Random State/Value Modulation and E1.3c1.
CPS Least Significant Bit State/Value Modulation.

C. Synthetic Steganographic Data Generation

Diverse and heterogeneous steganographic ICS data is
needed to train and evaluate potential defense mechanisms for
ICS. However, each steganographic embedding needs mostly
sophisticated and complex ICS setup, which is very time
consuming to assemble, and in addition, it raises various
security and safety issues. Because of this, the approach
of [8] introduces a concept to generate artificial stegano-
graphic network data with a limited embedding pace and a
specific steganographic embedding technique based on TCP-
timestamps. Based on [8], an advanced Synthetic Stegano-
graphic Embedding (SSE)-concept is presented in [7]. It offers
the possibility to embed hidden information everywhere in
uncompromised network packet recordings with an embedding
pace near real time. This makes it possible to quickly and
easily generate test data for many different embedding meth-

ods for analysis. In [8], it is assumed that the most important
aspects to be simulated in network traffic are:

1) the physical network including layout and components,
2) the network traffic including types of flows, directions,

protocols used, typical payloads, etc., and
3) the type and characteristics of the (steganographic) hid-

den channel.

Both approaches simulate only the last aspect (3) of this list,
the other two are directly adopted from an uncompromised
recording of a physical setup. In the presented state-of-the-
art ATSND (see Section II-D), the SSE-concept from [7] is
used to generate the steganographic data based on the selected
steganographic embedding methods and will be described in
more detail.

D. Analysis Testbed for Steganographic Network Data (AT-
SND)

The Analysis Testbed for Steganographic Network Data
(ATSND), as originally proposed in [1], has the purpose to
compare and evaluate different (network) steganographic em-
bedding methods to offer the possibility to make a distinction
between them for a potential determination or classification of
attackers or embedded message types. It includes five phases:

• Phase 1 (P1): recording of cover-data,
• Phase 2 (P2): selection and formalization of methods,
• Phase 3 (P3): generation of synthetic steganographic data,
• Phase 4 (P4): selection and extraction of features and
• Phase 5 (P5): analysis based on the features.

The phases of ATSND are recapitulated in the following
subsections and visualized in Figure 1.

1) Phase 1 of ATSND (P1): The analysis testbed begins
with Phase 1 where Cover Data (CD) has to be recorded
from an uncompromised laboratory ICS network setup. CD
can be recorded with different hard- and software capturing
tools (e.g., Wireshark [16]). The output file of the recording
should be extracted in the pcap or pcapng file format for
further processing, since these formats are well suited logging
protocols for the structural recording of network data. The
recording should only contain relevant traffic for a specific
purpose. The cover data builds a comparative baseline of the
ICS network data to illustrate the impact of the embedding
by means of a comparative analysis before and after the
embedding. Further, it is also the basis for the steganographic
embedding with the selected embedding methods (see Phase
2) to generate the steganographic network data in Phase 3. The
specific experimental setup of our laboratory ICS is described
in Section IV-B.

2) Phase 2 of ATSND (P2): Once a network cover data
file is recorded, embedding methods for the analysis in
Phase 5 have to be selected and should be formalized with
a pseudo code representation for an uniform, comparable
and comprehensible illustration. In this work, we select four
embedding approaches from state-of-the-art and introduce one
novel embedding method. The formalization of the embedding
methods is presented in Section III.2.
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Figure 1. Analysis Testbed for Steganographic Network Data (ATSND) from [1]

3) Phase 3 of ATSND (P3): For the creation and generation
of the steganographic network data based on the embedding
methods from Phase 2 (EM1, EM2, and EM3), the SSE-
concept [7] (introduced in Section II-C) is used. As men-
tioned, the SSE-concept offers the possibility to generate
steganographic network data synthetically, and this results in
some obvious advantages for the analysis testbed: no matter
which embedding method is analyzed, it is not required to
physically incorporate a corrupted, complex ICS setup in order
to generate the steganographic network data containing hidden
information. Thus, it is well suited because it delivers the
opportunity for an easy and fast generation of steganographic
network data without the need of a physical setup. The SSE-
concept has the following four segments:

• Segment I: Record and Pre-Process Network Data,
• Segment II: Synthetic Embedding Option A (SEOA),
• Segment III: Synthetic Embedding Option B (SEOB), and
• Segment IV: Retrieval.

Segment I also deals with the recording of network data, thus
Segment Element (SE) I.1 can be skipped for ATSND since
the data capturing is completed after P1. For the synthetic
generation of steganographic network data, it offers two syn-
thetic embedding options (Segment II: SEOA and Segment
III: SEOB). SEOA is a very fast and efficient embedding
without accessing structural elements of a packet and SEOB

delivers a more comfortable embedding with easier access to
structural elements of a network packet based on json-objects.
The retrieval in Segment IV is used to check if an embedding
of a hidden message with a selected embedding method is
successful. More details can be found in [7].

4) Phase 4 of ATSND (P4): To extract features from pcap
or pcapng files, the relevant structural elements of the relevant
network packets should be converted into csv or txt data for
processing afterwards. For this purpose, Tshark (Wireshark
console application) [16] with the -T fields -e field option can
be used to select data fields of network packets that are relevant
for feature extraction and analysis. It is recommended to use
handcrafted statistical feature spaces with as much discrimina-
tory power as possible to analyze steganographic network data.

This should lead to comprehensible and explainable analysis
results allowing for forensic traceability.

5) Phase 5 of ATSND (P5): Based on the extracted features
from multiple embedding methods in P4, a statistical analysis
can be carried out. Therefore, various statistical computational
techniques such as machine or deep learning based approaches
can be taken into consideration based on the selected and
extracted features. Thus, for the analysis, different data mining
and machine learning tools or libraries, such as WEKA [17],
Orange [18], Tensorflow [19] or Keras [20] are well suited to
analyze differences and commonalities of embedding methods.
Generally, the analysis can focus on different use case specific
aspects, for example: detectability, attributability, embedding
scheme, and more depending on the goals and objectives of a
study.

E. Analysis of Steganographic ICS Network Data

A basic overview of potential methods to analyze and de-
fend against stealthy malware based on network steganography
is presented in [21]. In [1], a machine learning based approach
is used to distinguish between steganographic embedding
methods. The approach was initially introduced in [22] to
detect network steganography in network recordings based on
a handcrafted feature space with an accuracy of 92.9%. The
approach performs a frequency analysis of occurrence for the
digits 0 to 9 on selected positions on the packet timestamps.
This feature space (FSSOTA) is used for our evaluation and
introduced in Section III-D.

III. APPLICATION OF ATSND

As mentioned previously, we will use the Analysis Testbed
for Steganographic Network Data (ATSND) from [1] (see
Section II-D) for the analysis of five different embedding
methods in this work. Therefore, we structure this section
according to the five phases of the analysis testbed. In our
specific use-case we want to evaluate if we are able to
differentiate between five steganographic embedding methods
and different message types with two machine learning based
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classification engines for a potential attribution of attackers
based on their used steganographic embedding method EM .

A. Applying Phase 1 of ATSND (Recording of CD)

As mentioned, the first phase of the ATSND concept is
dedicated to the collection of network Cover Data (CD)
from a laboratory ICS setup. CD can be captured with any
capturing tool, as long as the output can be provided in pcap
or pcapng format. Additionally, the output file should only
contain relevant traffic with a specific purpose. The pcap
and pcapng file formats are well suited logging protocols for
the structural recording of network data. CD builds the base
for the further generation of steganographic network data in
Phase 3, using the selected embedding methods from Phase 2
(see Section III-B). Furthermore, CD is used as a statistical
baseline of the captured ICS network data. This way the impact
of each of the embedding methods can be illustrated in detail.

In order to separate training and test data, we create two
separate recordings for this work. We record the training data
for 25 minutes and the test data for 8 minutes in our laboratory
setup which is presented in more detail in Section IV-B. In
our setup, the PLC and Gateway are connected directly by
an Ethernet cable, thus stand-alone packet capturing hardware
[23] is used to capture the traffic between them.

B. Applying Phase 2 of ATSND (Selection and Formalization
of Embedding Methods)

In this phase, it is essential to select and formalize stegano-
graphic embedding methods that shall be analyzed. The for-
malization helps to improve the comprehensibility of the se-
lected embedding methods and delivers a uniform presentation
of them. As previously mentioned, we select four state-of-the-
art methods presented in Section II-B and one novel method
(see Section III-B5). All of the algorithms work with an Array
A (A = {T1, ..., Ti}) which contains all Timestamps Ti of
network packets available for manipulation in our pseudocode
representation. The specific formalizations for the state-of-
the-art approaches EM1, EM2, EM3, EM4 and the novel
embedding method EM5 will be described in the following
subsections.

1) Formalization of Steganographic Embedding Method
EM1: EM1 was initially introduced in [6] and takes a
dynamic encoding approach while manipulating low value
digits of the OPC UA timestamp. An initialization vector I
and an encoding key K are used in addition to variables
taken from each timestamp to encode the hidden message
m with characters c. Variables D, E, F and G (meaning:
see Figure 2) are all derived directly from the timestamp, as
well as H (H = {H0, ...,H3}), which is the 4-digit field in
which the encoded message characters cE are embedded. After
the encoding process is finished, the output of S decides the
embedding position in H .

2) Formalization of Steganographic Embedding Method
EM2: Iterating through A, EM2 embeds a bit of the input
bitstream into 3 consecutive timestamps, encoding 0 and 1
by the digital values of 4 and 9, respectively. In the process,
three different digits are used for the embedding represented

Figure 2. Formalized Algorithm for EM1.

in µ1−µ3. Manipulated timestamps are then saved in the AM
array. This is repeated for each bit in the bitstream until the
end of A is reached or all bits are embedded. The algorithm
was introduced in [8] and is represented in Figure 3.

Figure 3. Formalized Algorithm for EM2.

3) Formalization of Steganographic Embedding Method
EM3: Basically, EM3 is an advanced and more sophisticated
version of EM2 and was introduced in [1]. It should be more
challenging to detect and to attribute EM3 in comparison
to EM2. The main difference is the key-based generation
of embedding symbols (digits) C0 and C1, as well as the
key-based variation of the embedding position j within the
timestamp. The algorithm is formalized in Figure 4.
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Figure 4. Formalized Algorithm for EM3.

4) Formalization of Steganographic Embedding Method
EM4: This embedding method was introduced in [15] and its
formalization is presented in Figure 5. In the formalization,
the variable c represents a character of the message m and
cA the 8 bit representation of the ASCII code decimal digit
of the character. It is encrypted with encryption key KE and
results in an 8 bit encrypted bitstream cAE of the ASCII code
decimal digit, which is embedded into a 16 bit representation
of a converted timestamp Ti16B (into the 8 least significant
bits). After embedding, Ti16B is converted back into its initial
representation.

Figure 5. Formalized Algorithm for EM4.

5) Formalization of Steganographic Embedding Method
EM5: Steganographic embedding method EM5 represents a
novel method. EM5 embeds a message m into the microsec-
onds µ1 − µ3 of OPC UA (server) timestamps Ti (e.g., Ti =

10:00:00.123456789, embedding positions are marked bold).
Before embedding each character c of m, m is saved to array
MAD as the corresponding decimal ASCII representation of its
characters c. After every element of MAD is embedded, first
494, then 949 are embedded into the following timestamps to
signal the end of m. EM5 was chosen for evaluation since
it is a more simple algorithm which should be accurate to
detect and to attribute based on the limited number of ASCII
characters.

Figure 6. Formalized Algorithm for EM5.

C. Applying Phase 3 of ATSND (Generation of Synthetic
Steganographic Data)

For the synthetic generation of steganographic network data,
the introduced SSE-concept is used (see Section II-C). In the
evaluation, this work uses synthetic embedding option SEOA,
since it offers a much more efficient and faster embedding to
generate synthetic steganographic network data based on the
manipulation of hexdump elements of the network packets. All
5 selected steganographic embedding methods EM1, EM2,
EM3, EM4 and EM5 are generated with SEOA based on the
recorded cover data CD in P1.

D. Applying Phase 4 of ATSND (Selection and Extraction of
Features)

To extract features from pcap or pcapng files, the relevant
structural element of the relevant network packets should
be converted into csv or txt data to process it afterwards.
Therefore, Tshark (Wireshark console application) [16] with
the -T fields -e field option can be used to select data fields
of network packets that are relevant for feature extraction and
analysis. We recommend the usage of handcrafted statistical
feature spaces with as much discriminatory power as possible
to analyze steganographic network data. This should lead to
comprehensible and plausible analysis results.

In this work, we use two handcrafted feature spaces to train
two separate machine learning based models for our analysis in
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P5. One feature space FSLegacy is used from state-of-the-art
to set a baseline for our analysis goals. Additionally, we design
a novel feature space FSNovel to investigate if it is possible to
achieve more accurate results in our analysis. The two feature
spaces are presented in the following subsections. Both feature
spaces analyze the last 6 digit positions of network packet
timestamps because they are well suited for steganographic
embedding, since every network packet has a timestamp and
a potential delay in micro- and nanosecond areas is absolutely
unobtrusive. A potential attack vector for our use case could
look like those introduced in Section IV-B. Both feature
spaces analyze multiple network packets to extract a feature
vector (i.e., sample), because obviously a single packet with
steganographic embedding should look unobtrusive (if not, it
would not be steganographic). A measurable or quantifiable
anomaly caused by a steganographic embedding can only
occur by analyzing multiple network packets. In this work,
we use 100 network packets to extract a sample (i.e., feature
vector with label) for the feature spaces. This length (100
packets) has been selected based on state-of-the-art ( [15],
[22]). The optimal length with maximum separation precision
can only be determined by an explorative analysis of different
lengths, which is out of the scope for this work.

1) Feature Space FSSOTA: The state-of-the-art feature
space was introduced in [22], which performs a frequency
analysis for the digits 0 to 9 on the mentioned six last and
least significant digits in network packet timestamps. Thus,
10 features (values) for each analyzed digit position between
0.0 and 1.0 representing the percentage of occurrence for
each digit 0 to 9 are extracted from a sample with multiple
packets (as mentioned, 100 packets used to extract a sample
or i.e., feature vector). The frequency analysis results in a 60-
dimensional feature space which is used to train two ‘legacy’
multilayer perceptrons (MLP) to potentially distinguish be-
tween embedding methods and cover data (MLP6LG, legacy
MLP with 6 classes, based on FSSOTA) and to distinguish
between the embedded message types and embedding methods
(MLP11LG, legacy MLP with 11 classes based on FSSOTA).
The selected features shall be extracted for multiple samples
from all embedding methods with different message types and
cover data to build MLP6LG and MLP11LG for analysis in P5.

2) Feature Space FSNovel: Our novel feature space
FSNovel extends FSSOTA. We add additional features based
on potential artifacts caused by the embeddings. This includes
the standard deviation of the digit frequencies for every digit
position in the millisecond and microsecond ranges. Addi-
tionally, we calculate the standard deviation across the digit
standard deviations to analyze the manipulation of single digit
positions. The standard deviation over only the microseconds
is also used, as embedding methods EM2 and EM3 only
use these positions for the embedding process. In addition,
the standard error of the mean of the digit distribution is
calculated for each position. As a further feature, the digit
transition rate is used. This feature describes the percentage
of packets in which the digit at a given position changes
from the preceding packet. An embedding method with a
high embedding density such as EM5 might cause digits to
change less frequently. Furthermore, EM5 changes the first

digit position to a low digit. Therefore, we use the average
digit value for each position. Moreover, we use Pearson’s
chi-squared test [24] for the distribution of digits for each
position. This test describes the likelihood that an observed
distribution is the result of a random sample expecting a given
distribution. For the milli-, micro- and nanosecond digits of a
timestamp, we expect a uniform distribution. A steganographic
embedding like EM2 uses constant values which change this
uniform distribution. Additionally, the skewness of the digit
distribution is calculated for every position. This describes
whether the distribution is weighted towards the higher or
lower end of the digits. Finally, we use the kurtosis for the
digit positions, which describes the steepness in a distribution.
In total, this results in a 104-dimensional feature space to train
two ‘new’ multilayer perceptrons to potentially distinguish
between embedding methods and cover data (MLP6NE , new
MLP with 6 classes based on FSNovel) and to distinguish
between the embedded message types and embedding methods
(MLP11NE , new MLP with 11 classes based on FSNovel).

E. Analysis (P5)

For our analysis, we will investigate if it is possible to
distinguish between the five selected steganographic embed-
ding methods (EM1−5) and cover data (CD) after a potential
detection of an anomaly, to potentially attribute an attacker
with MLP6NE and MLP6LG (6-class classification challenge).
Additionally, we analyze if it is possible to distinguish be-
tween embedded message types and steganograpic embedding
methods with MLP11NE and MLP11LG (11 class classification
challenge). The specific evaluation goals are presented in
Section IV-A.

IV. EVALUATION SETUP

A. Evaluation Goals

The evaluation extends the evaluation of [1] significantly
and addresses the following goals:

• G1: Determination of the classification accuracy for
MLP6NE (new MLP based on novel feature space
FSNovel) and MLP6LG (‘legacy’ MLP based on state-
of-the-art feature space FSSOTA) to analyze if and how
accurate they are able to distinguish between the five
selected steganographic embedding methods (EM1−5)
and the cover data (CD), and to investigate if new
MLP6NE can outscore the state-of-the-art MLP6LG in
this 6-class-classification-challenge.

• G2: Determination of the classification accuracy for
MLP11NE and MLP11LG to analyze if and how accurate
they are able to distinguish between the five selected
steganographic embedding methods, the two embedded
message types (invariant IV message type, which means
a repeated letter and heterogeneous HE message type,
which means a random text message, see Section IV-C)
and the cover data, and to investigate if new MLP11NE

can outscore the state-of-the-art MLP11LG in this 11-
class-classification-challenge.

The classification accuracy ACC can be determined with
ACC = (CCS

AS ) ∗ 100, where CCS is the number of correctly
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TABLE I
NETWORK DATA SETS FOR FEATURE EXTRACTION; STEGANOGRAPHIC DATA IS EMBEDDED SYNTHETICALLY IN RECCD .

Name Type of Recording Embedding Method Message Type Hidden Message No. of relevant Packets No. of extracted Samples
RECTrain−CD Cover Training-Data - - - 25,613 514

RECTrain−EM1IV EM1 invariant ‘a’ (repeated) 25,613 514
RECTrain−EM1HE EM1 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 25,613 514
RECTrain−EM2IV EM2 invariant ‘a’ (repeated) 25,613 514
RECTrain−EM2HE EM2 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 25,613 514
RETrain−EM3IV Steganographic EM3 invariant ‘a’ (repeated) 25,613 514

RECTrain−EM3HE Training-Data EM3 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 25,613 514
RECTrain−EM4IV EM4 invariant ‘a’ (repeated) 25,613 514
RECTrain−EM4HE EM4 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 25,613 514
RECTrain−EM5IV EM5 invariant ‘a’ (repeated) 25,613 514
RECTrain−EM5HE EM5 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 25,613 514

RECEval−CD Cover Test-Data - - - 8,703 177
RECEval−EM1IV EM1 invariant ‘a’ (repeated) 8,703 177
RECEval−EM1HE EM1 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 8,703 177
RECEval−EM2IV EM2 invariant ‘a’ (repeated) 8,703 177
RECEval−EM2HE EM2 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 8,703 177
RECEval−EM3IV Steganographic EM3 invariant ‘a’ (repeated) 8,703 177
RECEval−EM3HE Test-Data EM3 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 8,703 177
RECEval−EM4IV EM4 invariant ‘a’ (repeated) 8,703 177
RECEval−EM4HE EM4 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 8,703 177
RECEval−EM5IV EM5 invariant ‘a’ (repeated) 8,703 177
RECEval−EM5HE EM5 heterogeneous ‘IARIA-Journal-2025 ’ + Lorem ipsum ... (until full) 8,703 177

classified samples and AS is the number of all samples in the
corresponding class. The results for G1 and G2 are presented
in Section V.

B. Attack Vector and Laboratory ICS Setup of Evaluation

The recording of the cover-data in phase 1 of ATSND is
done on a Fischertechnik® Lernfabrik 4.0 24V [25] model.
The modeled production line consists of 2 transportation
cranes, a storage rack, an environmental sensor and multiple
conveyor belts, actuators and other sensors. A Siemens S7-
1500 PLC controls the actuators and sensors, and connects to
another network via a gateway for remote supervision. The
gateway communicates directly with the Siemens-PLC using
the ICS specific OPC UA protocol. Since the gateway acts as
a middleman for the remote interface, its main responsibility
is to collect the data of all sensors and actuators in real time.
To do this, the gateway periodically requests the values of
the sensors directly from the PLC. In contrast, the real time
data (current and target position) of sensors and actuators is
published by the PLC in shorter intervals, but only while they
are active. The setup performs a close-to-reality production
process including real communication involved between all
components and makes use of industrial standard controllers,
thus it can be considered to produce realistic and plausible
ICS network traffic.

Since the OPC UA communication between the PLC and
Gateway is numerous, predictable, and outward-facing (mean-
ing leaving the Operational Technology (OT) ICS network
towards Information Technology (IT) focused domains of an
infrastructure), it forms a suitable cover to exfiltrate data.
The fact that the communication occurs between two separate
network zones would be especially beneficial for a possible
attacker. A possible goal for this exfiltration could for example
be the theft of confidential process information. In this attack
scenario, the attacker has to manipulate the OPC UA responses
coming from the PLC. This could be achieved by corrupting
the control logic on the PLC itself using a supply-chain-attack.

C. Evaluation Data Sets

The cover data recorded in Phase 1 of ATSND (see Section
III-A) is the base for further generation of synthetic stegano-
graphic data. In order to prevent overfitting and evaluate the
MLP externally with data it has not seen before, there are
two cover data sets. The larger one (RECTrain) consists of
25613 relevant packets and is used for training of the MLPs.
For the evaluation a smaller, disjoint data set (RECEval)
consisting of 8703 relevant packets is used. Our data sets are
created with the SSE-concept [7], which allows a message
to be synthetically embedded into a pcap or pcapng capture
file. All of the embedding methods used in this paper, are
modifying the recorded cover data sets synthetically. All
used embedding methods modify the last digits of the OPC
UA Timestamp in a network packet as described in Section
III-B. In a real world attack scenario this manipulation could
be achieved by a corrupted server (e.g., PLC, via supply-
chain-attack) which sends timing-delays to embed the hidden
information. The steganographic taxonomy introduced in [10]
would categorize the used embedding methods under the LSB
state/value modulation category.

Since one of the goals of this paper is to see if it is
possible to distinguish between invariant and heterogeneous
messages, we need to define the two messages to embed.
The embedded invariant message consists of the repeated
letter ‘a’. In order to represent the (character) similarity of
natural text in the heterogeneous message, we chose to use
the phrase IARIA-Journal-2025, followed by as much Lorem
Ispum text as possible for each recording and embedding
method. Table I shows a summary of all combinations of
recording, embedding methods and embedded messages. For
example RECEval−EM3IV describes the recording based on
the Evaluation cover, with the InVariant message embedded
by embedding method EM3. In the following steps, the
resulting steganographic data is used to extract samples of
feature vectors. These are in turn used to train and evaluate
our resulting MLPs.

The data used to train our MLPs for evaluation is based
on the training data set from I. For the cover data training
recording, we extract 514 samples (i.e., extracted feature
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vectors with label). For the generated data for Goal G1, we use
the combined feature vectors of both message types for every
embedding method. This means for every embedding method
we have 1028 samples. For Goal G2 we use the same cover
training data, while the generated data is based only on the
corresponding recording for every combination of embedding
method and message type. This results in 514 samples for
every training data subset. The training data setup is shown in
Table II.

TABLE II
TRAINING DATA SETS USED FOR TRAINING MLP6LG , MLP6NE ,

MLP11LG AND MLP11NE FOR EVALUATION OF G1 AND G2 .

Data Sets used to train MLP6LG and MLP6NE :
Training Data Set Name Label of Samples Features for MLPs extracted

from:
Number of
Samples

Goal

TSCD CD RECTrain−CD 514
TSEM1 EM1 RECTrain−EM1IV ,

RECTrain−EM1HE

1028 (2x514)

TSEM2 EM2 RECTrain−EM2IV ,
RECTrain−EM2HE

1028 (2x514)

TSEM3 EM3 RECTrain−EM3IV ,
RECTrain−EM3HE

1028 (2x514) G1

TSEM4 EM4 RECTrain−EM4IV ,
RECTrain−EM4HE

1028 (2x514)

TSEM5 EM5 RECTrain−EM5IV ,
RECTrain−EM5HE

1028 (2x514)

Data Sets used to train MLP11LG and MLP11NE :
TSCD CD RECTrain−CD 514

TSEM1IV EM1-IV RECTrain−EM1IV 514
TSEM1HE EM1-HE RECTrain−EM1HE 514
TSEM2IV EM2-IV RECTrain−EM2IV 514
TSEM2HE EM2-HE RECTrain−EM2HE 514
TSEM3IV EM3-IV RECTrain−EM3IV 514 G2
TSEM3HE EM3-HE RECTrain−EM3HE 514
TSEM4IV EM4-IV RECTrain−EM4IV 514
TSEM4HE EM4-HE RECTrain−EM4HE 514
TSEM5IV EM5-IV RECTrain−EM5IV 514
TSEM5HE EM5-HE RECTrain−EM5HE 514

For our evaluation of the model, we use the evaluation data
set from Table I. The cover data set contains only the original
recordings, resulting in 177 samples. For Goal G1 we use the
combined recordings from both message types. Each recording
then contains 354 samples per embedding method. The model
for Goal G2 uses the recording for every embedding method
and message type separately, so every data subset contains 177
samples. The evaluation data sets can be seen in Table III.

TABLE III
TEST DATA SETS USED FOR EVALUATION TO ACHIEVE G1 AND G2 .

Data Sets used to evaluate MLP6LG and MLP6NE :
Test Data Set Name Label of Samples Features extracted from: Number of

Samples
Goal

DSCD CD RECEval−CD 177
DSEM1 EM1 RECEval−EM1IV ,

RECEval−EM1HE

354 (2x177)

DSEM2 EM2 RECEval−EM2IV ,
RECEval−EM2HE

354 (2x177)

DSEM3 EM3 RECEval−EM3IV ,
RECEval−EM3HE

354 (2x177) G1

DSEM4 EM4 RECEval−EM4IV ,
RECEval−EM4HE

354 (2x177)

DSEM5 EM5 RECEval−EM5IV ,
RECEval−EM5HE

354 (2x177)

Data Sets used to evaluate MLP11LG and MLP11NE :
DSCD CD RECEval−CD 177

DSEM1IV EM1-IV RECEval−EM1IV 177
DSEM1HE EM1-HE RECEval−EM1HE 177
DSEM2IV EM2-IV RECEval−EM2IV 177
DSEM2HE EM2-HE RECEval−EM2HE 177
DSEM3IV EM3-IV RECEval−EM3IV 177 G2
DSEM3HE EM3-HE RECEval−EM3HE 177
DSEM4IV EM4-IV RECEval−EM4IV 177
DSEM4HE EM4-HE RECEval−EM4HE 177
DSEM5IV EM5-IV RECEval−EM5IV 177
DSEM5HE EM5-HE RECEval−EM5HE 177

V. EVALUATION RESULTS

In this section, the determined classification results on
the introduced evaluation setup for evaluation goal G1 with
MLP6LP and MLP6NE and for G2 with MLP11LP and
MLP11NE are presented.

A. Results for G1

In G1 we determine the classification results for the ‘legacy’
MLP6LP based on state-of-the-art feature space FSSOTA and
the ‘new’ MLP6NE based on novel feature space FSNovel.
This determination should show whether the presented ma-
chine learning based models are able to distinguish between
the 5 presented steganographic embedding methods (EM1−5)
and cover data (CD). Additionally, we want to find out if the
novel model can outperform the state-of-the-art approach.

TABLE IV
CONFUSION MATRIX OF CLASSIFICATION RESULTS ON TEST-DATA OF

MLP6LG AND MLP6NE FOR G1 (BOLD: CORRECTLY CLASSIFIED
SAMPLES, CD = 177 SAMPLES, EMn= 354 SAMPLES)

classified →
Actual

CD EM1 EM2 EM3 EM4 EM5 ACC
(rounded)

CD 90 | 103 9 | 0 0 | 1 43 | 45 35 | 28 0 | 0 51 | 58
EM1 5 | 1 318 | 348 0 | 0 12 | 5 19 | 0 0 | 0 90 | 98
EM2 1 | 1 0 | 0 352 | 353 0 | 0 1 | 0 0 | 0 99 | 99
EM3 77 | 78 23 | 0 0 | 0 179 | 238 75 | 38 0 | 0 51 | 67
EM4 24 | 40 15 | 0 0 | 0 31 | 41 283 | 273 1 | 0 80 | 77
EM5 0 | 0 0 | 0 0 | 0 0 | 0 1 | 1 353 | 353 99 | 99

Overall Samples: 81 | 86

The classification results for both MLPs are presented in
Table IV. We can state that both models are basically able
to distinguish correctly for a majority of test samples for all
classes (classification accuracies are visualized in Figure 7).

Figure 7. Classification Accuracy for MLP6LG and MLP6NE for each
embedding method and cover data.

MLP6LP reaches an overall accuracy (correctly classi-
fied samples in relation to all samples) ACC = 80.9%
and MLP6NE is significantly more accurate with ACC =
85.7%. The classification accuracy can be especially improved
with MLP6NE for steganographic embedding method EM1

(ACCMLP6LG
= 89.9%, ACCMLP6NE

= 98.3%) and EM3

(ACCMLP6LG
= 50.6%, ACCMLP6NE

= 67.2%), and the
cover data (ACCMLP6LG

= 50.8%, ACCMLP6NE
= 58.2%).

For EM4 MLP6LP is slightly more precise in terms of classi-
fication accuracy (ACCMLP6LG

= 79.9%, ACCMLP6NE
=

77.1%). Both models have the same accuracy of ACC =
99.7% for EM2 and EM5, these methods are, as assumed,
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TABLE V
CONFUSION MATRIX OF CLASSIFICATION RESULTS ON TEST-DATA OF MLP11LG AND MLP11NE FOR G2 (BOLD: CORRECTLY CLASSIFIED SAMPLES,

177 SAMPLES PER CLASS)

classified as →
Actual

CD EM1-IV EM1-HE EM2-IV EM2-HE EM3-IV EM3-HE EM4-IV EM4-HE EM5-IV EM5-HE ACC
(rounded)

CD 70 | 78 5 | 1 11 | 0 0 | 0 0 | 0 8 | 28 51 | 31 4 | 10 28 | 29 0 | 0 0 | 0 40 | 44
EM1-IV 8 | 1 120 | 176 33 | 0 0 | 0 0 | 0 4 | 0 5 | 0 6 | 0 1 | 0 0 | 0 0 | 0 68 | 99
EM1-HE 4 | 0 22 | 0 134 | 176 0 | 0 0 | 0 8 | 0 6 | 0 1 | 1 2 | 0 0 | 0 0 | 0 76 | 99
EM2-IV 0 | 0 1 | 0 0 | 0 172 | 174 4 | 2 0 | 0 0 | 0 0 | 1 0 | 0 0 | 0 0 | 0 97 | 98
EM2-HE 3 | 3 1 | 0 0 | 0 1 | 1 170 | 171 0 | 0 0 | 0 0 | 2 2 | 0 0 | 0 0 | 0 96 | 97
EM3-IV 33 | 31 4 | 0 10 | 6 0 | 0 0 | 0 16 | 47 90 | 66 6 | 3 18 | 24 0 | 0 0 | 0 9 | 26
EM3-HE 31 | 27 5 | 1 3 | 7 0 | 0 0 | 1 15 | 42 93 | 75 4 | 2 22 | 26 0 | 0 0 | 0 53 | 42
EM4-IV 3 | 8 3 | 0 3 | 1 0 | 0 2 | 0 3 | 5 11 | 10 120 | 113 32 | 40 0 | 0 0 | 0 68 | 64
EM4-HE 19 | 25 7 | 1 8 | 2 0 | 0 0 | 0 1 | 8 20 | 21 29 | 19 92 | 101 0 | 0 0 | 0 52 | 57
EM5-IV 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 177 | 177 1 | 0 100 | 100
EM5-HE 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 0 | 0 1 | 0 176 | 177 99 | 100

Overall Samples: 69 | 75

the most easiest ones to attribute correctly. Additionally, we
shall notice that the accuracy for both approaches on cover data
(CD) should be improved in future work, because it would
trigger false positives in a real world scenario, but if we state
that an attribution takes place after a previous detection (so we
can exclude cover data), then especially the novel MLP6NE

has a decent precision to distinguish between embeddings.

B. Results for G2

In G2 we determine the classification results for MLP11LP

based on FSSOTA and MLP11NE based on FSNovel. This
determination should show if the approaches are able to dis-
tinguish between the five selected steganographic embedding
methods (EM1−5), the two embedded message types (IV
and HE) and the cover data (CD). Additionally, we want to
find out if the novel model can outperform the state-of-the-art
approach.

The results for both models are shown in Table V. We can
state that both models are still able to distinguish correctly
between used embedding methods for a majority of test
samples. Accuracy for MLP11LP and MLP11NE for all classes
is visualized in Figure 8. Through all samples, MLP11LP

delivers ACC = 68.8%. MLP11NE delivers ACC = 75.2%
overall samples and thus clearly outperforms MLP11LP . The
distinction between embedded message types is comparatively
accurate for EM1, EM2 and EM5 for MLP11LP . For EM3

the accuracy is limited, but this is explainable, due to the
key-based pseudo-random embedding code generation, which
makes it hard to distinguish between embedded message types.

However, on a holistic view, we can state that a distinction
between embedding method and embedded message type is
possible and accurate, especially with MLP11NE , which is
based on our novel handcrafted feature space for embedding
methods with no message encryption (EM1, EM2 and EM5).

Figure 8. Classification accuracy for MLP11LG and MLP11NE for each
message type with embedding method and cover data.

VI. CONCLUSION AND FUTURE WORK

In this paper, we analyze the possibility to distinguish
between five steganographic embedding methods and two
different message types based on a state-of-the-art analysis
testbed for steganographic ICS network data with an extensive
evaluation/analysis setup. We elaborate a novel feature space
to train a machine learning driven approach with multilayer
perceptron as classification engine. Our novel approach, which
significantly extends a state-of-the-art-method previously pre-
sented, is able to distinguish between steganographic embed-
ding methods with an accuracy of 85.7%, which outperforms a
state-of-the-art-method by +5.9%. This creates the opportunity
for a more accurate attribution, which can possibly identify
the context of attackers (for example: software fingerprinting).
Additionally, we are able to distinguish between stegano-
graphic embedding methods and embedded message types
with an accuracy of 75.2%, which significantly improves
the ability to conclude what type of message was embed-
ded (improvement of +9.3% compared to state-of-the-art).
Message type classification following a successful detection
of steganographic channels may help in the attribution of
different malicious payloads of stealthy malware in the future.
This can be potentially achieved by differentiation between
different malware code types as payload (e.g. script/shellcode
vs. binary code vs. command & control instructions), deployed
by different attacker groups. While steganographic communi-
cation of malware is considered to be used for illegitimate
data aggregation within limited boundaries of ICS subnets,
future stegomalware attacks may also make use of gateway
communication, traversing borders between isolated ICS sub-
networks and Information Technology (IT) network segments
of the informational infrastructure of enterprises. Thus, the
combination of additional forensic traces discovered on the
system under attack (such as TCP/IP network traces) and
steganalytic properties such as the payload type and length
may allow to attribute the origin of the attack in the future
for example for data in- and exfiltration via the gateway more
precisely.

In future work, we would like to analyze more message
types (e.g., source-code-like structures) and significantly more
steganographic embedding methods. Additionally, our novel
feature space has the potential to be extended for a more
accurate classification. We will expand our experiments with
network data from more complex ICS systems and with
longer network data recordings to create a significantly larger
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number of samples for training and testing. Additionally, more
potential classification models based on traditional and modern
machine learning techniques should be trained and analyzed
to potentially improve the classification performance.
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J. Levenberg, D. Mané, R. Monga, S. Moore, D. Murray, C. Olah,
M. Schuster, J. Shlens, B. Steiner, I. Sutskever, K. Talwar, P. Tucker,
V. Vanhoucke, V. Vasudevan, F. Viégas, O. Vinyals, P. Warden, M. Wat-
tenberg, M. Wicke, Y. Yu, and X. Zheng, “Tensorflow: Large-scale ma-
chine learning on heterogeneous systems,” https://www.tensorflow.org/ ,
2015.

[20] F. Chollet et al., “Keras,” https://keras.io, 2015.
[21] L. Caviglione, “Trends and challenges in network covert channels

countermeasures,” Applied Sciences, vol. 11, 02 2021.
[22] T. Neubert, A. J. C. Morcillo, and C. Vielhauer, “Improving performance

of machine learning based detection of network steganography in
industrial control systems,” In the Proceedings of 17th International
Conference on Availability, Reliability and Security (ARES 2022), Article
No.: 51, pp. 1 - 8, August 23– 26, 2022, Vienna, Austria. ACM, New York,
NY, USA, 8 pages. https://doi.org/10.1145/3538969.3544427, 2022.

[23] Hak5, “Packet squirrel mark ii,” https:// shop.hak5.org/products/
packet-squirrel-mark-ii, 2025.

[24] K. Pearson, “X. on the criterion that a given system of deviations from
the probable in the case of a correlated system of variables is such that it
can be reasonably supposed to have arisen from random sampling,” The
London, Edinburgh, and Dublin Philosophical Magazine and Journal of
Science, vol. 50, no. 302, https://doi.org/10.1080/14786440009463897,
2009.

[25] Fischertechnik, “Instruction material for the learning factory industry
4.0 24v,” https://www.fischertechnik.de/en/ industry-and-universities/
technical-documents/simulate/ training-factory-industry-4,-d-,0-24v,
2025.

122International Journal on Advances in Security, vol 18 no 1 & 2, year 2025, http://www.iariajournals.org/security/

2025, © Copyright by authors, Published under agreement with IARIA - www.iaria.org


